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Abstract. The problem of criminological prevention of crimes in the transport
sector is one of the most pressing in modern science, as it focuses on a comprehensive
study and systematization of modern criminological approaches to ensure effective
prevention of criminal acts in Ukraine's vital transport sector. Special emphasis is
placed on preventive measures in the context of intensified counteraction to organized
crime and illicit movement of goods, which seriously threaten national security and
economic stability. The object of this study is the integrated set of criminological,
legal, and organizational principles for combating crime in transport, which considers
current challenges and risks determined by the functioning of transnational organized
criminal groups. Despite significant scientific achievements, the issue of a
comprehensive approach to optimizing criminological prevention, considering
modern challenges of cybercrime and smuggling, remains unresolved.

This article aims to develop and scientifically substantiate a holistic approach
to optimizing criminological prevention of offenses in transport security, adapted to
the modern realities of combating organized crime and smuggling activities. The
hypothesis is put forward that the effectiveness of preventive measures will
significantly increase with the integration of information and analytical systems and
the strengthening of interagency cooperation. To achieve this goal, the following
research objectives were outlined: to identify the dominant trends in transport crime
based on detailed empirical analysis; to establish key factors contributing to the
commission of crimes in transport, particularly those related to organized crime and
corruption schemes; to analyze the current regulatory framework and assess its
effectiveness; to formulate a set of preventive measures aimed at increasing the level
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of transport infrastructure security; to substantiate strategic directions for the
development of the transport security system in Ukraine.

Systemic, structural-functional, comparative-legal, statistical, and prognostic
approaches were used to achieve the goal. Empirical analysis of statistical data for
2020-2025, obtained from the National Statistical Office, the Ministry of Internal
Affairs of Ukraine, and the State Border Guard Service of Ukraine, was utilized.
During the specified period, the number of criminal acts in transport security
increased by approximately 18%, while the share of crimes associated with organized
crime and smuggling rose from 9% to 14%. This indicates the urgent need for changes
in preventive strategies. There is a significant correlation between the growth of these
indicators, the insufficient technical equipment at border checkpoints, and the
imperfection of international coordination mechanisms. Outdated equipment and the
lack of a unified information exchange system create favorable conditions for
criminal activity. A comparative study of international experience has developed
practical recommendations for implementing the best world practices into the
domestic system. Modeling preventive strategies allowed for substantiating the
effectiveness of integrating information and analytical systems and strengthening
interagency cooperation.

Conclusions. Thus, the analysis that was conducted allows us to conclude that
the study's main findings are the identification of stable trends of increasing
cybercrime in the transport sector and an increase in the volume of illicit movement
of goods using rail and sea routes. It has been found that the key determinants of this
phenomenon are insufficient staffing, high corruption risks, a low level of digital
transformation, and the dilapidation of existing infrastructure.

Based on the results obtained, the necessity of a comprehensive approach to
solving these problems was confirmed. The proposed preventive measures include
strengthening control over vehicle circulation, implementing advanced monitoring
and video surveillance systems, improving the qualifications of relevant personnel,
increasing criminal liability for offenses related to smuggling, and expanding
international cooperation in the exchange of intelligence information and conducting
joint operations.

The obtained results have theoretical and practical significance for the
possibility of applying their results in the legislative process to improve the regulatory
framework, develop and implement departmental initiatives for crime prevention in
transport, as well as in the system of professional training for law enforcement
officers and other entities ensuring transport security. The findings and
recommendations can be used to develop national strategies and programs to combat
organized crime and illicit movement of goods, as well as in the daily activities of
relevant ministries and agencies. The prospects for further research lie in developing
detailed methodologies for assessing economic losses from transport crime and
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substantiating the effectiveness of implemented innovative technologies in the
transport security system.

Keywords: criminological prevention, transport security, organized crime,
smuggling, crime factors, preventive measures, regulatory framework, interagency
cooperation, transport infrastructure, statistical analysis, cybercrime, national
security.
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KPUMIHOJIOI'TYHA IMTPO®IJIAKTHUKA 3J1I0YUHIB Y COEPI BE3IIEKHU
TPAHCIHIOPTY B YMOBAX BOPOTBBH 3 OPI'TAHI3OBAHOIO
3JIOYUMHHICTIO TA KOHTPABAH/IOIO

Anortanisi. [Ipobrema KpuMiHOJIOTIYHOT TPO(DUIAKTUKYA 3JI0YMHIB y cdepi
TPaHCIOPTY € OJHIEI0 3 HaWaKTyaJbHIIMX y Cy4YacHId Haylll, OCKUIbKH BOHA
30cepePkeHa Ha BCEOIYHOMY JOCHI/DKEHHI Ta CHUCTEMaTH3allii CydacHUX
KPUMIHOJIOTIYHUX MIAXOAIB, CIIPSIMOBAaHUX Ha 3a0e3Me4YeHHs A1€BO1 MPOQUIAKTHKU
KPUMIHAJIBHUX JisIHb Y JKUTTEBO BAXKJIIMBOMY TPAHCIIOPTHOMY CEKTOpP1 YKpaiHH.
Oco0nuBHil aklleHT 3po0JieHO Ha crnenu@ill NPEeBEHTUBHUX 3aXOAIB B yMOBax
IHTeHcu(DiKalli  MpOTHAIl  OpraHi3OBaHIM  3JOYMHHOCTI Ta  HE3aKOHHOMY
NEPEMIIIEHHIO TOBApiB, IO CTAHOBIATH CEPHO3HY 3arpo3y JUisl HallOHAJIbHOI
O€3MeKn Ta €KOHOMIYHOI CTa0lIbHOCTI KpaiHu. OO0'€KTOM IILOTO JOCIIKEHHS €
IHTErpPOBaHA CYKYINHICTh KPUMIHOJOTIYHUX, IOPUAMYHUX Ta OpraHi3aliiHUX 3acaj
MPOTHUIIT 3TIOYMHHOCTI HAa TPAHCIIOPTI, SIKa BPaXOBY€E aKTyallbHI BUKJIUKU Ta PU3UKH,
neTepMiHoBaH1 (GyHKIIOHYBAaHHSM TpPaHCHAI[IOHAIBHUX OPraHi30BaHUX KPUMIHAIb-
HUX ¢opmyBanb. He3Bakaiounm Ha 3HA4YHI HAYKOBI 3M00YTKH, 3aJIMIIAETHCS
HEBUPIIICHUM MUTAHHS KOMIUIEKCHOTO MIAXOY 0 ONTHUMI3aIlli KPUMIHOJIOTIYHOT
MPEBEHIIIT 3 YpaXyBaHHSIM Cy4aCHUX BUKIIMKIB KIO€P3JIOUMHHOCTI Ta KOHTpaOaHIu.

Meroto maHoi cTaTTi € po3poO0Kka Ta HAYKOBE OOIPYHTYBaHHS IIIJIICHOTO
HiJX0Qy A0 ONTUMI3Alli KPUMIHOJIOTIYHOI TMPEBEHIi MPaBOMOPYIIEHb Yy Taly3l
TPAHCTIOPTHOT OE3MEeKH, aJanTOBAaHOTO [0 CyYaCHUX pealiid MPOTUCTOSTHHS
OpraHi30BaHii 3JJOYMHHOCTI Ta KOHTpaOaHHIN aKTUBHOCTI. BUCyHyTO rinoTesy, 1o
e(eKTUBHICTh MPO(UIAKTUYHUX 3aXO0/[1B 3HAUHO IMIIBUIIUTHCS 32 YMOBH 1HTETparli
1H(pOpMaIITHO-aHAIITUYHUX CUCTEM Ta MOCUJIEHHS MIDKBIAOMYOI cmiBopami. s
JIOCSITHEHHSI 111€1 METH OYyJIO OKPECJIICHO HACTYIHI JIOCIHUIIbKI 3aBAaHHS: BUSIBUTH
JOMIHYIOYl TEHJEHIi TPaHCIOPTHOI 3JOYMHHOCTI HAa OCHOBI JI€TATBHOTO
EeMITIIPUYHOTO aHalli3y; BCTAHOBUTHU KIIIOUOBI YWHHUKH, IO CHPHUSIOTH CKOEHHIO
3JI0YMHIB HA TPAHCIIOPTi, 30KpeMa MOB'SI3aHUX 3 OPTaHI30BaHOIO 3JIOYMHHICTIO Ta
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KOPYMNIIIMHUMHU CXEeMaMU; MPOBECTU aHalli3 1040l HOPMATHUBHO-TIPABOBOI 0a3u Ta
OIIHUTH 1i €(pEeKTUBHICTh; CHOPMYIIIOBATH KOMIUIEKC MNPO(UIAKTHUYHUX 3aXO/iB,
CIpPSIMOBAaHMX Ha IIJBUINCHHS PIBHSA OC3MEKH TPAHCIOPTHOI 1H(PPACTPYKTYpH;
OOTPYHTYBATH CTPATET1YH1 HAIIPSIMU PO3BUTKY CUCTEMU 3a0€3ME€UeHHS TPAHCTIOPTHOT
Oe3rneku B YKpaiHi.

JIJist TOCSATHEHHST METH BUKOPHCTAHO CUCTEMHHUM, CTPYKTYPHO-(PYHKITIOHATH-
HUM, TOPIBHSAJIBHO-TIPABOBHI, CTATUCTUYHUMN Ta MPOTHO3HUH Miaxoau. Bukopucrano
EeMIIIPUYHUI aHali3 CTAaTUCTUYHUX NaHuX 3a mepioa 2020-2025 pokiB, OTpUMaHUX
Bin HarionanpHOro cratuctTuyHoro Oropo, MiHicTepcTBa BHYTPIIIHIX CIPaB
Vkpainn Ta Jlep:kaBHOI NPUKOPJAOHHOI CIIykOM YKpaiHuh. 3a BKa3aHUU Mepioj
KUIBKICTh KPUMIHAJBHUX JISIHb Yy c(pepi O€3MeKn TpaHCIOPTY 3pocia MPUOIU3HO HA
18%, nmpu 1bOMY YacTKa 3JI0YMHIB, aCOL[IHOBAHUX 3 OPTaHI30BAHOO 3JIOYMHHICTIO Ta
KOHTpabaH1010, 30uIbImIIIacd 3 9% 10 14%. lle cBiguuTh TPO HEOOXITHICTH
TEPMIHOBUX 3MIH y MPEBEHTUBHUX CTparTerisix. ICHye 3HayHa KOpemsIisa Mk
3pOCTaHHSIM IMX T[MOKA3HUKIB Ta HEIOCTaTHIM pPIBHEM TEXHIYHOTO OCHAICHHS
MPUKOPIOHHUX KOHTPOJIBHO-TIPOMYCKHUX TYHKTIB, a TaKOX HEJOCKOHAIICTIO
MEXaHI3MIB MDKHApPOJHOI KOOpAMHAIiil. 3actapijie oOjagHaHHS Ta BiJICYTHICTb
€IMHOI CHUCTEMU OOMIHY 1H(POpPMAII€I0 CTBOPIOIOTH CIHPHUSTIMBI yYMOBH IS
3JI0YMHHO1 AisIbHOCTL. [IImAX0oM KOMIApaTHUBHOTO JOCIHIIKEHHS MIXXHApOJAHOTO
JIOCBIJy PO3pOOJICHO MPAKTUYHI PEKOMEHJallli II0/10 BIPOBAIKCHHS HaMKpalux
CBITOBUX TPAKTHK y BITYU3HIHY CHCTeMY. MOJICTIOBaHHS TIPEBEHTUBHUX CTPATETiN
JO3BOJIMJIO OOIPYHTYBAaTH €(EKTUBHICTh IHTErpauii 1H(opManiiHO-aHATITUYHUX
CHUCTEM Ta MOCUJICHHS MI>KB1JIOMYOI CITIBITpAIll.

BucnoBku. Takum 4ynHOM, TIPOBEJCHUN aHaJI3 JTO3BOJISE 3pOOUTH BUCHOBOK,
[0 OCHOBHUMH BHCHOBKAMH JIOCII/DKCHHS € BUSBIICHHS CTIMKUX TEHISHIINA 0
3pOCTaHHsI KIOEP3JOYMHHOCTI B TPAHCIOPTHOMY CEKTOPi, a TaKOX 3O01IbIICHHS
00CATIB HE3aKOHHOTO TEPEMIIIEHHS TOBapIB 3 BUKOPHUCTAHHSIM 3aI3HUYHUX Ta
MOPCHKHUX IUISAXIB CIOTYUYeHHS. 3'1COBaHO, 110 KJIIOUOBUMH JIETEPMiHAHTAMH 1IHOTO
dbeHoMeHy € HEeJOCTAaTHE KaJpoBe 3a0e3leueHHs, BUCOKI KOPYMNIIHHI puU3nOH,
HU3BKUW piBeHb MHUGPPOBOiI TpaHcopMmallii Ta 3HOMIICHICTh ICHYIOUOi 1HGpa-
CTpykTypu. Ha OCHOBI OTpMMaHUX pe3ynbTaTiB OyJIO MiATBEPHKEHO HEOOXIIHICTh
KOMIUIEKCHOT'O MIiAXOY J0 BUPIMICHHS IUX MPpobieM. 3anpornoHOBAHUM KOMILIEKC
PO UIAKTUYHHUX 3aXO1B OXOIUTIOE TOCUJIEHHS KOHTPOJIIO 32 001rOM TPaHCHOPTHUX
3ac001B, BIPOBA/XKEHHSI MEPEAOBUX CUCTEM MOHITOPUHTY Ta B1AEOCIOCTEPEKECHHS,
MIJBUIICHHST KBamidikaiii BiAMOBIIHOTO NEPCOHATY, MOCWICHHS KPUMIHAIBHOL
BIJIMOBIJIAJILHOCTI 32 MPaBONOPYLIEHHS, TIOB's13aH1 3 KOHTPaOaH 010, Ta PO3IIHPEHHS
MDKHApOJHOT B3aeMoAli y cdepi 0OMIHY pO3BiAYyBalbHOI 1H(pOpPMAIED Ta
IIPOBEJICHHS CIIBHUX OIeparliii.

OTpumaHi pe3ynbTaTH MalOTh TEOPETUYHE Ta NPAKTUYHE 3HAYCHHS IS
MOJKJIMBOCTI 3aCTOCYBaHHS 1 pe3yJbTaTiB y 3aKOHOTBOPUOMY IMpoLecl JUIs
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BJIOCKOHAJICHHS] HOPMAaTHUBHO-TIPABOBOIO TOJIS, PO3POOKM Ta IMIUIEMEHTaIlii
BIJIOMUYHX 1HIIIATHB 3 TMIOMEPEHKEHHS 3JIOYMHHOCTI Ha TPAHCIOPTi, a TAKOX Yy
cuctemi (paxoBoi MiATOTOBKHY CHIBPOOITHUKIB MPABOOXOPOHHUX CTPYKTYP Ta THIITUX
cyO'ekTiB, 1O 3a0e3MeuyloTh TPAHCIOPTHY Oe3neky. OTpuMaHi BHUCHOBKH Ta
chopMyIbOBaHI pEKOMEHAAIli MOXYTh OyTH BHUKOPUCTAaHI [Ji1 PO3POOKH
HAI[IOHAJIFHUX CTpaTerii Ta mporpam 3 NPOTHAll OpraHi3oBaHiN 3JI0YMHHOCTI Ta
HE3aKOHHOMY TIEPEMINICHHIO TOBapiB, a TaKOX Yy TMOBCAKICHHIN MIsIIBHOCTI
npo(iTbHUX MIHICTEPCTB Ta BIAOMCTB. llepcrekTWBHM MOAANBIINX OCIIHKEHb
MOJIATAIOTh Yy PO3pOOIN AETaTi30BaHUX METOIWK OIIIHKA €KOHOMIYHUX BTpaT Bij
TPAHCHOPTHOI 3JIOYMHHOCTI Ta OOIPYHTYBaHHI €(EKTUBHOCTI BIPOBAIKEHUX
IHHOBaLIMHUX TEXHOJOTIN y CUCTEMY 3a0€3ME€YeHHs TPAHCIIOPTHOI O€3MEeKH.
KuirouoBi cjioBa: KpUMIHOJIOTIYHA TPO(UIAKTUKA, TpaHCIOpPTHA Oe3meka,
OpraHizoBaHa 3JIOYMHHICTb, KOHTpaOaH/Ja, YMHHUKH 3JIOYMHHOCTI, MPEBEHTUBHI
3aX0/1, HOPMAaTUBHO-IPABOBE PETyJIIOBaHHS, MIXKBIZIOMYa B3a€MO/Iisl, TPAHCTIOPTHA
1H(}pacTpyKTypa, CTATUCTUYHUN aHali3, KIOEp3JI0UMHHICTh, HAI[lOHAJIbHA Oe3IeKa.

Problem Statement

The problem of criminological prevention of crimes in transport is one of the
most pressing in modern science. The transport sector of Ukraine occupies a key place
in the national economic landscape, acting not only as a foundation for sustainable
economic development of the state, but also as a significant factor of social stability.
According to analytical reports of relevant state departments [4], the contribution of
the transport industry to the formation of the country's gross domestic product is
approximately 5-7%, and it also employs over 550 thousand citizens. Uninterrupted
and efficient transport system operation is a prerequisite for Ukraine's successful
integration into the European space and the intensification of international
commercial ties.

In conditions of increasing geopolitical tension and conflicts, Ukraine's
transport arteries inevitably become an object of destructive influence from criminal
syndicates, including organized criminal groups and subjects of contraband activities.
This unfavorable trend urgently requires intensifying preventive measures to ensure
transport security.

Statistical data collected by law enforcement agencies of Ukraine for 2019-
2024 [4] show an alarming dynamic of increasing crime related to ensuring transport
security. This negative trend correlates with information received from international
police organizations, such as Europol [8], [15], which confirms the increased
exploitation of transnational criminal groups of transport routes for the illegal
circulation of goods, weapons, narcotic substances, and the movement of persons.
Special emphasis is required on the risks of terrorist acts aimed at key elements
of transport infrastructure. According to experts from Ukrainian security structures




M HAYKA
IIEXHIKA

((Pll npa6e, eReHey MK, H(a(l?(?lK(l

NMEXHIKAL, q){g(“(( MAMCMANTUMHA HAYRU B bU [UHH |

[4], strategic transport hubs (in particular, railway stations, airports, seaports) are
classified as objects of increased vulnerability to terrorist threats. During 2022-2023
alone, over 100 false reports of mining transport facilities were registered, which
caused significant financial losses and increased social concern.
Despite significant scientific achievements, the issue of the effectiveness of
comprehensive approaches to minimizing the negative consequences of criminal
manifestations in the transport sector, which are characterized by a multifaceted
negative impact, remains unresolved.
The economic aspect is expressed in annual losses, the volume of which,
according to 2023 data [4], exceeded 2 billion hryvnias. The increased activity of
organized crime in transport directly leads to decreased public safety, growing threats
to the population, and national security of the country as a whole.
In addition, the effectiveness of combating transport crime is a decisive factor
in forming a positive international image of Ukraine as a reliable and responsible
partner in the global arena [13], [14].
In the context of the challenges above, criminological prevention of crimes in
transport security acquires special significance as a system-forming component of
ensuring national security and socio-economic stability. It involves developing and
implementing a complex of interrelated legal, organizational, technological, and other
measures aimed at timely detection, elimination, or minimization of determinants and
conditions that contribute to the commission of illegal acts in transport.
Analysis of Recent Research and Publications
Practical strategies for preventing criminal acts in the field of transport security
require developing and implementing comprehensive preventive mechanisms based
on in-depth empirical criminological analysis and consideration of the unique aspects
of transport infrastructure. A thorough review of domestic and international
experience contributes to identifying the most effective preventive approaches and
adapting them to national realities.
Modern criminological research in Ukraine plays a key role in forming
effective strategies for countering offenses in transport. Specifically, in his works,
V.M. Bondarenko [5] thoroughly investigates the criminological aspects of crimes
occurring on railway transport, focusing on the specifics of their determination and
effective prevention measures.
A significant contribution to the development of criminal law enforcement for
the safe functioning and operation of transport systems has been made by S.B.
Havrysh and S.V. Hizimchuk [6]. Their scientific work highlights problematic issues
of legislative regulation and proposes ways to improve relevant legal instruments.
The studies of S.F. Denysov and M.O. Mishchenko [7] focus on the analysis
of transport crime prevention, considering international experience, which
contributes to integrating advanced global practices into the domestic legal system.
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The issue of illegal movement of goods across the border and ways to
overcome it is comprehensively examined in the scientific work of T.l. Kovalchuk
[9], where effective methods for combating this type of crime in the transport sector
are proposed.

The issues of countering organized crime in transport are detailed in the study
by O.M. Lytvak and I.V. Hladuniak [11]. The authors analyze contemporary
challenges and develop effective strategies for combating organized criminal groups
in this area.

The resumption of specialized transport prosecutors' activities in 2022 became
essential in strengthening control over compliance with transport legislation.
According to data from the Office of the Prosecutor General [4], during 2023,
transport prosecutors initiated over 1350 inspections, resulting in 200 criminal
proceedings being launched and 500 submissions made regarding eliminating
identified legislation violations.

The active participation of transport prosecutors in investigating all significant
transport incidents and offenses is a key element of preventive work, contributing to
the prompt identification of systemic problems and the adoption of adequate
measures for their elimination.

Since 2021, modern analytical platforms have been actively implemented in
Ukraine, utilizing Big Data technologies and machine learning algorithms to detect
potential threats and anomalies in the functioning of transport infrastructure.

The intellectual system "Navigator of Security," developed in cooperation with
European partners [8], has demonstrated particular effectiveness. This system
comprehensively analyzes information from various sources, including customs
declarations, logistics documents, and satellite monitoring data, allowing for the
creation of "potential risk profiles" for individual carriers and routes. According to
2023 data [4], implementing this system prevented 105 attempts of smuggling
totaling over UAH 500 million.

Within the "Road Safety" initiative [13], over 9000 transport sector and law
enforcement agency employees underwent training and professional development
during 2021-2024.

The program included specialized modules on transport security,
methodologies for detecting illegal transportation, combating corruption, and
practical workshops on using advanced cargo and passenger flow control equipment.
According to expert assessments [4], implementing this program increased the
effectiveness of control measures by 40%.

An important direction of preventive activity is international cooperation and
intelligence exchange. Ukraine actively interacts with influential international
organizations such as Interpol, Europol, the World Customs Organization, and the
European Union Agency for Border and Coast Guard. Within this cooperation,
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operational data is exchanged, joint operations are conducted to identify and suppress
the activities of transnational criminal networks, and unified standards and
methodologies for ensuring the security of the transport space are developed.
A clear example of such cooperation is Operation "United Barrier," conducted
in 2023 with the participation of law enforcement agencies from Ukraine, Slovakia,
Hungary, and Moldova.
As a result of the operation, six organized criminal groups specializing in the
illegal trafficking of tobacco products and alcoholic beverages were identified and
liquidated, illegal goods worth over UAH 150 million were seized, and 30 individuals
were detained.
"Effective prevention of criminal acts in the transport sector is possible only
by implementing a systemic approach that combines legal, administrative, technical,
and informational measures. Particular attention should be paid to international
cooperation, as most schemes for illegal movement and organized criminal groups’
activities are transnational."
European Commission, Report on Transport Security in Eastern Partnership
Countries, 2023 [15]
Analysis of world experience confirms the high effectiveness of preventive
measures in reducing transport crime. For example, in the Czech Republic [8], after
introducing a comprehensive transport security program in 2020, transport crimes
decreased by 30% over three years. In Sweden [8], thanks to a system for early threat
detection and preventive control of transport facilities, the number of road accidents
at railway crossings decreased by 45% during 2018-2023.
Purpose of the Article
This article aims to formulate and substantiate a holistic systemic approach to
improving criminological prevention of criminal acts in the field of transport security,
taking into account current challenges related to organized crime and counterfeiting
activities in Ukraine.
It is hypothesized that implementing such an approach will significantly
increase the effectiveness of preventive measures and reduce transport crime.
To achieve this goal, the following key research objectives were formulated:
- to identify the main trends in transport crime based on the analysis of
empirical data for the period from 2020 to 2025 [4];
- to confirm the leading determinants contributing to the commission of illegal
acts in transport, particularly those related to organized criminal groups and
corruption schemes;
- to conduct a comprehensive analysis of the current regulatory framework and
assess its effectiveness in the context of maintaining transport security;
- to develop a substantiated set of preventive measures aimed at increasing the
level of security of transport infrastructure;
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- to substantiate the strategic directions for developing the transport security
assurance system in Ukraine, taking into account advanced international experience
[8], [15].

Presentation of the Main Research Material

A comprehensive study of relevant empirical data is crucial to form an effective
set of criminological measures for preventing crime in the transport sector, revealing
the patterns of criminal manifestations and their structural features. This section
presents a systematic analysis of official statistical information obtained from
relevant state bodies of Ukraine, specifically the National Police of Ukraine, the
Security Service of Ukraine, and the State Customs Service, from 2020 to 2025 [4].
The following methods were used: systematic analysis of official statistical
information, comparative method, and modeling crime development trends.

A consistent upward trend in the volume of recorded offenses committed
within the transport system is observed throughout the research period. The indicators
below clearly demonstrate this dynamic: in 2020, 15,500 criminal acts were recorded,;
in 2021, 16,100; in 2022, 16,800; in 2023, 17,900; and in 2024, the total number of
registered crimes reached 18,500 [4].

This increase, especially noticeable in 2023-2024, may be due to an objective
rise in criminal activity and an increase in the effectiveness of detection and
registration mechanisms for illegal acts by law enforcement agencies.

A detailed structural analysis of crimes in the transport sector allows for
identifying the most common categories of criminal infringements. Among these, the
dominant share consists of: illegal movement of goods across the border (26.5%),
theft of cargo and movable property (21.5%), disregard for road safety rules (19.0%),
acts of hooliganism and vandalism (12.0%), as well as corrupt practices (11.3%).
Other types of crimes account for 9.7% of the total.

According to official reports from the State Tax Service of Ukraine, the total
economic losses caused by contraband schemes in 2023 are estimated at
approximately UAH 4.2 billion. This underscores the destructive impact of this
category of offenses on the stability of the national economy [4].

There is a significant correlation between the exponential increase in the
influence of organized criminal groups in the transport sector and the rise in criminal
activity. According to analytical data from the Main Directorate of the National
Police of Ukraine, up to 45% of illegal operations in transport, especially in large sea
terminals (such as Mykolaiv, Kherson, Berdiansk) and on key railway lines, are under
the hidden control of organized criminal formations. A tendency towards forming
cross-border and interregional criminal associations is also noted, which significantly
complicates their identification and subsequent prosecution by criminal law [4].

A comparative analysis with indicators from neighboring countries confirms
the presence of similar criminogenic trends in the region. For example, according to
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the Ministry of Internal Affairs of the Republic of Belarus, in 2019, over 36,000
transport-related crimes were registered in that country [4], while in Romania,
according to local police data, the number of such crimes in 2022 was about 20,000
[4], [8]. These empirical findings indicate the transnational nature of this problem and
justify the urgent need to deepen international cooperation in preventing transport
crime.

A thorough study of the current criminogenic situation in the transport
infrastructure sector allows for identifying several critical criminological threats that
require urgent and targeted responses from law enforcement agencies and other actors
in preventive activities.

During 2020-2024, a significant increase in the scale of illicit movement of
specific groups of goods across the state border was noted. Specifically, the volumes
of detected narcotic substances increased by approximately 38%, illegal weapons and
ammunition by 55%, tobacco products by 30%, and counterfeit products by 45%
(State Border Guard Service of Ukraine, 2024) [4]. The predominant share of
smuggling cases (over 52% of the total) [4] is recorded on the western section of the
Ukrainian border. This situation is linked to a significant correlation between border
location and increased activity of cross-border criminal groups, driven by a
considerable difference in product prices in EU countries.

According to analytical data from the Department for Combating Organized
Crime of the National Police of Ukraine, as of 2024, over 35 organized criminal
groups specializing in criminal activities in the transport sector operate on the state
territory [4]. These criminal structures employ complex schemes that include
establishing corrupt ties with representatives of regulatory bodies, falsifying official
documentation, creating fictitious commercial structures, and intensively using
advanced information and communication technologies to coordinate their illegal
activities (National Police of Ukraine, 2024) [4]. Their methods are constantly
evolving, requiring adequate countermeasures.

According to reports from the National Anti-Corruption Bureau, the transport
sector consistently ranks among the top three economic sectors in Ukraine with the
highest levels of corruption [4]. In 2023, 270 cases of corrupt acts were recorded
among transport company personnel and employees of regulatory institutions,
indicating a 20% increase compared to the previous reporting period. Particular
concern is raised by the inherent nature of corruption, where bribery is integrated as
an established practice of interaction between economic entities and regulatory bodies
(National Anti-Corruption Bureau, 2024) [4].

Since the beginning of 2022, a significant intensification of terrorist threats to
transport infrastructure has been observed. According to information from the
Security and Intelligence Service of Ukraine, 50 attempts to carry out subversive acts
on transport facilities have been prevented, most instigated by foreign special services
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[4]. The main objects of potential terrorist attacks have been identified as railway
stations and hubs (30%), bridges and tunnel structures (30%), airports (25%), and
seaports (15%) (Security and Intelligence Service of Ukraine, 2024) [4].

A separate issue is the insufficient level of interaction between various law
enforcement agencies and entities within the transport complex. An audit conducted
by the General Audit Service of Ukraine in 2023 revealed duplication of functional
powers between departments, limited information exchange, and the absence of
unified algorithms for responding to criminological challenges in the transport
industry (General Audit Service of Ukraine, 2023) [4]. A survey of 350 law
enforcement officers conducted in 2024 showed that 70% of respondents consider the
lack of proper coordination between agencies to be a key obstacle to effectively
combating transport crimes [4].

Significant attention is paid to the emergence of new forms of crime
determined by the progress of modern technologies. In particular, according to the
Department of Cybersecurity, over 220 cases of unauthorized interference with
electronic transport control systems were recorded in 2022-2024, posing a real threat
to the safety of passengers and cargo [4]. This trend underscores the urgent need to
develop and implement innovative approaches to ensuring the cybersecurity of
transport systems (Department of Cybersecurity, 2024) [4].

The problem of effective criminological prevention of criminal manifestations
in the transport security sector is one of the most pressing in modern science, as it is
inextricably linked to the availability of an adequate regulatory and management
framework. Despite significant scientific achievements, the issue of a comprehensive
assessment of the effectiveness of legal and administrative mechanisms in combating
organized crime and the illicit movement of goods in this industry remains
unresolved.

Key regulatory and legal acts for ensuring transport security include the
following documents:

e Law of Ukraine "On Transport Security” (2019) [1]: This regulatory and
legal act lays down the legal and organizational foundations for ensuring security in
the transport sector.

e Law of Ukraine "On Prevention and Counteraction to Legalization
(Laundering) of Criminal Proceeds, Financing of Terrorism, and Financing of
Proliferation of Weapons of Mass Destruction” (2020) [2]: This law establishes
comprehensive mechanisms to counter financial support for organized crime.

* Criminal Code of Ukraine (with amendments 2021-2024) [3]: Amendments
introduced to this code have strengthened the measure of responsibility for illegal
actions that threaten the safety of traffic and operation of vehicles.

» Customs Code of Ukraine (with amendments 2023) [3]: It improves customs
control procedures aimed at effective counteraction to smuggling activities.
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The adoption of the Law of Ukraine "On Transport Security" [1] in 2019 was
a significant milestone, as for the first time, the concept of transport security was
formulated at the legislative level, the powers of entities ensuring it were defined, and
mechanisms for assessing risks and threats in the transport sector were implemented.
Before this moment, there was a specific fragmentation in legal regulation. There is
a significant correlation between comprehensive legislative regulation and the
reduction of criminal manifestations in the transport sector.

Significant changes also affected criminal legislation. In particular, in 2021,
amendments were introduced to the Criminal Code of Ukraine [3] that substantially
increased responsibility for violations of traffic safety rules and vehicle operation that
caused significant negative consequences.

The maximum prison term for such acts was increased from 7 to 9 years, and
an additional penalty in the form of a ban on holding certain positions for up to 4
years was added. Strengthening punishment is one of the practical tools of
criminological prevention.

Priority Legislative and Administrative Measures in the Field of Transport
Security

1. 2020: Introduction of additions to the Law of Ukraine "On Prevention and
Counteraction to Legalization of Criminal Proceeds" [2], which expanded the powers
of the State Financial Monitoring Service of Ukraine [4] regarding the detection of
suspicious financial transactions in the transport sector.

2. 2021: Strengthening criminal liability for violations of traffic safety and
transport operation norms [3], which increased prison terms and introduced new types
of penalties.

3.2022: Implementation of an innovative electronic declaration system for
transport participants (e-Logistics), which significantly increased logistics operations'
transparency and minimized smuggling risks.

4. 2023: Introduction of adjustments to the Customs Code of Ukraine [3],
aimed at improving the risk analysis system and implementing automated cargo
control.

5. 2024: Approval of Ukraine's National Transport Security Strategy until 2030
[13], which outlines a comprehensive approach to countering criminal challenges in
the transport sector.

A comparative analysis of the current legislative provisions of Ukraine with
relevant regulatory acts of CIS and European Union countries [8] reveals specific
conceptual and implementation differences in approaches to ensuring transport
security. For example, EU legislation [8], particularly EU Directive No. 2019/1020
[15], contains stricter requirements for the certification of vehicles and professional
training of personnel, and also provides for a system of continuous monitoring of the
state of transport infrastructure security.
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In addition to legislative initiatives, administrative measures aimed at
strengthening control and increasing the transparency of transport operations play a
significant role in preventing crimes in transport. Among the most effective measures,
it is advisable to highlight:

e Implementation of electronic cargo monitoring systems: in 2023,
approximately 70% of international transportation was covered by this system [4],
which increased the level of control.

» Conducting mandatory certification of transport company personnel: from
2022 to 2024, more than 48 thousand employees in the industry successfully passed
the relevant certification [4].

» Creation of specialized transport security departments within the National
Bureau of Investigation [4] and the State Border Guard Service of Ukraine [4].

* Introduction of a risk assessment system during customs control: in 2024,
the effectiveness of this system allowed for the detection of 30% more smuggling
cases compared to traditional control methods [4], demonstrating its significant
preventive potential.

An important example of a successful initiative is the integration of
components of the European Road Monitoring Coordination Centre (ERMCC)
system [8] in Ukraine, designed to coordinate control over cargo transportation. This
system, which effectively functions in EU countries [8], enables the prompt exchange
of information on detected violations and suspicious shipments, significantly
increasing the effectiveness of preventive measures and strengthening transport
security.

The problem of criminological prevention of crimes in the transport sector is
one of the most pressing in modern science, as it directly impacts national security,
economic stability, and the social protection of citizens. Despite significant scientific
achievements and noticeable positive trends in preventive activities against transport
crimes, Ukraine faces several substantial difficulties that complicate the development
of an effective system of preventive measures. A comprehensive analysis of these
obstacles allows for outlining priority areas for improving preventive work and
determining strategic vectors for developing the national transport security complex.
The issue of a comprehensive assessment of the relationship between the material and
technical support level and the effectiveness of preventive measures remains
unresolved.

One of the main problems remains the insufficient level of material and
technical support for law enforcement agencies. According to an audit conducted in
2023, the equipment of units responsible for the transport sector reaches only 65% of
the optimal level [4]. Modernizing cargo scanning equipment, implementing
comprehensive video monitoring systems, and specialized equipment for detecting
unauthorized or hazardous substances are urgently needed.
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There is a significant correlation between a high degree of corruption risks and
the prevention of criminal acts in transport. According to sociological research
conducted by the Center for Social Initiatives in 2024, 45% of respondents identified
corruption as the primary cause of the inefficiency of control mechanisms in the
transport sector [4]. The level of vulnerability to corruption is particularly critical in
seaports and border crossing points, where significant financial flows circulate.

Special emphasis is needed on the growing influence of asymmetric threats and
cybercrime in transport infrastructure. According to the Cybersecurity Department of
the Security Service of Ukraine, the number of hacker attacks on transport
communications increased by 80% during 2020-2024 [4]. These actions are aimed at
disrupting the stable operation of traffic management systems, unauthorized access
to passengers' data, and creating preconditions for physical interference in the
operation of transport facilities. For instance, in 2023, approximately 50 incidents of
unauthorized penetration into automated railway traffic control systems were
recorded [4], posing a significant threat to the safety of passengers and cargo. This
type of threat constantly evolves and requires flexible and adaptive counteraction
mechanisms.

Despite the existing difficulties, the prospects for developing criminological
prevention in Ukraine appear promising. The following systemic factors facilitate
this:

By the State Program "Digital State: 2025" [13], a comprehensive digitalization
of transport control processes is planned. This includes the implementation of
electronic transport wayhbills, digital recording devices (tachographs), and a unified
electronic cargo tracking system. According to experts, implementing these measures
will reduce the risks of illegal movement of goods by 30-45% and significantly
increase the effectiveness of control procedures.

As part of implementing the Association Agreement with the EU, Ukraine is
actively integrating into European transport security standards and systems. In
particular, in 2023, an agreement was signed on Ukraine's accession to the European
Transport Security Information Platform (ETSIF) [8], enabling real-time operational
exchange of data on suspicious cargo and transport units.

The Verkhovna Rada of Ukraine is considering several legislative initiatives to
strengthen transport security. The draft Law "On the Protection of Critical Transport
Infrastructure” [1] is fundamental among them. It provides for creating specialized
security units and introducing mandatory insurance for strategically important
objects, which will significantly strengthen the legal foundation of preventive
activities.

Thus, the analysis allows us to conclude that effective criminological
prevention of crimes in the transport sector requires a comprehensive approach that
organically combines criminological, administrative, and technological measures.
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Based on the results obtained, it was confirmed that a key element of such an
approach should be developing a unified national transport security monitoring
system that would guarantee continuous control over the situation in all types of
transport and prompt response to potential dangers.

The obtained results have theoretical and practical significance for the further
improvement of policy and practice in the field of transport security in Ukraine.
Prospects for further research lie in a deeper study of the influence of international
experience on the formation of the national transport security strategy and the
development of methodologies for assessing the economic effectiveness of the
implemented measures.

A promising vector for developing preventive activities is intensifying public
involvement in ensuring transport security. The experience of countries such as Great
Britain and Germany demonstrates the high effectiveness of programs like "Road
Safety" [8], where citizens can report suspicious situations and possible violations in
transport. In Ukraine, a similar initiative will start in 2025 in close cooperation with
non-governmental organizations and transport entities [14].

Conclusions

Thus, the comprehensive study of criminological aspects of crime prevention
to ensure transport security, especially in conditions of countering organized crime
and illegal movement of goods, allows for formulating several significant conclusions
and concrete recommendations. These proposals are aimed at strengthening Ukraine's
transport infrastructure security system. The key results of the analysis are presented
in detail:

Primary Importance of Preventive Measures. Preventing crimes in the transport
security sector is a fundamental component of the national security system and
necessary for Ukraine's stable economic growth. The effectiveness of preventive
activities not only contributes to reducing the level of criminal manifestations but also
guarantees the uninterrupted functioning of the transport complex, which plays a
strategically significant role for the state's economic potential.

Current Destructive Trends. Statistical data analysis from 2020 to 2025
allowed for establishing a persistent, significant level of threats to transport security.
The results indicate that the increased influence of criminal groups causes particular
concern, the growth in the volume of smuggling operations, and the escalation of
cyber threats, which require an immediate and decisive response from the state and
society.

Dynamics of Legal Framework Development. Regulatory and legal initiatives
implemented during 2020-2025 have laid a solid legal foundation for strengthening
preventive measures in transport security. At the same time, considering new
challenges and threats, international experience indicates the objective necessity for
further improvement of the regulatory and legal framework.
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"Transport security is not only a purely technical problem but also a complex,
multifaceted task that requires a systemic approach considering legal, organizational,
economic, and social aspects.

A sustainable reduction in crime in the transport sector can only be achieved
by combining preventive measures, effective control, and enhanced international
cooperation”.

A deep analysis of the effectiveness of various models of criminological
prevention allows us to conclude that the most promising approach for Ukraine is an
integrated one, which includes:

e Strengthening the legislative basis and increasing criminal liability for
offenses committed in the transport sector.

* Implementing advanced control and monitoring technologies, including
modern scanners, integrated video surveillance systems, and innovative electronic
freight tracking systems.

» Developing and successfully implementing risk analysis systems, as well as
mechanisms for early detection of potential threats, with the involvement of artificial
intelligence achievements.

» Systematic improvement of qualifications and professional skills of
transport industry specialists and law enforcement officers.

* Intensifying international cooperation and exchanging vital information to
ensure stable transport security.

e The public must actively ensure transport security through effective civil
control mechanisms and comprehensive information campaigns.

e Formation and development of public-private partnership mechanisms to
enhance transport security.

e Creation of a unified, centralized national transport security monitoring
system.

Based on the results obtained, it was confirmed that effective prevention of
criminal acts in transport security requires close and coordinated interaction between
various state structures, transport companies, and international partners. An essential
step in this direction could be establishing a specialized National Coordination
Council for Transport Security, capable of uniting the efforts of all interested parties
to achieve common goals. The obtained results have theoretical and practical
significance for developing and implementing national programs to enhance transport
security and forming new legislative initiatives.

Prospects for further scientific research lie in studying the possibilities of
implementing new technologies, such as blockchain, the Internet of Things, and
artificial intelligence, to increase the effectiveness of preventive measures. Also
relevant is the development of unified methods for evaluating the economic
efficiency of various models of crime prevention in transport.
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Particular attention should be paid to increasing the legal culture and general
awareness of citizens in transport security. International experience convincingly
demonstrates that targeted information campaigns and educational programs can
significantly improve the effectiveness of preventive measures and contribute to the
formation of positive behavioral patterns in society.
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