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Abstract. In this paper, the methods of increasing the speed and performance of
the Drupal CMS-based server in 10T technologies were analyzed. Three main
load parameters were taken into account: processor time (CPU), level of server
RAM usage, and disk memory usage level; on three pages of the WEB site
(main, list of blogs, and a page with one blog) and two research methods were
applied: generalized and detailed. Based on the results of the analysis of four
options for optimizing Drupal CMS for lloT technologies: basic, using addi-
tional installed modules, servers, and configurations, and Drupal Hooks, effec-
tive, simple, cost-effective methods were synthesized that guarantee an increase
in server speed and productivity. It was found that the optimization of configu-
rations and Drupal Hooks is the most effective since after its implementation,
the response of a page with one blog increased by 9.32 requests per second;
built-in optimization is extremely simple to implement and inefficient, while
server-side optimization is inefficient, most complex and expensive to imple-
ment.

Keywords: CMS Drupal, Productivity, Optimization, Modules, Server Load,
Drupal Hooks, 10T Technologies.

1 Introduction

The international company IDC conducted a global study of the data market for 2020
and made a forecast for the next five years. According to these forecasts, global Inter-
net traffic will increase annually by 23%. The fastest-growing data segment is the
Internet of Things. IDC specialists also note the growing popularity of clouds for
storing and using data. The average annual growth rate of storage volume worldwide
is forecast at 19.2% [1].

A cloud server becomes an effective tool for collecting and storing a large amount
of information. Cloud servers allow you to store and process large amounts of data
without significant investments in infrastructure, to have access to them from any-
where in the world, and not to worry about their storage [2]. This is especially rele-
vant during the implementationof the Industrial 10T (I110T) paradigm of Industrial 4.0.



WEB sites create a high load on the server. By reducing the load on the server cre-
ated by the site - costs for hosting, VDS, and renting a dedicated server - are mini-
mized accordingly [3]. If the site's goal is a fast user experience, like Google, then
you should focus on simplicity and provide the resources to deliver pages in 1.5 se-
conds or less. If the goal is to have a visually appealing site, then a rich theme with
lots of interactive JavaScript and longer loading times may be acceptable [4].

For non-standard, time-consuming, highly loaded services, you should use Drupal.
According to the resource [5], 54% of the sites that were created on CMS Drupal got
into the "Top Best Sites" rating. CMS Drupal site development is the optimal solution
as it is a free open-source system, with high power, security, and reliability. The main
advantages of Drupal include ease of installation, simple engine management through
administration, multi-functionality, and expansion of capabilities due to the installa-
tion of additional modules from the official website [6]. In addition, CMS Drupal,
widely used in the world, has full Ukrainian localization of the system core of all
current versions [7].

2 Literature review

The practical and effective methods of reducing the load on the server of functioning
and newly created sites based on CMS Drupal discloses paper [8]. For already func-
tioning sites, the following ways of reducing the load on the server are recommended:
application of simple methods (neutralization), use of built-in and additionally in-
stalled modules, configuration and maintenance of Drupal, and use of various server
configuration functions.

In order to increase the speed and performance of the server of newly created sites
based on the CMS Drupal, four mandatory steps must be taken:

1) apply the built-in optimization of Drupal based on caching;

2) use the possibility of additionally installed modules (installation of modules:
Authcach; Cache Router, CSS Gzip and JavaScript Aggregator);

3) configure Drupal configurations and maintenance (reducing user session storage
time, reducing the number of site logging messages;

4) use server configuration functions (in each case, server optimization settings
will be different, as eAccelerator installation in Windows and Linux are significantly
different).

The step-by-step theoretical development and practical implementation of the algo-
rithm of the data transformation system from local devices to the WEB interface
based on CMS Drupal are disclosed [9], and the authors [10] describe the operation of
the system in more detail. The technical capabilities offered by CMS Drupal and its
support are described in detail in [11]. Special Drupal modules for artificial intelli-
gence and their capabilities are presented on the site [12]. The analysis of the most
common methods of load balancing for Web servers, which increase their speed and
performance and ensure the stability of their work in 10T, is carried out [13]. The
existing methods of balancing the load of cloud systems have limited use and at the
moment there is no universal system for balancing the load of networks in 10T tech-



nologies [14]. Methods for increasing the performance, and speed of servers and en-
suring data security are considered in [15]. It is recommended to apply quite practical
steps to increase the productivity of high-load projects using CMS Drupal [16].

3 Researches Methodology

A web server is a server that accepts HTTP requests from clients, usually web brows-
ers, and issues HTTP responses to them, usually along with an HTML page, image,
file, media stream, or other data. The software that performs the functions of the Web
server and the hardware on which this software product works are called Web servers
[17]. In our research, we will use the most common web server, Apache.

The HTTP protocol in the 110T concept is implemented using client-server tech-
nology and works on the request-response principle without saving the state [18]. The
purpose of the request is one or another resource, which is determined by a single
resource identifier - URI (Uniform Resource Identifier), HTTP uses one of the varie-
ties of URI - URL (Uniform Resource Locator) - a universal pointer to the resource,
which, in addition to information about the resource, determines its physical location,
Fig. 1.
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Fig. 1. Data exchange between the client and the server using the HTTP protocol in the IloT
concept.

Web server load parameters: Processor — processor time (CPU), or the time of infor-
mation processing by the processor (in our case: 6; 3.0GHz); RAM (memory) — the
level of RAM usage by the server (in our case: 8GB); Hard disk (disk) — the level of
disk memory usage (in our case: 500Gb; 7200rpm; 64MB); Network interface (in our
case: 10/100/1000).

The disk subsystem can be loaded when the application is working with files. In
addition, the disks can be loaded by database work. Disk load is measured in Mb/s.
However, for this work, we will translate these parameters into percentages. There are
two types of load on the disk system: Actual DISK READ (the load that occurs when
reading) and Actual DISK WRITE (the bag that occurs when data is written). Despite
the fact that Actual DISK READ and Actual DISK WRITE create different functional
loads in different time periods, and as practice shows, their value is small, in the study
we will use the Actual DISK READ parameter. Each time a user accesses the site, the
server receives information that it needs to process - perform queries to the database



and provide the user with one of the site's pages as a response. The amount of such
information that the server is able to process depends on the RAM on the hosting
server. This parameter is measured in Mb. For convenience in our work, we will
translate the RAM load into %. Knowing that the server has 8GB of RAM, let's take
this parameter as 100%.

The network interface is the amount of information that the server can process in
one second and this value is measured in Mb/s. High network traffic is not a problem
in itself. But close-to-peak indicators indicate the need to scale the server in the fu-
ture. For example, an average traffic of 95 Mb/s on a 100 Mb/s interface will mean
that the current server will soon be insufficient. However, in this work, we will not
take this parameter into account, because this site does not access third-party re-
sources on the back-end side, and therefore the load on the network interface does not
exceed 3%.

Methods of server load analysis:

- generalized — using the online tool PageSpeed Insights,

- detailed — using access to the server via SSH (which provides the prediction of
the occurrence of possible problems in certain functions). SSH is a protocol
that uses a client-server model to authenticate remote systems and provide en-
cryption for data exchanged over remote access.

Three pages are selected for server load analysis:

- main page,

- blog list page,

- one blog page.

We will use a scale from 0 to 100 points to evaluate the speed of the site. Where
zero means high loads, long page loading, and 100 means the opposite. This evalua-
tion option uses PageSpeed Insights statistics. A single-threaded ApacheBench com-
mand-line computer program executed 1000HTTPGET requests with 100 concurrent
requests completed in 204.6 seconds; the server responds to 4.89 requests in one se-
cond (Requests per second, which means that the server processed 0.489% of requests
in one second Fig. 2
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Fig. 2. Graphic representation of the percentage load of the main page of the site without opti-
mization on the server depending on the processing time of 1000 HTTPGETs for 100 parallel
requests.



Analyzing this graph, we can say that the distribution of the load on the server of the
main page without optimization according to three parameters is not carried out even-
ly. The smallest (6...18%) load on the server by the main page is caused by the disk
system of the server (disk). The maximum (13...56%) load on the server by the main
page is observed in the used memory resource. The average (10...37%) load on the
server by the main page is displayed during CPU usage. It should be noted that the
speed of information processing by the server depends on its percentage load.

The blog list page was tested for the load. For this, the command was used: ab -n
1000-c 100http://

On this page, 1000 HTTPGET requests will be executed in 181.3 seconds. The
server responds to 5.51 requests in one second. This means that the server processed
0.51% of requests in one second. The data collected after monitoring the results of the
"htop" and "iotop" commands are shown in Fig. 3.
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Fig. 3. Graphic representation of the percentage load of the blog list page of the site without
optimization per server depending on the processing time of 1000 HTTPGET requests for 100
parallel requests.

In order to check the load of one blog page in the console, execute the following
command: ab -n 1000-c 100http://. After running this command, the load on CPU will
be from 88 to 92%, and on mysql from 32 to 78%. However, after some time, the
error "Benchmarking (be patient) apr_poll: The timeout specified has expired
(70007)" will be displayed in the console. The process ended without processing even
100 HTTPGET requests. This means that the page is too heavy and needs immediate
optimization.

Therefore, at the moment, we will reduce the number of requests to 100 and paral-
lel requests to 1. The command in the terminal will look like this: ab -n 100-c 1http://.
The server processed these requests in 1662.7 seconds, the server answered 0.06 re-
quests in one second. This means that the server processed 0.06% of requests in one
second. The data collected after monitoring the results of the "htop" and "iotop"
commands are shown in Fig. 4.
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Fig. 4. Graphic representation of the percentage load of one blog site page without optimization
per server depending on the processing time of 100 HTTPGET requests for 1 parallel request.

Analyzing the graph (Fig. 4), we can say that the distribution of the load on the server
page of one blog without optimization according to three parameters is not carried out
evenly. The least (10...75%) load on the server of one blog page is caused by the pro-
cessor (CPU). The maximum (50...97%) load on the server of one blog page is ob-
served when using the RAM resource (49...94%) (memory) and when using the disk
system (52...95%) (disk). A generalized test of the load on the server by the statistical
tool PageSpeed Insights (simplified) showed that the minimum load on the server
without optimization is provided by the blog list page - 53 points. At that time, refer-
ring to the page of one blog carries the maximum load on the server - 28 points). The
average between them is the main page - 47 points. This load on the server can be
explained based on the structure of each element of the site.

Checking the load on the server using access to the server via the SSH protocol
(detailed) showed the regularity of the load distribution. The minimum load on the
server without optimization creates the blog list page (2...18%) and the main page
(6...18%) using minimal server disk system resources. List of blogs: The maximum
load on the server is created by using each of the pages of the site (one blog -
10...75%; list of blogs - 11...58%; the main one - 13...56%) using maximum memory
resources; The page of one blog creates the maximum load both in the use of the
RAM resource (memory) (49..94%) and when using the disk system (disk)
(52...95%).

Research options:
Option 1. Built-in (basic) Drupal optimization

(Enabling caching, minifying and combining CSS and JS files, changing the quali-
ty of loaded images)

Option 2. Optimization using additionally installed Drupal modules

(Installing: Advanced CSS/JS Aggregation module to collect and optimize CSS
and JS site files; page caching module — Boost; Clean block markup and Clean panels
markup to disable some HTMLS5 elements; ImageMagick module to reduce image
quality; execution of the “drush” command image-flush — all”, which will delete old
images and generate new ones).



Option 3. Server optimization.

(Installing PHP eAccelerator, enabling MySQL cache and size 64 megabytes)
Option 4. Optimization of configurations and Drupal Hooks

(Database normalization; optimization of Drupal configurations; optimization of
Drupal hooks).

4 Results

4.1  The generalized method of analyzing the load on the server

Option 1. Built-in (basic) Drupal optimization

According to the PageSpeed Insights tool, after performing basic Drupal optimiza-
tion, the main page, blog list page, and single blog scores increase by 16, 16, and 23
points, respectively. After this optimization, the site has not become more user-
friendly. Pages still take a long time to load.
Option 2. Optimization with the help of additionally installed Drupal modules

However, after optimizing Drupal with the help of modules, these pages received
an additional 20, 14, and 35 points, respectively. This optimization method can be
classified as one of the most effective. After all, all pages received the "Good" catego-
ry according to the scale of the PageSpeed Insights tool. All pages of the site load
quickly except the pages with one blog. It should be noted that the results vary de-
pending on the installed modules.
Option 3. Server optimization

The next step was to configure the server. As mentioned above, this method may
not be available to most Drupal site owners. After all, hosting does not provide access
to change server configurations. In this work, this service was provided by the owner
of the server on which our site is located. After that, PageSpeed Insights showed the
largest increase in scores for the main page at 10. However, the blog list page and the
single blog page gained 2 and 5 points respectively. The data from these studies are
shown in Fig. 5.
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Fig. 5. Dynamics of changes in server load from step-by-step optimization (data from the Pag-

eSpeed Insights tool).




Option 4. Optimization of configurations and Drupal Hooks
After optimizing configurations and Drupal hooks, PageSpeed Insights showed no
changes on any page. However, all pages have reduced load times in the browser.

4.2 A detailed method of analyzing the load on the server

Using access to the server via SSH, namely the load that the site creates on the
processor (CPU), RAM (memory), and disk system (disk), using the "ab", "htop" and
"iotop" utilities.

The results we got are much more accurate than the data from the PageSpeed In-
sights tool. After all, we can visually see all the problems that arise on the server.
Let's depict the load on the server in the form of a correlation graph of the ratio of the
number of requests that the server can process in one second to the optimization steps,

Fig. 6.
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Fig. 6. The ratio of the number of requests that the server can process in one second to 4 steps
of optimization (1 - built-in Drupal optimization, 2 - optimization of Drupal using modules, 3 -
optimization of the server, 4 - optimization of configurations and Drupal Hooks).

Option 1. Built-in (basic) Drupal optimization

Built-in optimization is extremely simple to implement and inefficient. After all,
the maximum number of requests that the server can process on the main page and on
the blog list page increased by 0.52. And a page with one blog added 0.019 requests
in one second.
Option 2. Optimization using additionally installed Drupal modules

Optimizing Drupal using additional customizable modules is one of the most effec-
tive ways to reduce server load. After carrying out this optimization, the server in-
creased the number of requests it can process in one second on the main page by 2.46
requests, on the blog list page by 0.77 requests, and on the page of one blog by 0.082.
This method requires more time to implement, and it cannot be classified as a simple



way to reduce the load on the server. This method will be more effective for pages
with many non-optimized images, CSS, and JS files. However, it is mandatory for all
Internet sites.
Option 3. Server optimization

Optimizing the server is the most difficult way to reduce the load because most
Drupal sites are hosted on hosts where this setting cannot be performed. You can
solve this problem by renting a server. However, it is too expensive. Therefore, before
launching the site, you should carefully choose the hosting and the space on the server
that they provide. The server was optimized for us by the owner himself, after con-
tacting him. This method made the server response faster for the main page by 0.16
requests per second, the blog list page by 0.91 requests per second, and the single
blog page by 0.01 requests per second.
Option 4. Optimization of configurations and Drupal Hooks

Optimizing configurations and Drupal Hooks is also not an easy and slow way. Af-
ter all, before that, you need to analyze the database architecture and site logic. After
the actions are taken, the server increased the response to the main page of the site by
1.77 requests per second. The response to the blog list page increased by 1.4 queries
per second. But the page with one blog received the biggest increase, with 9.32 re-
quests per second. Table 1 presents numerical indicators of the effectiveness of the
applied methods in increasing the speed and performance of the server.

Table 1. Performance indicators of the applied methods of increasing the speed and perfor-
mance of the server

Ne  Site pages Optimization methods (number of processed requests in 1
second)
Built-in Optimization Server op-  Optimization
(basic) using addition- timization  of configura-
Drupal al installed tions and Dru-
optimiza- Drupal mod- pal Hooks
tion ules

1  Main page 0.52 2.46 0.16 1.77

2 Blog List Page 0.52 0.77 0.91 14

3 One blog page 0.19 0.082 0.01 9.32

This method has shown that it is one of the most effective and necessary. Also, this
method highlights problems with certain modules, in our case, it is the Advanced
CSS/JS Aggregation module, which reduces the number of requests to the server by
combining, minifying, and caching CSS and JS files. This module stores the cache in
the database. However, the tables of this module are not normalized. This increases
the response of the server and increases the load on MySql.

Optimizing configurations and Drupal Hooks is a must for every Drupal site. In our
case, the normalization of databases was carried out, which reduced the load on the
database management system, the configuration settings were correctly performed,
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which protects the site from unwanted bots and users, and also reduces the load on the
database, reduces the storage of user sessions, and logging messages of site operation.

5 Conclusions

The analysis of publications on this issue shows that CMS Drupal is a sufficiently
developed content management system. The effort of developers to provide their sys-
tem with universality and increased functionality compared to competitors leads to an
increase in the load on the server and a decrease in its speed. Thus, in this CMS there
is a demand for server resources. In most cases, this problem is solved by choosing
specialized expensive hosting services by allocating servers or several servers. Our
work will be especially interesting and useful for developer practitioners who receive
graphic and digital indicators of research on increasing the speed and performance of
the server using effective, relatively simple, and free methods for existing sites and
sites under development based on CMS Drupal.

Research results:

- built-in optimization is extremely simple to implement and inefficient.

- optimizing Drupal using add-on modules is one of the most effective ways to re-
duce server load. This method will be the most effective for the main page on which
there are many non-optimized images, CSS, and JS files. However, it is mandatory for
all Internet sites.

- server optimization is one of the most difficult, inefficient, and expensive meth-
ods.

- optimizing configurations and Drupal Hooks is complex and long-term, but at the
same time the most effective. Also, this method highlights problems with certain
modules, in our case, it is the Advanced CSS/JS Aggregation module, which reduces
the number of requests to the server by combining, minifying, and caching CSS and
JS files.

- optimizing configurations and Drupal hooks are mandatory for every Drupal site.

In the future, we can use methods to increase the speed and performance of the
Drupal CMS-based server to balance the load on I10T servers. Load balancing is re-
quired to evenly distribute the processing work of two or more devices, network links,
storage devices, or other devices, ultimately providing faster service with greater effi-
ciency. Analysis and distribution of load in cloud systems used in 10T is an urgent
task since most cloud systems with open access use simple load schedulers of their
physical servers.
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