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BCTYII

CydacHi iHdopmariiiHi cucreMd TOTPeOYIOTh  HAAIMHOI  MEpekeBOl
1HGpaCTPYKTYpH Ta KBasli(piKOBAaHOTO aMIHICTpyBaHHS, 110 3a0e3meuye cTabiIbHICTh
¢dbyHKIIIOHYBaHHS, O€3MeKy JaHUX Ta IIBUAKE pearyBaHHs Ha 3MIHU B CEPEOBHIII. Y
npodeciiHiil aisybHOCTI ¢axiBug 3 1HGOpPMALIMHUX TEXHOJOTIH 0COOJHUBE MiCIe
MOCIIAI0Th YMIHHS MOJIEIIOBATH MEPEXi, HANAIITOBYBAaTH MPOTOKOJIAMH Mepeaaul
JAHUX, BUSBIIATH Ta YCYBaTH MOMMJIKH, a TaKOX 3a0€3MedyBaTU B3a€EMOJIII0 PI3HUX
MPOrpaMHO-TEXHIYHUX KOMITOHEHTIB.

MetoanyHl BKa3iBKU J0 Ja0OpaTOpHUX POOIT 3 aucHUILIiHU «IHDOopMaIlliiHi
MEpexi Ta aJIMIHICTpYBaHHS» CHpSAMOBaHI Ha (OpPMyBaHHS MPaKTHYHUX
KOMIETEHTHOCTE W00 pPOOOTH 3 MEPEeKEBUMU NPOTOKOJIAMH, CEPBEPHUMHU
wiaropMamMu Ta IHCTpPyYMEHTaMHU aJMIHICTpYBaHHs. 3ampoNoOHOBaHI J1abopaTopHi
pOOOTH OXOILTIOIOTh aKTyallbHI HAMPSIMU CYYaCHUX MEPEKEBUX TEXHOJOTIH, Taki SK:
anpecauis [Pv4/IPv6, mapmpytuzamis mix VLAN, anami3 mepexxkHoro tpadiky 3a
nonomororo Wireshark, monitopunr DNS-nepeTBopeHb, pO3rOpTaHHS CEPBEPHUX
matgpopm Windows Server 2025 Ta Linux y BipTyaJlbHOMY CEpEIOBHUIII

Koxkna poOoTa MICTUTh MOKPOKOBI I1HCTPYKIll, MpPaKkTU4YHI 3aBJaHHA Ta
3alUTaHHS Ui CAMOKOHTPOJIIO, IO CHPHUSA€ PO3BUTKY HABUYOK KPUTUYHOTO
MUCJTIEHHSI Ta TpodeciiiHOro aHamizy OTpUMaHUX pe3ynbTariB. BukoHaHHs
nabopaTopHUX poOIT mepeadavae BUKopucTaHHA mporpamuux 3aco0iB Cisco Packet
Tracer [1], Wireshark, Hyper-V Ta iHCTpyMeHTIB KoOHIrypaiii MepekeBOoro
oOalHaHHS, 1110 HAOJIMKa€E MPOLIEC HABYAHHS 10 pealbHUX BUPOOHUUYUX YMOB.

Bei CTYJCHTH 000B’S13KOBO aBTOPU3YIOTHCSA Ha mwiatdopmi
https://www.netacad.com Tta peectpytotbcs Ha Kypcu CCNA. Kypc «Berynm no
Mepexx» Ha miargopmi https://www.netacad.com immiemMmeHTOBaHMI B poOoOUy
nporpamy auciuIutiag «IHdopmarliitHi Mepexi Ta aAMiHICTpyBaHHs». B oCHOBHOMY
el Kypc BHHOCHTBCS Ha CAMOCTIMHE ONpALIOBAHHS CTYACHTIB, ajeé OKpeMil
MpPaKTUYHI 3aBJIaHHS BUHECEHI Ha TMPaKTHUYHI 3aHATTS Ta JabopaTopHi podOoTH
(BITMOBIIHO BKa3aHO 3aMO3WYEHHS JTaHOTO MaTepiaiay 3 IUX PECypCiB 3T1IHO BUMOT
10 oopMIIeHHsI TOCWJIaHHS Ha JIITepaTypHl JpKepesia), 110 3a3HauyeHO B poOouiit
mporpami JUCHUILUTIHK. TakoX BHBUYAIOTHCS OKpeMi pPO3auid KypciB «OCHOBU
KOMyTaIlii, MaprpyTtusaimii Ta 0e3aporoBux Mepex» Ta «I[loOymoBa, Oesmeka 1
aBTOMATHU3Aallls] KOPIIOPATUBHUX MEPEX».

MeroanuHi BKa3iBKU MPU3HAYEHI Il 3100yBaviB nepmoro (6akamaBpchbKOTO)
PiBHS BHUIIOI OCBITH creriaabHocTi 126 «IHdopMmariiiini cucTeMH Ta TEXHOJIOTIi,
JIeHHOi Ta 3a04yHOi ()opM HaBuyaHHs. BUKOHAHHS 3aNpPONOHOBAHMX JIAOOPATOPHUX
poOIT 3a0e3neuye (OpMyBaHHS TPAKTUUYHUX HABUUYOK MPOEKTYBAHHS MEPEKHUX
pileHb, KOH(MITypyBaHHS MEPEKEBOro O0JIaJHAHHA Ta aJMIHICTPYBaHHS CEPBEPHUX
CUCTEM, LI0 € HEOOXIJHOI CKIJIAI0BOI MNpo(eciiiHOi MIATOTOBKA Mail0yTHHOTO
¢axiBug B raixysi iHGOpMAIIITHUX TEXHOJIOT1H.



JlabopaTopHna pobora 1
O064ucsenns nmigmepex IPv4
Meta poboTu: 3aKkpimieHHs 3HaHb 100 BuU3HaueHHs [P-aapecu mepexi Ha
ocHOBI 3a7aHoi [P-anpecu Ta macku miamepexi [2].
3anoBHITH HaBEACHI HIDKYE TAOMUIN BIAMOBIAIMHU Tpo 3amaHy I[Pv4-ampecy
By3J1a, BUXIJHY Ta HOBY MacKH miaMepexi [2].

3aBganag 1.
Hano:
[P-anpeca By3na: 192.168.200.139
Buxinna macka migmepexi: 255.255.255.0
Hosa macka miamepexi: 255.255.255.224
3HalTH:

KinbKicTh OiTiB y miaMepexi

KinbKicTh CTBOPEHUX MiAMEPEK

KinbKicTh By3710BHX OITIB Y HiAMeEpexi

KinpKicTh By37iB y miaMepexi

MepexHa azpeca i€l mamMepexi

[Pv4-anpeca nepmioro By3ia B I migMepexi

[Pv4-anpeca ocTaHHBOTO By3JIa B IiH MiAMEpexKi

[IInpoxomoBHa [IPv4-anpeca miel miamepexki

3aBaaHHA 2.
HaHo:
[P-anpeca By3na: 10.101.99.228
Buxinna macka migMepexi: 255.0.0.0
Hosa macka miamepexi: 255.255.128.0
3HalTH:

KinbkicTs OiTiB y miaMepexi

KinbKiCTh CTBOPEHHX IMiJIMEPEX

KinpkicTh By3710BHX OITIB Y HiAMEpPExKi

KinpkicTh By3JIiB y MiIMEpExI

MeperxHa anpeca 1i€i miamepexi

IPv4-anpeca nepioro By3ia B il HiAMEpPexi

IPv4-angpeca ocTaHHBOIO By3I1a B 1M MigMepexi

[MupoxomoBHa [Pv4-anpeca i€l miamepexi

3aBaaHHA 3.
Jano:
IP-anpeca By3ia: 172.22.32.12
Buxigna macka migMepexi: 255.255.0.0
HoBa macka migMepexi: 255.255.224.0
3HalTH:

KinpkicTb GITIB y migMepexi

KifbKiCTh CTBOPEHHX ITiIMEPEX

KinpkicTh By3710BHUX OITIB Y MiAMepexi

KinpkicTh By3JiB y miiMepexi

MeperxHa aipeca i€l migmepexi

IPv4-anpeca nepioro By3ia B il migMepexi

[Pv4-aagpeca ocTaHHBOTO By3J1a B 1M MiaMepexi

[MupoxomoBHa [Pv4-anpeca i€l miamepexi




3aBaadus 4.

Hano:
[P-anpeca By3na: 192.168.1.245
Buxinna Macka miamepexi: 255.255.255.0
Hoga macka minmMepexi: 255.255.255.252
3HaNTH:

KinbkicTh GITIB y miaMepesxi

KifbKiCTh CTBOPEHHX ITiIMEPEX

KinbKicTh By3JIOBUX OITIB y MmiaMepexi

KinbKicTh By37iB y miaMepexi

MepexHa aipeca i€l migmepexi

[Pv4-anpeca nepiioro By3ia B 1K MiaMepexi

[Pv4-anpeca oCTaHHBOTO By371a B M MiMEPExKi

[[InpoxomoBHa [Pv4-anpeca miel migmepexi

3aBgaHHS 5.
Hano:
IP-anpeca By3na: 128.107.0.55
BuxinHa Macka miamepexi: 255.255.0.0
Hoga macka minmepexi: 255.255.255.0
3HaWTHU:

KinbpkicTh GITiB y miaMepesxi

KiJbKiCTh CTBOPEHHX ITiIMEPEX

KinbKicTh By3JIOBUX OITIB y ImiaMepexi

KinbKicTh By37iB y miaMepexi

MepexHa agpeca mi€ei migmMepexi

[Pv4-anpeca nepiioro By3ia B Il MiaMepexi

[Pv4-anpeca oCTaHHBOTO By3J1a B MM MiMEPEKi

[MupoxomoBHa [Pv4-anpeca i€l miamepexi

3aBaaHHs 6.
Hano:
IP-anpeca By3na: 192.135.250.180
BuxigHa Macka migMepexi: 255.255.255.0
HogBa macka niamepexi: 255.255.255.248
3HanTHU:

KinbkicTb OITiB y miaMepexi

KinbKicTh CTBOPEHUX MiAMEPEK

KinbKicTh By3710BHX OITIB y HiAMeEpexi

KinpKkicTh By3JiB y MiIMEpexi

MepexHa aapeca i€l miaMepexi

IPv4-anpeca nepiioro By3ina B I miaMepexi

[Pv4-anpeca ocTaHHBOTO By3JIa B IIiH MiAMEpPExKi

[MupoxomoBHa [Pv4-anpeca i€l miamepexi

Jaiite BiAMOBiAb Ha 3anuTaHHd. JlaiiTe XapaKTEpUCTHKY MAacCKH IiIMEpEexi.
YoMy macka miaMepexi Tak BakiauBa npu anainisi [Pv4-aapecu [2]?




JlabopaTtopHa pob6ora 2
Ilepesipka agpecauii IPv4 i IPv6

Mera poOotw: nmocmiauTH peamizamiro mojaBiiiHOro creka IPv4 1 IPvo6,
BKJIIOYAIOYH IOKYMEHTYBaHHS, IEPEBIPKY 3’ €THAHHS Ta TpacyBaHHS [2].

3aBgaHHSA: JOMOBHHUTH JOKYMEHTYyBaHHsA TaOmwmmi anapecartii (tabdn. 2.1),
NEPEeBIPUTH 3’ €THAHHS 32 TOTIOMOTOI0 KOMAaH/IU ping, BUSBUTHU IIJISXH TPACYBAHHSIM

Mapuipyty (puc. 2.1) [2].

10.10.1.96/27 10.10.1.4/30 10.10.1.8/30 10.10.1.16/28
N e . |
PC1 51 R1 R2 R3 52
2001:DB8:1:1::/64 2001:DB8:1:2:/64 2001:DB8:1:3:/64 2001:DB8:1:4::/64

Pucynok 2.1— Tomonoris mepesxi

Tabnuns 2.1 — Tabnuus aapecartii

[Tpuctpiit IaTepdeiic [P-anpeca/llpedikc k03 3a
3aMOBYYBaHHSM
R1 G0/0 10.10.1.97 255.255.255.224 | N/A
2001:db8:1:1::1/64
S0/0/1 10.10.1.6 255.255.255.252 | N/A
2001:db8:1:2::2/64
fe80::1
R2 S0/0/0 10.10.1.5 255.255.255.252 | N/A
2001:db8:1:2::1/64
S0/0/1 10.10.1.9 255.255.255.252 | N/A
2001:db8:1:3::1/64
fe80::2
R3 G0/0 10.10.1.17 255.255.255.240 | N/A
2001:db8:1:4::1/64
S0/0/1 10.10.1.10 255.255.255.252 | N/A
2001:db8:1:3::2/64
fe80::3
PCl1 NIC
PC2 NIC




Xinx poboTH
JlomoBHEHHS TOKYMEHTYBaHHS Ta0nuIli aapecartii (tadsm. 2.1).
1. Bukopuctatu komanay ipconfig nns nepeBipku aapecarii [Pv4 [2]:
— HatucHiTh Ha PCI Tta Biakpuiite Command Prompt;
— BBeIITh KoMaHy ipconfig /all ns 360py manux npo IPv4. BHeciTh naH1 B TaOIuUIlO
aapecanii BkazaBim [Pv4-aapecy, Macky miiMepexi Ta ILUTI03 32 3aMOBUYYBaHHSIM;
— HatucHiTh Ha PC2 Ta Biakpuiite Command Prompt;
— BBeliTh KoMaHay ipconfig /all nns 36opy nanux mpo [Pv4. BaeciTh nani B TabIuUIio
anpecariii Bkazasiu [Pv4-anpecy, MacKy miMepesxi Ta ILII03 32 3aMOBUYBaHHSIM.
2. Buxopuctatu komanay ipvbconfig ans nepeBipku anpecartii [Pvo:
— Ha PCl1, BBenith komanay ipvboconfig /all nnst 36opy nanux npo IPv6. Buecite nani
B Ta0iuIto anpecamii BkazaBmm I[Pv6-agpecy, mpedikc migMepexi Ta HUTIO3 3a
3aMOBUYYBaHHSIM;
— na PC2, BBeniTh komanay ipvocontig /all st 36opy manux npo IPv6. Buecits nani
B Tabiuiio anpecanii BkazaBmu I[Pv6-agpecy, mpedikc migMepexi Ta HUTIO3 3a
3aMOBUYYBaHHSIM.
3. [IlepeBipka 3’enHanHd. Bukopucratm KomaHay ping Uid TEPEBIPKH
IPv4-3’ennanns:
—3 PC1 npomiuryiite [1Pv4-aapecy PC2 (momatu cKpiH BHKOHAHHS KOMAaHIU Ta
MOSICHUTH pe3yJibTatr?);
—3 PC2 npomniuryiite IPv4-aapecy PCl (momatu ckpiH BHKOHaHHS KOMAaHIU Ta
MOSICHUTH pe3yJibTat?).
4. Bukopucrtatu KoMaHay ping s nepeBipku [Pv6-3’eqnanns.
—3 PC1 npomiunryiite IPv6-aapecy PC2 (momatu ckpiH BHKOHAHHS KOMAaHIIU Ta
MOSICHUTH pe3yJibTar?);
—3 PC2 npomiuryiite IPv6-aapecy PCl (momatu ckpiH BHKOHAHHS KOMAaHIIU Ta
MOSICHUTH pe3yJbTat?).
5. BusiBneHHs IUIAXy TpacyBaHHAM MapuipyTy. Bukopucratu komaHay tracert 1is
BUSIBJICHHA HUIIXy [Pv4.
— 3 PCI1 BukoHaitTe TpacyBaHHsa MapupyTy 1o PC2:
PC> tracert 10.10.1.20
Jaiite BiamoBiAl Ha muTaHHsS. ki agpecw 3ycTpiyanucs Ha numsixy? Skum
iHTepdeiicaM BiIMOBINAIOTH 1M1 ajgipecu? JlogaTu B 3BIT CKPIHU BUKOHAHHSI KOMaH/IH.
— 3 PC2 BukoHaiiTe TpacyBaHHs MapupyTy 10 PCI.
Haitte BiamoBiAl Ha muTaHHs. SIKi agpecu 3ycTpiyanucs Ha nusixy? Skum
iHTepdeiicam BiAMOBIAAIOTH 1M1 aapecu? JlogaTu B 3BIT CKPIHA BUKOHAHHS KOMaH/IH;
6. Bukopucraru komaHy tracert 1uist BUsBIeHHs nuisixy [Pv6:
— 3 PCI1 BukoHaiiTe TpacyBanHsa MapupyTy 1o [Pv6-anpecu PC2:
PC> tracert 2001:db8:1:4::a
Jaitte BigmoBiAl Ha muTaHHs. SIKi agpecu 3ycTpidanmcs Ha nUIXy? Skum
iHTepdeiicaM BiAMOBI AT 111 aapecu? Jlogatu B 3BIT CKpIHM BUKOHAHHS KOMaH/IH;
— 3 PC2 BukonaiiTe TpacyBanHs mapuipyTy 10 [Pv6-aapecu PCl.
Jaitite BigmoBiAl Ha muTaHHs. SIKi agpecu 3ycTpidanmcs Ha nUIXy? Skum
iHTepdeiicaM BiAMOBIMAIOTh 1i agpecu [2]? JlogaTu B 3BIT CKpiHM BUKOHAHHS
KOMaH/IH.



Jlaboparopna podora 3
Buxopucranus Wireshark s neperisiny Mepe;kHOro Tpagiky

Meta po6OTH: HaBUUTHCS aHANI3yBaTu Tpadik, BAKOPUCTOBYIOUU MPOTPAMHUN
aHaIi3aTop MPOTOKOJIIB (200 porpama «makeTHui cHidep») Wireshark.

3aBaaHHS: IEPEXOMUTH Ta MPOAHAII3YBAaTH JOKaNbHI Ta Bimganeni ICMP-gani
3a nonomoroto Wireshark (puc. 3.1) [2].

( Internet ?

Default Gateway Router

LAN

2 o B

Pucynox 3.1 — Tonosorist mepexi

Wireshark — 1me mnporpamumii aHamizaTop NPOTOKOJIB abo mporpama
«IMaKeTHUW cHidep», sSKa BHUKOPUCTOBYETHCS I TOIMIYKYy Ta YCYHEHHS
HECIPABHOCTEN MEpPEeki, aHalli3y MOB1IOMJIEHb, PO3POOKH MPOrpaM Ta MPOTOKOJIIB, a
TakoX i HaB4yaHHA. [lig yac mepenadi 1aHUX yepe3 MEPExXy, CHihep «3aXOILTioe)
KOXEH MpOoTOKOIbHUN 0710k ganux (PDU) 1 MoXxe JeKkoyBaTu Ta aHalli3yBaTu MOTO
BMICT 3rigHo 3 BiamoBigHuMuU RFC a6o inmmmu cnemnudikamisimu. Wireshark e
KOPUCHUM IHCTPYMEHTOM JIJIsl BCIX, XTO MpaLIOe 3 Mepexamu. Y LI 1abopaTopHiii
pob6oti Bu Oynere BuxopucrtoByBatu Wireshark mns mepexomnenus [P-ampec 3
ICMP-noBinomnenns Ta MAC-anpec 3 Ethernet-kaapa [2].

Heooximni pecypcu: 1 IIK 3 OC Windows Ta goctynom m0 mepexi [HTepHer.
Honatkosi IIK B mokanbHiil Mepexi Oya1yTh BUKOPHCTOBYBATHUCH JIJIsl BIAMOBIACH Ha
ping-3amuTH.

[Tepexomnenns ta aHami3 jJokanbHUX [CMP-mannx 3a nomomororo Wireshark.
VY naniii maGoparopHiii po0OoTi moTpiOHO mepeBiputu 3B’s30k 3 iHmUM [IK B
JIOKaNbHIA Mepexl 3a JIONOMOrOK KOMaHAM ping Ta NEPEeXONUTH 3reHEpOBaHI
ICMP-3anutu tTa ICMP-Bianosizi, BukopuctoBytoun Wireshark. Takox po3riasiHyTH
BMICT MEPEXOIUIEHUX KaJpiB Il OTpUMaHHs meBHOi iHGopmarii. Lleit ananiz mae
JTOTIOMOTTH  3’SICYBaTH, SK 3arojlOBKA TIOBIJOMJICHb BHKOPHUCTOBYIOTHCS JUIS
TPaHCTIOPTYBAHHS JAHUX JIO MICIIS TPU3HAYCHHS.

Xinx poboTH
1. Buznauenns agpec mepexnoi iatu 11K:
— BIAKPUTH BIKHO KOMaHIHOTO psiika Windows;



—y KOMaHAHOMY PSIKY BBeCTH Komanay ipconfig /all, mo6 nepernsnytu
IP-anpecy, MAC-anpecy, onuc mepexnoi miatu 1K (puc. 3.2).

C:\Users\Student> ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . : DESKTOP-NB48BTC
Primary Dns Suffix .

Node Type . . . . . . . . . . . . : Hybrid

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Ethernet:

Connection-specific DNS Suffix .

Description . . . . . . . . . . . : Intel(R) 82577LM Gigabit Network Connection
Physical Address. . . . . . . . . :00-26-B9-DD-00-91

DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : fe80::d809:d939:110f:1b7£%20 (Preferred)
IPv4 Address. . . . . . . . . . . £ 192.168.1.147 (Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.1.1

<output omitted>

Pucynok 3.2 — Ilepernsan [P-anpecu, MAC-aapecu Ta onuc mepexHoi miatu [TK

[TpumiTka. 3anurtaiite wieHa abo uneHiB koManau mnpo IP-aapecy ix IIK Ta
Hagaiite im [P-agpecy coro I1K. Ha npomy eramni He nmoBigomuisiite im cBoro MAC-
ajapecy.

2. 3amyck Wireshark i mouaTok rnepexoruieHHs JaHUX.

[Tepeiiaite no Wireshark. JIBiui HaTUCHITH Ha MOTpPiIOHOMY 1HTEpdeEiici, 1m00
po3moyaTtd TEpeXOIUIeHHs TOoBioMIIeHb. [lepekoHaiiTecs, 1O Ha MOTPIOHUN
iHTepdeiic HagxoauTh Tpadik. Y BepxHiW yacTuHl BikHa Wireshark psgku manmx
MOYHYTh MPOKPYUIYBATUCS JOHU3Y. PSIKM MaHWX, 3aJIe’KHO BiJ MPOTOKOJY, MATUMYTh
pisHe 3abapBieHHA. BOHM MOXYTh TMPOKpydYyBaTUCSA AyKe IMBUAKO. [IIBHAKICTH
3ajie)aTUME B1J] IHTEHCUBHOCTI CIUIKYBAaHHS, K€ 3apa3 BiAOyBaeTbcs MK Bammm
[1K Ta iHIIMMU By3J1aMH JIOKJTBHOT Mepexi. [IJisi ToJIeTIeHHs Ieperisaay JaHuX, SKi
nepexoruitoe  Wireshark, Ta moganpmoro ix ompamoBaHHS MOXHa 3aCTOCYBaTH
G1IBTpH.

VY uiii mabopaTopHiii poOOTI HAC MIKABUTh BIAOOPAXKEHHS JIMIIE MOBIIOMIICHb
nporokony ICMP (ping). HaGepite icmp y momi Filter y BepxHili 4yacTuHiI BiKHA
Wireshark 1 Hatuchite abo Enter, abo kHomky Apply (3HA4OK CTpPUIOYKH), 1100
nepernsgatd  TUbkn [CMP-moBimomieHHs. SIK HACHiIOK 3aCTOCYBaHHS IIHOTO
GbiTpTpY BCl JaH1 y BEpXHINM YacCTHHI BiKHA 3HUKHYTH, aj€ MPOIEC MEePEXOIUICHHS
Tpadiky Ha MeEpexHii mmiati/inTepdeiici mpomoBxkyeThes. llepeiniTh 10 BikHA
KOMaHJHOTO psiaka Ta mpominryite IP-ampecy, magany unenom Bamoi komanmu
(puc. 3.3).

C:\> ping 192.168.1.114

10



Pinging 192.168.1.114 with 32 bytes of data:

Reply from 192.168.1.114: bytes=32 time<lms TTL=128
Reply from 192.168.1.114: bytes=32 time<lms TTL=128
Reply from 192.168.1.114: bytes=32 time<lms TTL=128
Reply from 192.168.1.114: bytes=32 time<lms TTL=128

Ping statistics for 192.168.1.114:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms

Pucynox 3.3 — Ilinr IP-agpecu

3BEpHITH yBary Ha Te, 110 JaHl 3HOBY 3 SIBJSIIOTHCS y BEPXHIM 4acTHHI BIKHA
Wireshark (puc. 3.4).

£ Capturing from Ethernet - ] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
|ae RE Qe I EQAaQeH

 liempl %] ~| Expression... +

No. Time Source Destination Protocol Length Info

== 3 108.696465 192.168.1.147 192.168.1.114 ICMP 74 Echo (ping) request id=8xeeel, ..

-— 4 10.781836 192.168.1.114 192.168.1.147 ICMP 74 Echo (ping) reply id=exeeel, ..
5 11.718986 192.168.1.147 192.168.1.114 ICMP 74 Echo (ping) request id=ex@eel, .
6 11.805097 192.168.1.114 192.168.1.147 ICMP 74 Echo (ping) reply  id=ex@eel, .
7 12.734584 192.168.1.147 192.168.1.114 ICMP 74 Echo (ping) request id=0x@e01, ..
8 12.829155 192.168.1.114 192.168.1.147 ICMP 74 Echo (ping) reply id=exeeel, ..
9 13.758216 192.168.1.147 192.168.1.114 ICMP 74 Echo (ping) request id=exeeel, ..
10 13.853254 192.168.1.114 192.168.1.147 ICMP 74 Echo (ping) reply id=exeeel, ..

» Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @ A

v Ethernet II, Src: Dell_dd:@@:91 (©0:26:b9:dd:00:91), Dst: Apple_le:80:72 (28:37:37:1e:80:72)
Vv Destination: Apple_le:8@:72 (28:37:37:1e:80:72)
Address: Apple_1e:8@:72 (28:37:37:1e:80:72)

ceee 2@ Li.l wies sews w... = LG bit: Globally unique address (factory default)
....... @ .... 2222 sass .... = IG bit: Individual address (unicast)
v Source: Dell_dd:@@:91 (@@:26:b9:dd:@@:91) v

ecee PLIEYAEY, le 80 72 @@ 26 b9 dd @@ 91 @5 @0 45 00 [E&..r.& ...... E.

@@ 3c Ge 61 00 €O 80 @1 ©O @ c@ ad @1 93 c@ ad L

91 72 93 20 4d 4a @0 @1 @0 11 61 62 63 64 65 66 .r..MJ.. ..abcdef
67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghijklmn opqrstuv
77 61 62 63 64 65 66 67 68 69 wabcdefg hi

() 7 spedfiesif this is an individual (unicast) o.. broadcast/multicast) address (eth.ig), 3byte!| Packets: 10 * Displayed: 8 (80.0%) Profile: Default

Pucynok 3.4 — Bikao Wireshark 3 qanumu

[Mpumitka. Axmo IIK wnena Bamoi komanau He BiamoBimae nHa Bamri
ping-3anuTy, TPUIMHOK MOXKE OyTH OJIOKYBaHHS IUX 3aMHUTIB MOT0 MIKMEPEKHUM
ekpanoM. B Jlomatok A

Ho3sin nepenaui ICMP-Tpadiky udepe3 mixmepexuuin ekpan OC Windows
3HAWITh 1 MeperisiHbTe 1H(OpMalIito Mpo Te, K H03BouTH nepeaady ICMP-tpadiky
yepes Mikmepexuuit ekpad B OC Windows.

3. 3ynuHITh NEPEXOIJICHHS TaHUX, HATUCHYBIIM 3HauoK Stop Capture.

4. JlocmiIyKeHHS TTePEXOIJICHUX JIaHUX.
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Buxonaru nepernsa aaHux, siki Oynu 3reHepoBani ping-zanutamu [1K unena
Bamoi komanau. Jlani Wireshark BimoOpakaroTbest y TpbOX CeKuifx: 1) y BepxHid
CeKIlli BiJOOpakaeThCs MEPEeNiK MEePEeXOIICHUX KaJpiB 3 y3arajJbHEHHSM JaHUX
[P-makeTa; 2) y cepenniil cekuii BimoOpakatoThes AaHl KaJapy, BHOPAHOTO Y BEPXHIH
YacTHHI €KpaHa 1 MEepeXOIUICHUH KaJp pO3AUIIETbCS Ha MIACEKIi BIAMOBIIHO 0
NPOTOKOJBPHUX PIBHIB; 3) HIKHS CEKI[isl BimoOpaxae HEOOpOOJieHI JaHi KOXHOTO
piBHsA. HeoOpoOieHi pgaHi BimoOpakalOTbCcs SK Y IMICTHAIUATKOBIM, Tak 1 Yy
JeCATKOBIN popmax.

VY BepxHiil yactuHi BikHa Wireshark HaTUCHITH Ha Kajp, M0 MICTUTh MEPIIH
ICMP-3anut. 3ayBaxre, 1mo croBmYuk Source mictuth [P-aapecy Bamoro IIK, a
croBmuuk Destination mictuth IP-ampecy IIK Bamoro koserm mo xomanmi (came
toro [IK, skuit Bu minryBamm).

Akmo ued kaap Bce IMe BUOpaHUM, NEpPEeHIITH 10 CEPEeIHBOI YACTHHHU.
HatucHiTh Ha 3Ha4OK CTpuIKH JiBopyd Bia psaaka Ethernet 11, mo6 mepernsHyTH
MAC-aapecu oTpuMyBaya Ta BiJIlTPaBHUKA Kapy.

Jaiite BignmoBiab Ha nutaHHsA. Yum cmiBmagae MAC-anpeca BiampaBHHKA 3
MAC-anpecoro wmepexHoi 1iarw/intepdeiicy Bamoro IIK? Ywm Biamosimae y
Wireshark MAC-anpeca orpumyBaua MAC-anpeci I1K Bamoro koneru no komanmi?
Ax Bam IIK orpumaB MAC-aapecy npominrosanoro IIK? Hamumite TyT cBoOro
BIJIMOBIb Ta B1JI0OPA3iTh Y 3BITI CKPIHM BUKOHAHHS KOMaH/IH.

[Tpumitka. ¥ nomepennboMy npukia i3 nepexoruienns [CMP-3anuty, nani
nporokony ICMP inkancymoroTecs B [Pv4-nakeT (mogaeThes 3aronoBok [Pv4), sikuit
noTiM iHKarncymoeTbest y kKanap Ethernet II (momaroThest 3aronoBok Ta Tpeiiep —
KoHTpoJibHa cyma Ethernet 1) ayig nepegadi uepes J0KaIbHY MEPEXKY.

5. TIlepexomuiennss Ta anami3z BigganeHux [CMP-manux 3a  7g0moMororo
Wireshark.

3a J0MOMOrol KOMaHAM ping MOTPIOHO MEPEBIpUTE 3B’SI30K 3 BIIIATICHUMHU

By3JaMH (By3JlaMH, sIKi HE HaJlexaTh 10 Bamioi jokambHOI Mepexi) Ta AOCTIAUTH
OTpUMaHi JaHi. Bu3HaUWTH YKMM BIAPIZHAIOTBCS I JaHI BIO JaHWUX, SIKI
JOCTKyBaIHCa y poOOTi BHUILE:
— [0YAaTOK TEPEeXOIUICHHS JIaHUX Ha MEpeXHil Tuati/inTepdeiici: po3MmoYHITH
nepexorvieHHs: naHux 3HoBy. Wireshark 3ampomonye Bam 30epertu pasiiie
MEePEXOIUICH] JaHl Tepea MOYaTKOM IHIIOrO IepeXOoruieHHs. 30epirat Il JaHl He
000B’s13xk0B0. HatucHiTe Continue without Saving. Ilicns akTuBi3aIlii nepexorieHHs
y koMaHgHOMYy psaky Windows BukoHaiTe koMaHnay ping mia takux URL-ampec
Be0-CalTIB: BIAKPHUITE BIKHO KOMaHIHOTO psinka Windows

WWW.Cisco.com

www.google.com

[Ipumitka. Konu Bu mninryere mnepeniueni URL-agpecu, 3ayBaxrte, 110

DNS-cepBep Tpancmoe mi URL B IP-ampecu. 3BepHith yBary Ha I[P-ampecw,
orpumani jyisi koxkHoi URL-anpecu. Bu Mokere 3ynMHUTH MEPEXOIJICHHS JaHUX,
HatucHyBIIM Stop Capture.
— JIOCTIAITH Ta MPOAHATI3yHTe JaHl 3 BIAJAICHUX BY3JIIB: NMEPETJISHBTE MEPEXOIUICHI
nani B Wireshark Ta mocmimite IP-anpecu Ta MAC-aapecu BeO-caiiTiB, 3 skumu Bu
nepeBipsin 3B’ s130K. 3amumith [P-ampecu Ta MAC-agpecu orpumyBadiB Jyisi BeO-
CalTiB, 3 AKUMHU Bu niepeBipsu 3B’ SI30K.
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[P-anpeca qyist www.cisco.com:
Hanumiite TyT CBOIO BiJIMOBIAb.
MAC-aapeca nns www.cisco.com:
Hanumiite TyT CBOIO BiJIMOBIb.
[P-anpeca mist www.google.com:
Hanumiite TyT CBOIO BiJIMOBIb.
MAC-anpeca miist www.google.com:
HamumniTe TyT CBOIO BiATIOBIIb.

JlomaiiTe 1mie oauH BeO-caiT Ha Bamr BuOip, Ta BUKOHAWTE aHAIOT1YHI KPOKH.

Jlaite BiamoBiap Ha 3anuTaHHA. lllo BakmuBe B 1k iHopMmarii? Yum 1s
iHopMalris BiApi3HAEThCA Bia i1H(popmarlli, sky Bu orpumanu B pobOoTi BuIlE?
HamumniTe TyT CBOIO BiATIOBIIb.

[TutanHs 17151 camonepeBipKu

Yomy Wireshark nmokasye peansai MAC-aapecu By3:iB JIOKaIbHOI MEPEXKi, aje
He Toka3ye peanbHi MAC-anpecu By3miB BijaleHUX Mepex? HamumiiTe TyT cBOIO
BIJIIIOB1Jb.

JlomaTox A
Ho3sut nepenaui ICMP-tpadiky uepe3 mixxmepexuuil ekpad OC Windows

Sxo unenu Bamioi koMaHIuM HE MOXKYTh BUKOHATH ping-3anutH 10 Bamioro
[1K, #iMOBIpHO caMe MDKMEPEKHHH eKpaH OJIOKye Il 3amuTH. Y I[bOMY JO0JIaTKY
HABEJICHO ONHUC CTBOPEHHS MpaBUiia HA MIKMEPEKHOMY €KpaHi, SKE J03BOJISIE
BUKOHAHHS ping-3anuTiB. TakoXX HaBEIEHO OMUC BIJKIIOYEHHS CTBOPEHOIO
ICMP-npaBusia micis 3aBeplieHHs BUKOHAHHS JIA0OPaTOPHOi POOOTH.

CTBOpEHHS HOBOTO BXIJIHOTO MpaBmia, sike 103BoUTh ICMP-Tpadiky npoitu
yepe3 MDKMEPEKHUHN eKpaH:
— nepeiiaite 10 Control Panel 1 HaTtucHith omnmiro System and Security B Category
View;
— y BikHI System and Security, HatucHiTE Windows Defender Firewall abo Windows
Firewall;
—Ha niBii manem  Windows Defender Firewall abo Bikma Windows Firewall
HaTUCHITH Advanced settings;
— y BikH1 Advanced Security Ha miB1i O14H1M naHenl BuOepiTh omnuito Inbound Rules 1
noTiM HaTUCHITH New Rule... Ha npaBiii O1yH1i naHeni;
— 3anyctith New Inbound Rule Wizard. ¥V Bikai Rule Type cmodarky HaTHUCHITH
kHonKy Custom, a moTiM — KHOTIKY Next;
— Ha JiB1i maHesn BikHa BUOepiTh mapameTp Protocol and Ports i, BukoprcToByrouu
cnaane meHto Protocol Type, Bubepite ICMPv4, a notim HaTUCHITH Next;
— MEPEKOHANUTECh, 10 SIK JJIS JIOKAJIBHUX TakK 1 JUIs BIAJAJICHUX aapec BUOpaHo Any
IP address. Hatuchite Next, 1106 npo10BXKUTH;
— BubepiTh Allow the connection. Hatuchite Next, o6 mpoaoBxuTH;
— 32 3aMOBUYYBaHHSM II€ MIPABUJIO 3aCTOCOBY€EThCs i Beix mpodinie OC. HaTucHith
Next, 1100 TPOIOBKUTH;
— 3ajaiite Ha3By npaBuia Allow ICMP Requests. Hatuchite Finish mo0 3aBepmmTu.
[le HOBe MpaBWIIO TO3BOJIUTH ujeHaM Bamoi komanau otpumysatu Bij Bamoro 1K
BIJIMOBI/II HA 1X pINg-3alUTH.
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Bumkuenns abo Buganennss ICMP-nipaBuina.

[Ticas 3aBepiieHHs JaOOpPaTOpPHOi POOOTM MOXKHA BUMKHYTH a0O HaBiTh
BUJIAJIUTH CTBOPEHE MpaBwiio. /(i1 BUMKHEHHS MpaBHUJia BUKOPUCTOBYHTE TapameTp
Disable Rule, me m03BoiuTh Mi3HIIIE YBIMKHYTH MpaBWJIO 3HOBY. BumaneHus
IpaBuJia MOBHICTIO BUJAJISIE HOTO 31 CIIMCKY BX1THHUX MTPaBUIIL.

VY BikHi Advanced Security HaTucHITH Inbound Rules na miBiit O61uHi¥i maHem
Ta 3HAWAITH MPaBUIIO, CTBOPeHEe Bamu paHimre.

[IpaBoro kHomkoro mumii Bubepith ICMP-nipaBusnio 1 BuGepith Disable Rule,
axio Bu Bupimmay oro BiakirouuTu. Bu Takoxx Moxxere Budpatu Delete, sxio Bu
BUPIIIMIN BUIAJTUTH IPABUIIO HazaBkau. Skmo Bu BuOpanu 1ieil BapiaHT, TO MOTIM
JIOBENIETHCSL 3HOBY CTBOPIOBATHM TMPABHIIO, SKIIO OyJe MOTPiOHO JTO3BOJIHMTH
Hapcwiati ICMP-BianoBil.
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JlaGopaTopHna podoTta 4
BnpoBamkennsa mapmpyrtusanii misk VLAN

Meta poboTu: omaHyBaHHS MPHUHIUIM JIOTIYHOTO TIOAUTY MeEpexi 3a
JIOTIOMOTOI0 BipTyanbHUX JoKanbHUX Mepex (VLAN), HaOyTH mpakTWdHI HAaBUYKA
HajamTyBaHHS Mapmpytu3amii Mk VLAN s 3a0esnedeHHs B3aeMOAIl MK
PI3HUMH CETMEHTaMU MEPExKi.

3aBiaHHs: HaNaITyBaTH 0a30BlI MapameTpiB MPUCTPOIO, CTBOPUTH MEPEXKI
VLAN 1 npu3HauuTH MOPTH KOMYTaTOpa, HAIAIITYBAaTH MAariCTpajibHUN KaHal
802.1Q ™Mbk KOMyTaTOpaMH, HaJIAIITyBaTH MapmpyTusamito Mik VLAN Ha
MapuIpyTH3aTopi, IEPEBIPUTH TIpare31aTHICTh MapipyTu3aiii Mixk VLAN (puc. 4.1)
[2].

Xig pobotu

CTBOpUTH TOMOJIOTIIO K Ha PUCYHKY 4.1, HajmamTyBaTH ajpecariio 3TiIHO

Tabmwui 4.1 Ta ctBopuTH vlan 3rigHo Tabnwumi 4.2 [3-6].

Pucynox 4.1 — Tonosiorist mepexi

Taomung 4.1 — Tabnung agpecarui

Macka [Ir03 3a

[Tpuctpiit Iarepdoeiic [P-anpeca MmiaMepexi 3aMOBYYBaHHSIM
R1 G0/0/1.10 192.168.10.1 255.255.255.0 N/A

G0/0/1.20 192.168.20.1 255.255.255.0

G0/0/1.30 192.168.30.1 255.255.255.0

G0/0/1.1000 N/A N/A
S1 VLAN 10 192.168.10.11 255.255.255.0 192.168.10.1
S2 VLAN 10 192.168.10.12 255.255.255.0 192.168.10.1
PC-A NIC 192.168.20.3 255.255.255.0 192.168.20.1
PC-B NIC 192.168.30.3 255.255.255.0 192.168.30.1
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Tadomuis 4.2 — Tadbmunsgs VLAN

VLAN Im’st [Tpusnauennii inTepdeiic
S1: VLAN 10
10 Management | S2: VLAN 10
20 Sales S1: F0/6
30 Operations S2: F0/18
S1: F0/2-4, F0/7-24, GO/1-2
999 Parking Lot | S2: F0/2-17, F0/19-24, G0/1-2
1000 Native N/A

Cyd4acHi KOMyTaTOpyu BUKOPHUCTOBYIOTh BipTyalsibHi JokanbH1 Mepexi (VLAN)
JUIS TIOJIMIICHHS TPOJAYKTHBHOCTI MEPEXKi, PO3JUISIOYM BEIUKI IIHPOKOMOBHI
noMeHd piBHA 2 Ha MeHmli. VLAN TakoX MOKHA BHUKOPHUCTOBYBAaTH SK 3aci0
Oe3rneku, BITOKpeMIIOOUM Tpadik KOHGIASHIIWHUX JAaHUX B PEIITH MEPEXKI.
3aranom, VLAN cropoilyioTh NpPOEKTYBaHHA MEpPEXKl [JIsi JOCSITHEHHS I[UIeH
opranizamii. [ns 38’a3ky Mk VLAN moTpiOeH mpuCTpiil, 1o mpairoe Ha piBHI 3
mozaeni OSI. JlomaBanwusi wmapmpytuzatopa Mix VLAN no3Bosisie oprasizaiii
PO3MEXKYBaTH 1 PO3AUIATA IIMPOKOMOBHI JOMEHH, OJHOYACHO JO3BOJIAIOYM iM
CIJIKYBATUCS OJIMH 3 OJTHUM.

Marictpanbhi kaHanu VLAN BukopuctoByroThes i nomupeHHss VLAN nHa
JeKUJIbKa MPUCTPOiB. MaricTpalibHi KaHalu JO3BOJISIIOTH Tpadiky 3 Aekiibkox VLAN
pyxatucs 1o OJAHOMY KaHaiy, 30epiratoud iieHTudikaniro ta cermeHtanito VLAN
He3MIHHUMU. OcobnmBuii Bug Mapupytuszanli Mixk VLAN, HazBanuii «Router-On-A-
Stick», BUKOpUCTOBY€E MaricTpajbHUN KaHaJ Bii MapuIpyTH3aTropa /10 KOMYyTaTopa,
100 Bci VLAN Morim npoxoAauTH Ha MapIIpyTU3ATOP.

VY mit nmaGoparopuiit po6oti Bu ctBopure VLAN Ha 000X KOMyTaTopax B
tonoJiorii, mpusHaunte VLAN 1t TOPTIB 1OCTYIy KOMYTaTopa, MepeKOHAETECH, 10
VLAN mnpaiitoroTh HaJeXKHHUM YMHOM, CTBOPHTE MarictpaibHi kaHamu VLAN mix
nBoMa komyTtaTtopamu 1 Mk S1 1 R1, a Takok HamamrTyere MapupyTHU3aIiio Mix
VLAN na R1, mo6 go3sonutu By3nam B pizHux VLAN crhinkyBatucs, HE3aaeKHO
B1JI TOTO, B SIKIM MiAMEpEkKi 3HAXOIUTHCS BY301.

[Ipumitka. MapuipyTr3aTopu, 1110 BUKOPUCTOBYIOTHCS B JJAOOpATOPHiil poOOTI
— Cisco 4321, komyTtaropu — Cisco Catalyst 2960.

BukoHaTh HaCTYITHI TyHKTH:

1) cTBOpITH MEPEXKY Ta HATAIITYHTE 0a30B1 MapaMeTpiB MPUCTPOIO:
— 3’¢IHAlTE IPUCTPOI Y MEPEXKY, BIJMOBITHO JIO CXEMH TOTOJIOT;
— MPUETHANTE IPHUCTPOI HEOOXITHUMH KaOEIIMHU, K ITOKa3aHO Ha CXeM1 TOIOJIOT;
2) HajmamTyWTe OCHOBHI MapaMeTpy Ha MapIIpyTU3ATOPI:
— MIJIKJIIOYITh ~ KOHCOJIbHE 3’€[JHAHHA 1O MapluipyTtu3aropa 1 yBIWOITH B
npuBLieiioBanuii pexxum EXEC;

Router> enable

— YBIAJIITH IO peXKUMY KOH(ITypalii;
Router# config terminal

— MIPU3HAYTE MapIIPYTU3ATOPY 1M 4,
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Router(config)# hostname R1
— BUMKHITH nouryk DNS, 106 ynepenutu MapipyTH3aTop BiJl CIpOOH HEPaBUIBHO
MEPEKIIACTH BBEICHI KOMaH/IU: HIOW BOHU € IMEHAMH XOCTIB;
R1(config)# no ip domain lookup
— npuszHauTe class sk 3amudpoBanuii maposb npusiiaeiioBanoro pexxumy EXEC;
R1(config)# enable secret class
— MPHU3HAYTE CISCO SIK MapoJib JOCTYIY J0 KOHCOJI 1 aKTUBYITE aBTOPU3ALIIIO;
R1(config)# line console 0
R1(config-line)# password cisco
R1(config-line)# login
— MPU3HAYTE CISCO SIK MapOJIh JI BIPTYaJIbHUX JIIHIM 1 aKTUBYWTE aBTOPHU3AIIiIO;
R1(config)# line vty 0 4
R1(config-line)# password cisco
R1(config-line)# login
— 3aiM@pyiTe BCl BIAKPUTI TEKCTOBI Hapoii;
R1(config)# service password-encryption
— CTBOPITH OaHep, SIKUM MOMepeKaTUME BCIX, XTO MA€ JIOCTYI J0 MPUCTPOIO, PO TE,
[0 HECAHKI[IOHOBAHUU TOCTYN 3a00POHEHO;
R1(config)# banner motd $ Authorized Users Only! $
— 30epexiTh MOTOYHY KOH(ITypalio y ¢haia cTapToBoi KOHpIrypaii;
R1(config)# exit
R1# copy running-config startup-config
— BCTAHOBITh YaC Ha MapUIPyTU3ATOPI;
R1# clock set 14:30:00 27 Aug 2025
— 3aKpUITE BIKHO KOH(DIirypartii.
2) HayamTyiTe 6a30B1 MapaMeTpH AJisi KOXKHOTO KOMYTaTopa:
— MPU3HAUTE KOMYTaTOPy iM s,
switch(config)# hostname S1
switch(config)# hostname S2
— BUMKHITh mnomryk DNS, mo0 yrnepeautd KOMyTaTop BiJ CIPOOM HENpPaBUIHLHO
MEePEKJIACTH BBEJICHI KOMaH I1: HIOM BOHU € IMEHAMU XOCTIB;
S1(config)# no ip domain-lookup
S2(config)# no ip domain-lookup
— npu3Haute class sk 3ammdpoBanuii maposb Ha npuBlieioBanuii pexxum EXEC;
S1(config)# enable secret class
S2(config)# enable secret class
— MPU3HAUTE CISCO SIK MAPOJIb HA KOHCOJBbHIM JIHIT 1 aKTUBYWUTE aBTOPHU3ALIIO;
S1(config)# line console 0
S1(config-line)# password cisco
S1(config-line)# login

S2(config)# line console 0
S2(config-line)# password cisco
S2(config-line)# login
— MPU3HAUTE CISCO SIK MAPOJIb JIJIs BIPTYAJIbHUX JIIHIN 1 aKTUBYHTE aBTOpHU3AIIiIO;
S1(config)# line vty 0 4
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S1(config-line)# password cisco
S1(config-line)# login

S2(config)# line vty 0 4
S2(config-line)# password cisco
S2(config-line)# login
— 3amu@pyiTe BC1 BIAKPUTI TEKCTOBI MapoOJIi;
S1(config)# service password-encryption
S2(config)# service password-encryption
— CTBOPITH OaHep, sIKUi MomnepekaTiMe BCiX, XTO MiJ'€AHYETHCS A0 MPUCTPOIO, PO
T€, 110 HECAHKIIIOHOBAaHUM OCTYN 3a00POHEHO;
S1(config)# banner motd $ Authorized Users Only! $
S2(config)# exit
S2(config)# banner motd $ Authorized Users Only! $
S2(config)# exit
— BCTAHOBITh Yac Ha KOMYTaToOpI;
S1# clock set 14:30:00 27 Aug 2025
S2# clock set 14:30:00 27 Aug 2025
— 30epexITh MOTOYHI HANAIITYBaHHA y (haiijii MOYaTKOBOI KOHPIryparii;
S1# copy running-config startup-config
S2# copy running-config startup-config

3) nanamryiire By3iau PC:
— 3BEPHITHCS 70 TaOJUIIl aipecallii AJ1sl BUBHAYCHHS aJpecHo1 iH(opMallii By3JIiB.

4) ctBopennst mepex VLAN 1 mpu3HayeHHs NOPTIB KOMYTaTopa:
— ctBopiTh VLAN, sk 3a3HaueHo B TaOnuIill BuIle, Ha 000X KOMyTaropax,
npuzHauute VLAN BianoBigHOMy 1HTEep(eicy 1 NmepeBIpUTE CBOI HaJIAIITYyBaHHS
KoH(pirypaiii. Bukonalite HaCTyH1 HAJIAIITYBaHHS HA KOKHOMY KOMYTaTOpi;
— CTBOpITH 1 Ha3BITh HE0OXiTHI VLAN Ha KO)KHOMY KOMYTaTOpi 3 TaOJIUIll BUIIIE.

S1(config)# vlan 10
S1(config-vlan)# name Management
S1(config-vlan)# vlan 20
S1(config-vlan)# name Sales
S1(config-vlan)# vlan 30
S1(config-vlan)# name Operations
S1(config-vlan)# vlan 999
S1(config-vlan)# name Parking Lot
S1(config-vlan)# vlan 1000
S2(config-vlan)# name Native
S1(config-vlan)# exit

S2(config)# vlan 10
S2(config-vlan)# name Management
S2(config-vlan)# vlan 20
S2(config-vlan)# name Sales
S2(config-vlan)# vlan 30
S2(config-vlan)# name Operations
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S2(config-vlan)# vlan 999

S2(config-vlan)# name Parking Lot

S2(config-vlan)# vlan 1000

S2(config-vlan)# name Native

S2(config-vlan)# exit
— HaJamTyWTe iHTepdeiic KepyBaHHS Ta IUIIO3 32 3aMOBYYBAHHSM Ha KOKHOMY
KOMYTAaToOpi, BUKOPUCTOBYIOUYH BiIOMOCTI Ipo [P-aapecy B Tabuuii aapecartii;

S1(config)# interface vlan 10

S1(config-if)# ip address 192.168.10.11 255.255.255.0

S1(config-if)# no shutdown

S1(config-if)# exit

S1(config)# ip default-gateway 192.168.10.1

S2(config)# interface vlan 10

S2(config-if)# ip address 192.168.10.12 255.255.255.0

S2(config-if)# no shutdown

S2(config-if)# exit

S2(config)# ip default-gateway 192.168.10.1
— MPU3HAUTE BCl HEBUKOPUCTAHI MOPTU Ha 000X komyTtaropax y Parkingl.ot VLAN,
HaJAIITYHTE 1X Ha CTATUYHUHN PEKUM JIOCTYITY 1 aIMIHICTPATUBHO JIE3aKTUBYHTE.

[Tpumitka. Komanna interface range kopvcHa JJis BUKOHAHHS 1IbOTO 3aBIAaHHS
3 IKOMOT'a MEHIIOI0 KUIbKICTIO KOMaHI.

S1(config)# interface range f0/2 - 4 , f0/7 - 24 , g0/1 - 2

S1(config-if-range)# switchport mode access

S1(config-if-range)# switchport access vlan 999

S1(config-if-range)# shutdown

S2(config)# interface range 10/2 - 17, f0/19 - 24, g0/1 - 2
S2(config-if-range)# switchport mode access
S2(config-if-range)# switchport access vlan 999
S2(config-if-range)# shutdown
5) npusnaure VLAN BianoBinHuMm iHTepdeiicam komyraropa:
— MPU3HAUTEe BUKOPUCTOBYBaHI mopTH BianoBinHii VLAN (3a3HaueHiii y Tabauii
VLAN BuI1I€) Ta HANAIITYITE X HA CTATUYHUI PEXUM JOCTYIY;
S1(config)# interface f0/6
S1(config-if)# switchport mode acces
S1(config-if)# switchport access vlan 20

S2(config)# interface f0/18
S2(config-if)# switchport mode acces
S2(config-if)# switchport access vlan 30

— nepekoHairecs, 1o VLAN npusHaueHi npaBUibHUM iHTEpdeiicaM;
S1# show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/5
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10 Management active

20 Sales active Fa0/6

30 Operations active

999 Parking Lot active Fa0O/2, Fa0O/3, Fa0/4, Fa0/7
Fa0/8, Fa0/9, Fa0/10, Fa0/11
Fa0/12, Fa0/13, Fa0/14, Fa0/15
Fa0/16, Fa0/17, Fa0/18, Fa0/19
Fa0/20, Fa0/21, Fa0/22, Fa0/23
Fa0/24, Gi0/1, Gi0/2

1000 Native active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddi-default act/unsup

1005 trnet-default act/unsup

S2# show vlan brief

VLAN Name Status Ports

1 default active Fa0/1

10 Management active

20 Sales active

30 Operations active Fa0/18

999 Parking Lot active Fa0/2, Fa0/3, Fa0/4, Fa0/5
Fa0/6, Fa0O/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/l16, Fa0/17
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gi0/1, Gi0/2

1000 Native active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddi-default act/unsup

1005 trnet-default act/unsup

6) HanmamTyiite 1HTepdelic MarictpampHoro kanamy FO/1  BpyuHy Ha
koMyTaTopax Sl 1 S2:
— HaJalTyWTe CTaTUYHHMM MaricTpanbHUil kaHan Ha iHTepdeiict FO/1 mas obox
KOMYTaTOpIB;
S1(config)# interface f0/1
S1(config-if)# switchport mode trunk

S2(config)# interface f0/1
S2(config-if)# switchport mode trunk

— BcTaHoBITh A native VLAN 1000 Ha 000X KOMyTaTOpax;
S1(config-if)# switchport trunk native vlan 1000

S2(config-if)# switchport trunk native vlan 1000
— yTouHiTh, 110 VLAN 10, 20, 30 1 1000 no3BoJieHi Ha MariCTpaJibHOMY KaHaJi;

S1(config-if)# switchport trunk allowed vlan 10,20,30,1000

S2(config-if)# switchport trunk allowed vlan 10,20,30,1000
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— mepeBipre MarictpanbHi  moptu, Native VLAN 1 ngo3Boneni VLAN Ha
MaricTpajibHOMY KaHalli;
S1# show interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/1 on 802.1g trunking 1000

Port Vlans allowed on trunk
Fa0/1 10,20,30,1000

Port Vlans allowed and active in management domain
Fa0/1 10,20,30,1000

Port Vlans in spanning tree forwarding state and not pruned
Fa0/1 10,20,30,1000

S2# show interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/1 on 802.1g trunking 1000

Port Vlans allowed on trunk
Fa0/1 10,20,30,1000

Port Vlans allowed and active in management domain
Fa0/1 10,20,30,1000

Port Vlans in spanning tree forwarding state and not pruned
Fa0/1 10,20,30,1000

8) BpyuHy Hajamryite maricrpaibHuil intepdeiic S1 FO/5:
— Hanamryirte iHTepderic S1 FO/5 3 Tumu xx mapamerpamu Marictpaii, mo i FO/1. Le
MaricTpajbHUM KaHaJ A0 MaplIpyTH3aTopa;
— 30epexiTh MOTOYHI HANAIITYBaHHS Y (haiii moYaTKoBOi KOHDIryparii;
S1# copy running-config startup-config

S2# copy running-config startup-config
— MepeBipKa MaricTpajibHOrO KaHaly.
Jaitte BigmoBiab Ha 3anuTadHd. 1lo ctaneTsces, skmo G0/0/1 mva R1 BuMKHETHCS?

9) HanamTyiite MapipyTtu3saiio Mixx VLAN Ha MapuipyTU3aTopi:

— aktuByiiTe iHTepdeiic GO/0/1 Ha mapipyTHU3aTOpI;

R1(config)# interface g0/0/1

R1(config-if)# no shutdown

R1(config-if)# exit
— HanmamTyite migintepdeiicu nns koxkHoi VLAN, sk 3a3HadeHo B Tabiuili
[P-agpecamnii. Bci  mimiTepdelicnu BUKOPUCTOBYIOTH  1HKamcyssmito  802.1Q.
[lepexonaiitecss, mo miginTepderic mns native VLAN nHe wmae IP-ampecwu.
Hanamryiite onuc s KOKHOTO Mi-iHTepdency;

R1(config)# interface g0/0/1.10

R1(config-subif)# description Management Network

R1(config-subif) # encapsulation dotlq 10
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R1(config-subif)# ip address 192.168.10.1 255.255.255.0

R1(config-subif)# interface g0/0/1.20

R1(config-subif)# encapsulation dotlq 20

R1(config-subif)# description Sales Network

R1(config-subif)# ip address 192.168.20.1 255.255.255.0

R1(config-subif)# interface g0/0/1.30

R1(config-subif)# encapsulation dotlq 30

R1(config-subif)# description Operations Network

R1(config-subif)# ip address 192.168.30.1 255.255.255.0

R1(config-subif)# interface g0/0/1.1000

R1(config-subif)# encapsulation dotlq 1000 native

R1(config-subif)# description Native VLAN
— MepeBipTe, UM MPaLIOI0Th Mia-IHTepdeiicu;

R1# show ip interface brief

Interface IP-Address OK? Method Status Protocol

GigabitEthernet0/0/0 unassigned YES NVRAM down down

GigabitEthernet0/0/1 unassigned YES NVRAM up up

Gi0/0/1.10 192.168.10.1 YES manual up up

Gi0/0/1.20 192.168.20.1 YES manual up up

Gi0/0/1.30 192.168.30.1 YES manual up up

Gi0/0/1.1000 unassigned YES unset up up

GigabitEthernet0 unassigned YES NVRAM down down

10) mepeBipka mparne3naTHocTi Mapupytusaiii Mk VLAN:
[IpoBenits HactymHi TecTu 3 PC-A. Yci noBuHHI OyTH yCHIIIIHUMU:

[Tpumitka. /{151 ycminiHOro BUKOPUCTAHHS Ping MOXE 3HAJOOUTHUCS TUMYACOBO
BIIKTIOUNTH OpanaMayep Windows.
— Bianpaste 3anuT ping Big PC-A 10 ioro nuiro3y 3a 3aMOBYYBaHHSIM;
— Bianpaste 3anuT ping Big PC-A o PC-B;
— Bianpaste 3anuT ping Big PC-A no S2.

[IpoBenith HactymHi Tectu 3 PC-B:

— y KoMmanaHoMmy psanky Ha PC-B Bukonalite komanay tracert Ha anpecy PC-A.
Jaiite BignoBiApr Ha 3anuTaHHA. Ski npomixkHl [P-aapecu BimoOpaxaroTbes B
pe3yibTarax?

[Tpumitka. 1100 Ai3HaTHCA, SIK HAJTAIITOBAaHUI MapLIPyTU3aTOpP, MOJIMBITHCS Ha
iHTEepdeiicu, mo0 BHU3HAYMTH TUN MAapIIPyTH3aTOpa Ta CKUIBKH 1HTEp(EHCiB y
MapIIpyTHU3aTopa.
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JlabopatopHa podora 5
Bincre:xxennss DNS-nneperBopennb

Meta poGotu: HAOyTTS NPaKTUYHUX HABUYOK MOHITOPUHTY Ta aHalizy
Ipolecy TEepeTBOPEHHs NOMEHHHX iMeH y I[P-ampecu 3a 1OmMOMOroro cuCTeMu
nomenHux imeH (DNS), a Takoxx AoCHiKEHHS 0COOMMBOCTEH (DYHKIIOHYBAHHSA
DNS-3anuTiB 1 BiANOBIIEH y KOMIT'IOTEPHIM MeEpexki HUISIXOM BUKOPUCTaHHS
MEpEeKEBHUX YTUJIIT 1 3aC001B TpacyBaHHS.

3aBagaHHs: 3pOOUTH OIJIAJ MEPETBOPEHHS 3a JOMOMOIol MpoTtokoidy DNS
URL-anpecu na [P-anpecy, gocniagutu DNS-nomryk anpecu Be6-caiiTy Ta MOIITOBUX
cepBepiB 3a JornoMoror komanau nslookup [2].

TeopeTnuHuit MaTepian

Cucrema nomennux iMmeH (Domain Name System, DNS) BUKIHKa€ThCS 1T Yac
YBEACHHS B aJ[peCHOMY pAIKY BeO-Opay3epa YHI(PIKOBAHOTO MOKaXYHKa PECypcCiB
(Uniform Resource Locator, URL), nmampuxmanm http://www.cisco.com. Ilepma
yactuHa URL onmcye mnpoTokoi, SIKUA BUKOPUCTOBYEThCA. TpagumiiHO 1O HUX
Hajexarb NpoTokon mnepenaBanHs rineprekcry (HTTP), mporokon mnepenaBaHHs
TIEPTEKCTYy uepe3 piBeHb 3axuileHux cokeTiB (Secure Socket Layer, SSL) -
(HTTPS) 1 nporokon nepeaaBanns ¢aiinis (FTP) [2].

DNS BukopucrtoBye npyry vactuny URL-aapecu, y naHomy mnpukiam -
www.cisco.com. DNS nepeTBoproe nmomeHnHe im’st (www.cisco.com) Ha IP-aapecy,
00 BUXIAHUI BY30J1 3MIT JOCATTH KIHIIEBOTO cepBepa. Y 11 abopatopHiit poboTi
BU MaTHUMETE MOKJIMBICTh CIIOCTEpiraT 3a mporokosioM DNS y naii 1 ckopucraerech
KoMaH1010 nslookup (momryk cepsepa iMeH) JUisl OTpUMaHHS JOAAaTKOBOI 1H(opMartii
po DNS.

Xing pobotu

Cnocrepexxenns 3a mneperBopeHHsamu mnpotokony DNS URL-aagpec Ha
[P-anpecu:

1) BinkpuiiTe BIKHO KOMaHIHOTrO psajnka Windows;

2) y xomanaHoMy psanaky npominryiite URL-anpecy InTepHeT-kopropariii 3
npuszHaueHHss iMeH 1 HoMmepiB (ICANN) 3a anmpecoro www.icann.org. ICANN
koopaunye DNS, [P-agpecu, cuctemu kepyBaHHS JTOMEHHUMHU IMEHAMU BEPXHBOIO
piBHA Ta (QyHKII KepyBaHHS KOpEHEBUMHU cepBepamu. Komm’roTepy mnoTpiOHO
nepeTBoputu cisco.com Ha [P-agpecy, mo0 3HaTH, Kyau HaJCWIATH [aKeTH
[aTepHet-iporokony kepyrounx mnosimomieHs (Internet Control Message Protocol,
ICMP).

[lepmmii psigok BUBOAY BigoOpaxkae BHKOHaHe 3a jgomomoror DNS
nepeTBopeHHs www.icann.org Ha [P-ampecy (puc. 5.1). Pesynbrar pobotu DNS
MOBUHEH OyTH JOCTYNMHUW [JIsi TEperyisiay, HaBiTh SKIIO Yy BalioMy 3aKiaji
BUKOPUCTOBYETHCS MIXKMEPEXKHUN €KpaH, KU 3amo0irae MiHCyBaHHIO, abo SIKIIO
cepBep MpU3HAYCHHS 3a00pOHSIE 3BEPTATUCS 3a JOMOMOTOI0 KOMaHAM ping 10 CBOTO
BeO-cepBepa.

[IpumiTka. Skmo 1M’ JOMEHY TMEpeTBOPIOEThC Ha anpecy [Pvo6,
BUKOPUCTOBYITE KOMaHAy ping -4 www.icann.org ajis nepexonay Ha aapecy [Pv4,
SIKITO MOTP10HO.
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C:%\ > ping www.icann.org

Pinging www.vip.lcann.org [2620:0:2d0:200::7] with 32 bytes of data:
Beply from 2620:0:240:200::7: time=43ms

Feply from 2620:0:240:200::7
Feply from 2620:0:240:200::7
Feply from 262Z0:0:2d4d0:200::7

time=41lms

time=44ms
time=3%ms

Ping statistics for 2620:0:2d0:200::7:
Packets: Sent = 4, Recelved = 4, Lost = 0 (0% loss),
pproximate round trip times in milli-seconds:
Minimum = 3%ms, Maximum = 44ms, Average = 41lms

C:%> ping -4 www.icann.org

Pinging www.vip.licann.org [192.0.32.7] with 32 bytes of data:

Reply from 152.0.32.7: bytes=32 time=41ms TTL=241
Beply from 182.0.32.7: bytes=32 time=42ms TTL=241
FReply from 15%2.0.32.7: bytes=32 time=4Zms TTL=241
Feply from 152.0.32.7: byvtes=32 time=43ms TTL=241

Ping statistics for 192.0.32.7:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
tpproximate round trip times in milli-seconds:

Minimum = 4lms, Maximum = 43ms, Average = 42ms

Pucynok 5.1 — Bukonasne 3a nonomororo DNS neperBopeHHs

JlaiiTe BIAMOBIb HA 3amUTaHHA. 3anuiniTh [P-aapecu ais www.icann.org.

3) 3amicth URL-agpecu BukopucTaiiTe 11 3B€pHEHHS y BeO-Opaysepi aapecu
IPv4 3 mynkry 2. Bmemite https://192.0.32.7 y BeOG-Opaysepi. Skmio Baamocs
orpuMatu [Pv6-anpecy, 1i Takox MokHa 3actocyBatu: https://[2620:0:2d0:200::7].

4) 3BepHITh yBary, mo aomMamHs BeO-ctopinka ICANN BinoOpaxaeTscs 0e3
BukopuctanHs DNS. Jliogsam 31e0UIbIIOro Jieriie 3amam’siTOByBaTU CJIOBa, aHIK
uuppu. Ko BU CKaxeTe KOMYCh MEPEeUTH Ha WwWw.icann.org, BOHHM, WMOBIPHO,
naMm’siTaTUMyTh came It ajapecy, a He 192.0.32.7, ska, maOyTh, Bax4da Jis
cnpuitHaTTs. KoM totepu onepyrots uynciaamu. DNS — 1ie npoiiec nepekiany ciliB y
yucna. OKpiM 1bOTO, Ma€ Miclle Ie OjJHe TmepeTBopeHHs iHdopmarii. Jlroau
cOpuiiMaroTh JecsATKOBI uucna. Komm’irorepu oOpoOIsOTh JaHli y JBIMKOBOMY
dopmari. [ecarkoa I[P-ampeca 192.0.32.7 y ngiiikoBoMmy (opmaTi Mae BUTIISA
11000000.00000000.00100000.00000111.

JlaiiTe BigBOBiAbL Ha 3anuTaHHs. 1llo cTaHeThCs, SKIO CKOMIIOBATH 11l ABIMKOBI
3HAYCHHS 1 BUKOPUCTATH iX y Opay3epi?

4) y pexuMi KOMaHJHOTO PsiJIKa MPOMHTYHTE WWW.C1Sco.com (puc. 5.2).

[Mpumitka: SIkmo A JTOMEHHOTO 1IMEHI BHM3HAdYeHo anpecy IPvo,
CKOpPHCTaUTECh KOMAHJIO0 ping -4 WwW.C1sco.com JIJisl iepeTBopeHHs Ha [Pv4, axio
NOTPi0HO.

C:\> ping www.cisco.com
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C:\> ping www.cisco.com

Pinging origin-www.cisco.com [2600:1408:7:1:9300::90] with 32 bytes of data:
Beply from 2600:1408:7:1:9300::90: time=70ms
Reply from 2e00:1408:7:1:9300::90: time=T4ms
Reply from 2600:1408:7:1:9300::90: time=TZms
Reply from 2Ze00:1408:7:1:9300::90: time=Tlms

Ping =tatistics for 2600:140B8:7:1:9300::90:
Packets: Sent = 4, Receiwved = 4, Leost = 0 (0% loz=z),
Lpproximate round trip times in milli-seccnds:

Minimum = 70ms, Maximum = 74ms, Average = 7lms

C:\> ping -4 www.cisco.com

Pinging =28c7.dsca.akamaiedge.net [172.230.1535.162] with 22 bytes cf data:
Beply from 172.230.155.162: bytes=32 time=Tms TTL=54
Reply from 172.230.1535.162: bytes=32 time=tms TTL=54
Reply from 172.230.155.162: bytes=32 time=Tms TTL=354
Reply from 172.230.1535.162: bytes=32 time=tms TTL=54

Ping statistics for 172.230.155.162:
Packets: Sent = 4, Receiwved = 4, Leost = 0 (0% loz=z),
Lpproximate round trip times in milli-seccnds:

Pucynok 5.2 — IlepeBipka 3’€JHAHHS 3 WWW.CISCO.COM

Haitite BianoBiab Ha 3anuTaHHs. 1. Ilpu BHKOpHCTaHHI KOMaHIU ping
WWW.C1sCO.com 4u OTpuMaiu BU Taky k [P-aapecy, mo i1 y npuknan? IloscHiTb.
2. YV anpecHoMy psiaky Opayszepa BBeniTh I[P-ampecy, siky BM OoTpuManud mpu
NIHTYBaHHI WwW.cisco.com. Yu BinoOpakaeTbcs BeO-cailT? [10sCHITH.

5) nmocmimkenns DNS-momryky aapecu BeO-caliTy 3a JOIMOMOTOH KOMaH]IH
nslookup (puc. 5.3):

— Yy KOMaHIHOMY PsIIKY BBeAITh kKomanay nslookup. Bam pesynbTar Moxe
BIJIPI3HSATHCS BiJ] HABEAECHOTO Y IPUKIA/I].

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Default Server: one.one.one.one
Address: 1.1.1.1

Pucynok 5.3 — Pe3ynbrar BuKoHaHHs1 KoMaH 11 nslookup

Jlafite BimmoBiap Ha 3amuTaHHg. Sxkuii DNS-cepBep BHUKOPHCTOBYETHCS 3a
3aMOBYYBaHHSIM?

6) 3BEpHITh yBary Ha 3MiHYy MO3HA4YKd KOMaHJIHOTO psijika Ha Ouibiue (>). Le
o3Haka kKoMmaHAu nslookup. 3 mosiBOIO 1€l MO3HAYKKM MOXHA BBOAUTH KOMaHH,
noB’si3adl 3 DNS. V nomi kypcopa BBeAiTh ? AJisi MEpPEryisily CIHUCKY BCIX KOMaHI,
JOCTYITHUX JJI1 BUKOPUCTaHHS y pexkumi nslookup .

Brenite www.cisco.com (puc. 5.4).

25



> WWW.Clsco.com

Default Server: one.cne.qone.ons
Address: 1.1.1.1

Non—authoritative answer:

Name: e28&7.d=sca.akamaiedge.nst

Addresses: 2600:1404:2:395::b33
2600:1404:53:38e:k33
172.230.135.162

BRliases: wWww.clsco.com
Www.cisco.com.akadns.net
wwwds.cilsco.com.edgikey.net

wwwds.cilsco.com.edgakey.net.globalredir.akadns.net

Pucynok 5.4 — Pe3ynbrat BUKOHaAHHS KOMaHId WWW.CISCO.cOm

JlafiTe BimmoBiAp Ha 3anmuTaHHA. SIka aapeca IPv4 BimmoBimae yBeaeHOMY
nomMeHHoMy iMeH1? (st BusHaueHoro posramryBanns, 172.230.155.162).

[Ipumitka.  [P-agpeca, 1m0  BIANOBIJa€  BalIOMy  PO3TallyBaHHIO,
HaliMOBipHiIe, Oyae BIAPI3HATUCA, OCKIIbKM CiSCO BHUKOPHUCTOBYE J3€pKaJIbHI
CEpBEPH y PI3HUX JIOKAIISX [0 BCbOMY CBITY.

JlaiiTe BiANOBIAL HA 3anuTaHHs. Yu 30iraetbest BoHa 3 [P-aapecoro, BUSBICHOIO
3a JIONIOMOT'0r0 KOMaH/IH ping?

Oxkpim  [P-agpecu  172.230.155.162, BigoOpaxkaroTbcsd Taki  4ucia:
2600:1404:a:395::b33 12600:1404:a:38¢::b33. I1lo BoHN TTO3HAYAIOTH?

7) V pexumi nslookup BBenite IP-anpecy BeO-cepBepa Cisco, sIKy BU HIOMHO
BUSIBWJIM. 3a J0momMororo nslookup MoXHa OTpUMaTH JOMEHHE 1M S, SKIIO
URL-agpeca Bam HeBioMa.

>172.230.155.162
Default Server: one.one.one.one
Address: 1.1.1.1

Name: al72-230-155-162.deploy.static.akamaitechnologies.com

Address: 172.230.155.162

[HcTpyMeHT nslookup MoOKHA BUKOPUCTOBYBATH ISl IEPETBOPECHHS TOMEHHUX
iMeH Ha [P-ampecu. Takox BIH [103BOJISIE BUKOHYBATH 3BOPOTHI MEPETBOPEHHS
[P-anpec Ha qOMEHHI IMEHA.

JlaiiTe BIiAMOBIA, HA NHUTaHHSI. BUKOpHUCTOBYHOUM i1HCTpyMeHT nslookup,
samumith [P-agpecu, mos's3ani 3 www.google.com.

6) Iochimkenas DNS-momyky IOIITOBUX CEPBEPIB 3a JOMOMOIOK KOMaHIH

nslookup:

—y pexumi nslookup BBeniTh set type=mx, mo6 Buxkopucratu nslookup s
BU3HAYCHHS MOIITOBUX CEPBEPIB:
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> set type=mx

— y pexumi nslookup BBeniTh cisco.com (puc. 5.5):

> gisco.com

Server: QONLe.cone.one.cns

Addre=zs: 1.1.1.1

Non—authoritative answer:

cisco.com MY preference = 20, mail exchanger = reocdn-mx-0l.cisco.com
cizco.com MX preference = 30, mail exchanger = aer-mx-0l.cisco.com
cisco.com MX preference = 10, mail exchanger = alln-mx-0Jl.cisco.com

Pucynok 5.5 — Pe3ynbTat BUKOHaHHSA KOMaHAX WWW.CISCO.COm

Pe3epByBaHHs (HamamTyBaHHs OUIBLIE OJHOIO MOIITOBOTO CEPBEPA) € OJHUM 3
OCHOBOIOJIOXKHUX NPUHLUIIB MOOYA0BU Mepexi. 3a MOro BIOPOBAKEHHS, y pasl
BIIMOBH OJIHOTO 3 TOLITOBUX CEPBEPIB, KOMII'IOTEP HAMaraeThCsl 3BEPHYTHCS 13
3alUTOM [0 IHUIOIO IOIITOBOTO cepBepa. AIMIHICTPATOPU EJIEKTPOHHOI MOIITH
BUKOpPUCTOBYI0Th napamerp MX preference aOu BU3HAUUTH, 10 SAKOTO IMOIITOBOIO
cepBepa ciij] 3BepTaTucs y nepury 4yepry. Hacammepen 3BepTaroThCsi 10 MOIITOBOTO
cepBepa 3 HaAHIKYMM MoKasHukoM MX preference.

JaiiTe BIANOBIAL Ha 3anuTaHHsA. bepyun 10 yBarm OoTpMMaHi BHILE JaHi, 10
SKOr0 IMOLITOBOIO CEpBEpa CIEpILy HTHUME 3BEPHEHHS MPU HAACWIAHHI JHUCTa 10
cisco.com?

—y pexumi nslookup BBeniTh, MO0 MOBEPHYTHUCS A0 3BUYANHOTO PEKUMY
KomaHHOro psaka I1K;

— BBeITh ipconfig /all.

Haitte BignoBige Ha nuTaHHsA. 3anumnith [P-agpecu ycix DNS-cepsepiB, ski
BUKOPHUCTOBY€E Balll HABYAJIbHUAN 3aKial. flke ocHOBHe npusHayeHHs DNS?

OdopMits 3BIT 10 poOOTH.
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JlabopaTtopHa po6oTa Ne6
HanamryBanas Windows Server 2025 y BipryainbHOMY cepe1oBHILi

Meta po6oTH: 03HAOMUTHUCS 3 MPOLIECOM PO3TOPTAHHS OMEPALIHOT CUCTEMHU
Windows Server 2025 y BipTyalbHOMY CEpEOBHILlI, HABYUTUCS BUKOHYBaTH 0a30B1
HAJNAINTYBaHHS CEpPBEpa, 30KpeMa MEPEXKEBUX IapaMeTpiB, CHUCTEMHOTO 4Yacy,
BIJIJTAJICHOTO JIOCTYIy, pOJeil Ta KOMIIOHEHTIB, a TaKOXX ONaHyBaTH MEXaHI3MU
PE3EpBHOIO KOIMIIOBaHHS Ta aHali3y CHUCTEMHUX >KypHAIIB Ui 3a0€3MeUeHHS
cTab1IpHO1 Ta Oe31euHoi pob0TH cepBepHOI 1HGpaCTPYKTYpH [7-14].

Xia pobotu

3aBaannsl. Posropranns Windows Server 2025 y BipTyanpH1i MaliuHi

st posropranns Windows Server 2025 3axoaumo B cepenosuiie Hyper-V,
OCKIJIbKM BOHO HaMKpalle MiIXoIuTh uisl BcTaHoBieHHS naHoi OC Ha BIpTyallbHY
Maiuny (puc. 6.1).

=1
@aian  [in  Burnrg  flosigka

wep Hm@m HIE
B8 Hyper-v Manager A
Virtual Machines b
R peskToP-BIBCIKY i | DEsKTOP-BIBCKY
Name State CPU Usage Assigned Memory  Uptime Status Configuratio
B Quick Create.
He virtual machines were found on this server. New
% Import Virtual Machine..
Hyper-V Settings

2 Virtual Switch Manager.
s Vinual SAN Manager..
Edlit Disk

Inspect Disk...

Stop Service

Checkpoints Remove Server

X milni

Mo wrtuzl machine selected Refresh

Burang

ﬂ Aosiaka

No tem selected

Pucynok 6.1 — Bikno Hyper-V

[Ticnst 11bOTO HATUCHYTH HA Ha3By KoMil totepa — «New» — «Virtual Machine»
(puc. 6.2).

Yy il 7 lo:!

B8 Hyper-V Manager
5 pEsxToP-BiBCIKCY

A
DESKTOP-BIBCIKY -
B Quick Create.

Virtual Machines
Name State CPUUsage  AssignedMemory  Uptime Status Configuratio-

No virtual machines were found on this server.
New Virtual Machine..

% Import Virtu: Hard Disk..
Hyper-V Sett Floppy Disk.
HE virtual Switch Manager.
s Virtual SAN Manager.
wa Edit Disk.
&= Inspect Disk_
) Stop Service
Checkpolets = X Remove Server
No vitual machine selected O Refresh

Buraa »

H sosiaka

Pucynok 6.2 — CTBopeHHs HOBOI BipTyaibHOI Mammuu it BC25
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Bracnigok nmx aiif BIAKpPUBA€THCA MaWCTEp CTBOPEHHS HOBOI BIPTyasbHOI
MarmuHu. B mepuriii Bkaaami (BCTymHiN) HaTuckaemo «Next» (puc. 6.3).

3 New Virtual Machine Wizard X

4 Before You Begin

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-V Manager.
cify Generation
Spedfy To create a virtual machine, do one of the following:
| Assign Memary

) « Click Finish to create a virtual machine that is configured with default values.
| Configure Networking « Click Next to areate a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[C] Do not show this page again

Next > Finish Cancel

Pucynox 6.3 — BitanpHe BIKHO MaiicTpa CTBOPEHHSI HOBOI BIPTyaJIbHOI MallTUHU

B wmactynHiil BKJaAll HagaTH iM’sl HOBIA BIPTyalibHIM MalinMHi Ta oOuUpaTH
Miclie 30epiranus i ii (aitnis (puc. 6.4).

Z3 New Virtual Machine Wizard X

a Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
Specify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name:  Windows Server 2025|
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [C) store the virtual machine in a different location
Summary C:\ProgramData\Microsoft\Windows\Hyper-V\

< Previous [ Next > Finish Cancel

Pucynok 6.4 — Hananus imeni HoBiit BM Ta BuGip micis asis 30epiranus ii aiiis
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Hani oOupaerbesa cnenudikamiss nokomnHs BM — «Generation 2» 1 3HOBY
TucHyTH «Next»y (puc. 6.5).

3 New Virtual Machine Wizard X

a Specify Generation

Before You Begin Choose the generation of this virtual machine,
Specify Name and Location () Generation 1
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
’ virtual hardware which has been available in all previous versions of Hyper-V.
Assign Memory
Configure Networking © Generation 2
Connect Virtual Hard Disk This virtual machine generation provides support for newer virtualization features, has UEFI-based

firmware, and requires a supported 64-bit guest operating system.

Installation Optit
S ot & Once a virtual machine has been created, you cannot change its generation.

Summary

More about virtual machine generation support

< Previous Next > Finish Cancel

Pucynox 6.5 — Bubip «mokomiaasa» 1151 BM, 1110 cTBOprO€eThCS

[Ticnst 1bOTO BKA3aTH PO3MIP ONMEPATHUBHOI IMaM’SITi, 1110 BUIIISETHCS JJIs1 HOBO1
BM Ta TucHytn «Next». MinimMansHuii obcsr — 2048 MDb, iHakme MoxinBa
HekopekTHa podora OC (puc. 6.6).

3 New Virtual Machine Wizard X

L4 Assign Memory

Before You Begin Spedify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
2 - MB through 251658240 MB. To improve performance, specify more than the minimum amount
Spedify Name and Location recommended for the operating system.
Specily Ceneratin Startupmemory: 2048 MB
: Use Dynamic Memory for this virtual machine.
Configure Networking
: When you decide how much memory to assign to a virtual machine, consider how you intend to
Connect Virtual Hard Disk o use the virtual machine and the operating system that it will run.
Installation Options
Summary

< Previous Next > Finish Cancel

Pucynok 6.6 — BuOip po3Mipy onepaTUBHOI 1am’siTi 11t HOBoi BM (BkazaHo
MIHIMaJIbHUN MOTPIOHUN 00’ €M)
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[ToTiM mpoBecTH MepexeBl HajmamTyBaHHS Ta B moiai «Connection» oOupaTu
«Default Switch» 1 3HOBY HaTHCcHYTH «Next» (puc. 6.7).

E8 New Virtual Machine Wizard 5%

4 Configure Networking

Before You Begin Each new virtual machine includes a network adapter. You can configure the network adapter to use a
; virtual switch, or it can remain disconnected.

Specify Name and Location

Specify Generation Connection: Default Switch

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

< Previous Next > 1 Finish Cancel
PucyHok 6.7 — MepexeBl HallallTyBaHHS

Jam CcTBOpUTH BIPTyaJbHUM MKOPCTKUM JHMCK Ta BKa3aTH MicUe MHOro
30epiranHs 1 o0csar Ta HaTUCHYTH «Next». MiniManeuuii 0ocsr — 30 I'b (puc. 6.8).

8 New Virtual Machine Wizard X

a Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedfy the

fi ] irtual ine’ jes.
Sheciry Nome o Location storage now or configure it later by modifying the virtual machine’s properties
Shécify Generation © Create a virtual hard disk
Aasicn Memory Use this option to create a VHDX dynamically expanding virtual hard disk.
Configure Networking Name:  Windows Server 2025.vhdx
Connect Virtual Hard Disk Location: C:\ProgramData\Microsoft\Windows\Virtual Hard Disks\ Browse...

Installation Options
Size: 40 GB (Maximum: 64 TB)
Summary -
() Use an existing virtual hard disk

Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

C:\ProgramData\Microsoft\Windows\Virtual Hard Disks\

O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous l Next > Finish Cancel

Pucynox 6.8 — CTBOpeHHS BIpTYalIbHOTO KOPCTKOTO Aucka st BM Ta miciis ioro
30epiradHs Ha (iI3MIHOMY KOMIIT FOTEPI

3rogoM obupatu mkepeno BctaHoBiIeHHS OC — 3aBaHTaXKEHUI IMOIEPETHbO
ISO o6pa3z Windows Server 2025 ta HaTucHyTH «Next» (puc. 6.9).
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[E8 New Virtual Machine Wizard X

a Installation Options

Before You Begin You can install an operating system now if you have access to the setup media, or you can install it
ter.
Specify Name and Location
Specify Generation (O Install an operating system later
Assign Memory © Install an operating system from a bootable CD/DVD-ROM
Configure Networking Media
Connect Virtual Hard Disk
© Image file (.iso): H2_64Bit Russian_DC_STD_MLF_X23-81900.1SCJ: 0
Summary

(O Install an operating system from a bootable floppy disk

(O Install an operating system from a network-based installation server

< Previous Finish Cancel

Pucynok 6.9 — HanamryBanus BctanoBneHHs: OC — BuOIp JKepesia BCTAHOBJICHHS
(ISO o6pa3)

B ocranHiii BKJamIli MEpeBIpUTH MPOBEJCHI HAJAIITyBaHHS Ta HATUCHYTH
«Finish» (puc. 6.10).

3 New Virtual Machine Wizard X

= Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the
na virtual by
S s e e following virtual machine
Specify Generation Desaiption:
Assign Memory Name: Windows Server 2025
Configure Networking Generation: Generation 2
Memory: 2048 MB
Connect Virtual Hard Disk Network: Default Switch
Installation Options Hard Disk: C:\ProgramData\Microsoft\Windows\Virtual Hard Disks\Windows Server 2025.vhd:
Operating System:  Will be installed from C:\Users\Andrii\Downloads\SW_DVD9_Win_Server_STD_CO

To create the virtual machine and dose the wizard, dick Finish.

< Previous t Finish ] Cancel

Pucynok 6.10 — [Tincymku npoBeIeHUX HaJlallITyBaHb CTBOPIOBAHOT BIPTyaIbHOT
MalIuHU

B pesynbrari HOBa BipTyajdbHa MalllMHA JUId pO3ropTaHHd Ha Hii Windows
Server 2025 ctBopeHa Ta BinoOpaxaetbest B Hyper-V Manager (puc. 6.11).
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i Hyper-v Manager

Dadn fin Burmaa [losiea

= =@ HmE
B typer-v Monager -
[l DESKTOP-BIBCIKY Virtual Machines 2
. . . DESKTOP-BISCIKY -
Mame State CPUUssge  Assigned Memory  Uptime Status Configuratia.

B Quick Create

New 3
% Import Virtual Machine..
Hyper-V Settings.
23 Virtual Switch Manager...
fu Virtual SAN Manager.
wa Edit Disk.
& inspect Disk.
) Stop Servics
Checkpoints = | X Remove server
The selected vitual machine has na checkparts © Refresh
Burng, »
B nceina
Windows Server 2025 -
8 Conpect..
E4 settings.
O sur
By checkpoint
B Move.
Windows Server 2025 B eport.

=} Rename.

Created: 12082025 1644 45 Clustered: No.
Canfiguration Version: 120 Be Delete-
Generation: 2 B fosima
Hates: Hone

Summary Memary Networking

DESKTOP-BIBCIKV: 1 virtual machine selected

Pucynok 6.11 — CtBopeHa BipTyaibHa MamuHa Juist Windows Server 2025

o6 ii 3amyctutn y BikHi Hyper-V Manager HatucHyTH Ha Ha3By Li€i BM Ta
cupaBa B MeHIO «/lii» nepeiitn «Connect...». SIk HacHiIOK, 3aIyCTUTBCA CTBOPEHA
BipTyasibHa MamnHa Windows Server 2025 (puc. 6.12-6.13).

Windows Server 2025 -
Connect..

1 Settings..

Start

Checkpoint

PP Ok

Move..
Export..
! Rename..

Delete..

| W I-I‘-i |

foeigka

Pucynok 6.12 — Mento po6otu 31 ctBopeHoro BM y cepenosuiii Hyper-V

¥% Windows Server 2025 on DESKTOP-BISCIKV - Virtual Machine Connection — [m] X
File Action Media View Help

0] <] [

The virtual machine 'Windows Server 2025' is turned off

To start the virtual machine. select 'Start' from the Action menu

Status: Off

Pucynok 6.13 — 3anyck BM
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JIisg miaTBepKEHHST HEOOXITHO HATUCHYTH Oynb-iKy KIaBilly, aje 1mo0 1e
CTaJI0 MOXJIUBHM, CJ1JI Y BEpXHBOMY MEHIO BUOPATH PO3ALT «Action» 1y CIHUCKY, 110
BigkpuBcs BuOpatu «Ctrl+Alt+Deletex. Lle motpibHo, 1106 BiAOYIOCA «3aXOIICHHSD)
KJIaBlaTypH 1 MHIII BIpTYaJbHOIO MAaIIMHOIO (puc. 6.14).

Flle Acion Media Ciipboard View Help
D@0 ne B>

Pucynok 6.14 — Bikno niaTBepkeHHs BUBaHTakeHHs1 o0pa3zy OC na BM

[Ticns npOro aBTOMaTUYHO MOYMHAETHCA MPOILIEC BCTAHOBJICHHS OMEpariiiHol
CUCTEMU Ha BIpTyaldpbHUW Komm'toTep. Ha mnepmnii BkiIaauml HaJlamTyBaHHS
BCTAHOBJICHHSI BUOpaTH MOBHI apaMeTpu Ta HaTUCHYTH «lam» (puc. 6.15).

File Action Media Clipboard View Help

DO e Ho [

F4 Windows Server Setup

Select language settings
Language to install English (United States)

Time and currency format Ukrainian (Ukraine)

Pucynok 6.15 — Bubip MoBHUX mapameTpiB Jisi BcTaHOBIIOBaHOi OC
3rogoM  HajalTyBaTU MapamMeTpu  KiaBlaTypd, BOHM  aBTOMATUYHO

BUCTAaBJIIOTHCSA, BIAMOBIIHO O OOpaHUX MOBHHUX MapaMmeTpiB, MOTIM HATUCHYTH
«Jam» (puc. 6.16).
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File Action Media Clipboard View Help
@O P8O o

4 Windows Server Setup (o] @ =

Keyboard or input method Ukrainian (Enhanced)

Pucynok 6.16 — Bubip napameTpiB KiaBiaTypu

Jami BuOupaTu BapiaHT BcTaHOBIeHHA — «BcranoButu Windows Server
2025», MOroAMTUCh 3 THUM, IO BCE, IO JO IbOro OyJI0 Ha KoMII'loTepi Oyje
BUJIaJIeHO Ta HaTUCHYTH «[lami» (puc. 6.17).

File Action Media Clipboard View Help

DO np PO Wy

"4 Windows Server Setup

Select setup option

Install the latest version of Windows Server, or repair your PC. If you're installing Windows Server, please note your
files, apps, and settings will be deleted

I would like to O [nstall Windows Server

Repair my PC

1agree everything will be deleted including files, apps, and settings

Pucynok 6.17 — Bubip Bapianty BctanoBinenHs Windows Server 2025

[Totim BubOupatu tum onepariiinoi cucreMmu Windows Server 2025, o Oyne
BcTaHoBJeHO. OckuTbky HaM noTpioHnit Windows Server B rpadidyHOMYy BapiaHTi, TO
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oopatn Windows Server 2025 Standard (moxmuBocTi poGodoro cromy) — «Jlami»
(puc. 6.18).

File Action Media Clipboard View Help

3 OO nw P> o

"4 Windows Server Setup

Please select the image you want to install

Operating System:
Windows Server 2025 Standard Evaluation

Windows Server 2025 Standard Evaluation (Desktop Experience)

Windows Server 2025 Datacenter Evaluation
Windows Server 2025 Datacenter Evaluation (Desktop Experience)

This option installs the full Windows graphical environment, consuming extra drive space. It can be useful if you want
to use the Windows desktop or have an app that requires it

Pucynox 6.18 — Bubip Tuny OC Windows Server 2025, sikuii noTpiOHO BCTAHOBUTH

[Ticns 1bOro NpUIHATH YMOBH JIILIEH311 Ta HATUCHYTH «lam» (puc. 6.19).

File Action Media Clipboard View Help
@O uwr PO Ea

4 Windows Server Setup

Applicable not

Please read this so you know what you're agreeing to.

released version of this software will be subject to all the terms of this agreement
at (aka.ms/useterms).

Notwithstanding anything to the contrary in this agreement, previews are provided
“AS IS,” and no warranty, implied or express (including the Limited Warranty),
applies to these versions. By installing previews on your device, you may void or
impact your device warranty and may not be entitled to support from the
manufacturer of your device or network operator, if applicable. Microsoft is not
responsible for any damage thereby caused to you. Microsoft may not provide support
services for previews. If you provide Microsoft comments, suggestions or other
feedback about the preview (“submission”), you grant Microsoft and its partners rights
to use the submission in any way and for any purpose.

EULAID:Sept2020_DCSTD_EN-US

Decline | Accept |

Pucynok 6.19 — [IpuiiHATTS yMOB JilleH31i

Hami BuOpatu posramryBaHHs A BctaHoBieHHS OC Ta HatucHyTH «Jlami»
(puc. 6.20).
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File Action Media Clipboard View Help

Fle® nr s =4

% Windows Server Setup

Total Size Free Space Type
Disk 0 Unallocated Space 30.0 GB 30.0 GB Unallocated Space

Pucynok 6.20 — BuOip micusg (aucka) aiis BcranoBiieHHs OC

[Ticnst uporo HatucHyTH «BcTanoButw». Po3nounHaeThCs MpoNEec 1HCTASIIT
oreparliiHol CUCTeMH Ha KoMIl 1oTep (puc. 6.21-6.22).

File Action Media Clipboard View Help
QO npBO ¥y

i Windows Server Setup

eady to install

Ready to insta

You won't be able to use your PC during installation. Save and close your files before you begin.
Plug in your PC to be sure that your battery doesn't run down during the installation.

To recap, you've chosen to:

v Install Windows Server 2025 Standard Evaluation (Desktop Experience)

v Keep nothing

| Install

Pucynok 6.21 — ®@iHanpHe BIKHO MiATBEpKEHHS BcTaHOBIeHHST Windows Server
2025
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File Action Media Clipboard View Help
@ DO uw H O o

Installing Windows Server

Your PC will restart several times. This might take a while.

™ 10% complete

Pucynoxk 6.22 — I[Iponiec BCTaHOBJIEHHA

Konu mporiec BcTaHOBIEHHSI 3aKiHUMBCS, TO 3 ABJISETHCS CTOPIHKA BXOAY B
aJIMIHICTPATOPChKUI OOJIIKOBHI 3amuc KopucTyBada. Ha naHomy erari BUKOHYETHCS
Bx171. [licis ycmimHoro Bxoy 3’ siBIsi€Thes poOouwnii ¢t (puc. 6.23-6.24).

¥ WinServEn on DESKTOP-BISCIKV - Virtual Machine Connection
File Action Media View Help
DO np HoO wyg

Administrator

Pucynok 6.23 — Bukonanns Bxoay B OC Windows Server 2025
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¥ WinServEn on DESKTOP-BISCIKV - Virtual Machine Connection
File Action Media View Help

=2|0E QO nw | BdoH g

&
lain

== Q search m = Q oo Foo 24.03.26(;32 &
Pucynok 6.24 — Po6ounii ctin Windows Server 2025 miciist mepiioro BXoay B
cCUCTEMY

3aBaanns 2. HanamryBaHHs OCHOBHUX MapaMeTpiB cepBepa

[lepeiiTu 10 OCHOBHUX HaNAIITyBaHb cepBepa. i MoyaTKy BUKOHATH 3MiHY
Ta HajamrtyBaHHs [P-anpecu cepsepa. [l nuporo 3aiitu B «llanens kepyBaHHs», qali
«lleHTp MepexHUX MIIKIIOYEHb 1 CIUIBHOTO JOCTYIy» — «3MiHa MapaMeTpiB
amantepa». Bxin B maHenb kepyBaHHS 371MCHIOEMO, K 1 B 3BuyaiiHii OC Windows,
yepes MeHto «Ilyck» (puc. 6.25-6.27).

Control Panel

&« > v N » Control Panel >

Adjust your computer's settings View by: Cat

System and Security User Accounts

Review your computer's status -

‘_yChange account type
5 View event logs

Network and Internet Appearance and Personalization

View network status and tasks

8  Clock and Region
Hardware ) *3 Set the time and date
View devices and printers Change date, time, or number formats
Add a device
Adjust commonly used mobility settings 6 Ease of Access

Let Windows suggest settings

Programs
Uninstall a program

‘y Turn Windows features on or off

Optimize visual display

N JIE @
E:

Pucynoxk 6.25 — Bikno «ITaHens kepyBaHHs»
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@ Network and Internet - a X

&« ~ 4~ @ > Control Panel > Networkand Internet > v O Search Control Panel P

Control Panel Home ¥ .
ll:l..' Network and Sharing Center

- View network status and tasks | Connect to a network | View network computers and devices

System and Security

Network and Internet ‘_L Internet Options
E Change your homepage Manage browser add-ons Delete browsing history and cookies

Hardware
Programs
User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access

Pucynok 6.26 — BikHo «Mepexa ta [HTepaer»

t_;'. Network and Sharing Center
&« v i > Control Panel > Network and Internet > Network and Sharing Center v &) Search Control Panel P

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network Access type: Internet
settings Public network Connections: & Ethernet

Change your networking settings

i Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

:] Troubleshoot prablems

Diagnose and repair network problems, or get troubleshooting information.

Pucynok 6.27 — Bikno «lleHTp ynpaBiiiHHS MEpeXaMu Ta 3arajlbHUM JTOCTYTIOM»

BinkpuBaeThcsi BiKHO «BlacTHBOCTI MEpEKEBOro aaantepa», B I[bOMY BIKHI
nepeiitu 10 nyHkty «IP Bepcii 4» Ta HaTuCHyTM Ha HbOro. B pe3ynbrari
BIIKPUBAETHCSI BIKHO HanamryBaHHs [P-mapamerpiB s naHoro cepsepa. Beectu
[P-anpecy, Macky Mepexi, BKa3aTu 103 3a 3aMoBUyBaHHAM Ta DNS-cepsep. Komu
HanamryBanns [P 3aBepiieni, HatucHyTu «OK» (puc. 6.28-6.29).

View your basic networ| _ *

T -
View your active networks d w Ethernet Properties X
MNetworking
Network
Public network Connectusing:

S Microsoft Hyper-V Network Adapter

Change your networking setting

l{'ﬁ. Set up a new conned This connection uses the following items:
-

B Client for Microsoft Networks
File and Printer Sharing for Microsoft Networks
3 QoS Packet Scheduler

W ntemet Protocol Version 4 (TCP/IPv4)

[ . Microsoft Network Adapter Multiplexor Protocol

Set up a broadband,

:l] Troubleshoot proble

Diagnose and repair

- Microsoft LLDP Protocol Driver
- Internet Protocol Version 6 (TCP/IPvE)

Install... Uninstall Properties

Description

Transmission Control Protocolflnternet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

oK Cancel

Pucynok 6.28 — BiracTuBOoCTI MEPEKEBOTO ajanrepa
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Mety

Internet Protocal Version 4 (TCP/IPv4) Properties X
Cc
General
You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
T administrator for the appropriate IP settings.
C () Obtain an IP address automatically
9 ) Use the following TP address:
[w
m IP address: 172 .30 .247 . 7
C Subnet mask: 255.255. 0 . 0
[w
] Default gateway: 172,30 .247 . 1
Obtain DNS server address automatically
Q) Use the following DNS server addresses
i
Preferred DNS server: g .8 .8 .8
Alternate DNS server: 8 .8 .4 . 4|

[ Jvalidate settings upon exit Advanced...

I oK I Cancel

Pucynok 6.29 — 3mina [P-aapecu cepBepa

[Ticns 11pbOTO BUKOHATH TMEpEBIpKYy HajamrTyBaHb [P-mapameTpiB cepBepa 3a
JIOTIOMOT'010 KOMaHAu «ipconfigy» B kKomaHaHOMY psanKy (puc. 6.30).

PS C:\Users\Administrator> ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : fe80::dd05:79d7:7801:77b7%U
IPvd Address. . . . . . . . . . . :172.30.247.7
Subnet Mask . . . . . . . . . . . : 255.255.0.0
Default Gateway . . . . . . . . . : 172.30.247.1
PS C:\Users\Administrator>

Pucynox 6.30 — [1epeBipka BukoHnanux 3min [P-aapecu cepBepa

Jlani BUKOHATH HaJAIITYBaHHS ATy Ta yacy Juist cepBepa. i 1poro BIAKPUTH
«ITapametpu» B MeHt0 «Ilyck», nani mepeiTu B myHKT MeHIO «Yac Ta MoBa» — «Jlara
1 yacy. 3MiHIOEMO MOTPIOHI MapaMeTpH, HapHUKIIaa, YacoBuil mosic Bkazyemo «UTC
+02:00» (puc. 6.31).
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& Settings
®  Administrator Time & language > Date & time
- Local Account
1 6 -51 (i\® Time zone @ Region
Find a setting Q O (UTC+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius Ukraine
24 cepnHa 2025 p.
| System @ Enable location permission for the Settings to improve time zone accuracy. Location Settings
Bluetooth & devices
”~
¥ Network & internet
/ Personalization Time zone (UTC+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius ~
BE Apps , ) - .
Adjust for daylight saving time automatically On Q
: Accounts
| $ Time & language (@  set time automatically on @D
K Accessibility
Show time and date in the System tray
W Privacy & security @ Turn this off to hide your time and date information on the taskbar On e e

@ Windows Update

Pucynok 6.31 — 3miHa mapaMmeTpiB JIaTy Ta 4yacy

3roJioM MPOBECTH YBIMKHEHHS BIIJIaJIEHOTO POOOYOro CTONy, IO JIyXKe
BOXJIMBO Ta OCOOJIMBO KOPHMCHO IS BIJIJAJICHOTO aJMIHICTpyBaHHS ceppepa. Jis
IIbOTO BIAKPUTH «JlucmeTdyep ceprepiBy, Aani odupatu «JIokaibHUN cepBep», 3HANTH
pSIOK «Bignanenui pobounii CTLI» 1 BCTAaHOBUTH «YBIMKHYTH»
(puc. 6.32).

I8 Dashboard For WIN-VK76A1VTUP4

I local Server [EECUIEEETES X

i All Servers Remote Desktop Connection X

5
WE File and Storage

i PROPERTIES

Remote Desktop Firewall exception will be enabled

1Y

—‘ You chose to enable Remote Desktop Connection for all
network connections on this computer.

To enable itfor selected network connections, open

Windows Firewall with Advanced Security

() Don'tallow remote connections to this computer
0 Allow remote connections to this computer

Allow connections only from computers running Remote Desktop
with Metwork Level Authentication (recommended)

Help me choose SelectUsers...

QK Cancel Apply

Pucynok 6.32 — BBIMKHEHHSI BiIJIaJIEHOTO JIOCTYITy JI0 CepBepa
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HactynHuM etamnom HanamTyBaHHS € JOJAaBaHHs pojield Ta KOMIOHEHTIB. Lle
0COOJIMBO BAXKJIMBO BMITH 3/IIMCHIOBATH, aJ[)K€ BiJl IbOTO 3aJICKUTh, IO POOUTHME Ta
sk Oyzae HajamrToBanmii cepep. Hampuknan, skmo BcranoButu poib « DHCP», To
JaHWI cepBep Miclis HalalITyBaHHS 3Moke BUKOHyBatu (yHkiii DHCP-cepsepa.
SIK110 1110 POJIb HE BCTAHOBUTH, TO BIH TAKUM BHJIOM cepBepa OyTH HE 3MOXKe.

B mento «/lucnetuepa cepsepiB» — «HanamryBatu 1eil JokaabHUN cepBep»
HaTUCHYTH «Jlomatu poni Ta xomMnoHeHTH». BiakpuBaerbcs «MalicTep nogaBaHHA
poiieil Ta KOMIIOHEHTIB». B mepmniii BKJIaail JgaHOTO MaiicTpa oOUpaTH THII
BCTaHOBJICHHS — «BCTaHOBJICHHS poJiel Ta KOMIOHEHTIB» (puc. 6.33-6.34).

. Server Manager

@ v Server Manager * Dashboard

WELCOME TO SERVER MANAGER
i Local Server
i All'S ) )
A o Configure this local server

3 File and Storage Services >
QUICK START

2 Add roles and features

3 Add other servers to manage
WHAT'S NEW _

4 Create a server group

5 Connect this server to cloud services

Hide

LEARN MORE

Pucynok 6.33 — MeH1o HallalTyBaHHs JIOKaIbHOTO cepBepa

.. Add Roles and Features Wizard - O X

DESTINATION SERVER

Se|ect insta||ation type WIN-VKTBATVTUPA

Before You Beain Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

- . ® Role-based or feature-based installation
Server Selection ) ) .
Configure a single server by adding roles, role services, and features.
) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | ‘ Next > | nsta
Pucynok 6.34 — BuGip Tuny BcTaHOBIICHHS B «MalcTpl BCTAaHOBJICHHS POJIeH Ta
KOMITOHEHTIB)»

B Hactynuiii Bkiagui MmaicTpa BHOMpaTHM Hall CepBEp, AK ILUIbOBHM s
BCTAHOBJICHHS POJIEH Ta KOMITIOHEHTIB Ta HAaTUCHYTU «lami» (puc. 6.35).
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.. Add Roles and Features Wizard — ] x

- - DESTINATION SERVER
Select destination server WIN-VKTGATVTUPS
Before You Beain Select a server or a virtual hard disk on which to install roles and features.
Installation Type @® Select a server from the server pool
O Select a virtual hard disk
Server Roles Server Pool
Features
Filter: ‘
Name IP Address Operating System

WIN-VK76ATVTUP4 172.30.243.252  Microsoft Windows Server 2025 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous ‘ | Next > | nstall Cancel

Pucynox 6.35 — Bubip cepBepa 110 sskoro 0y 1yTh 3aCTOCOBaHI il

B mactynHiii Bkmaami Maiictpa Oe3mocepeHbO BHOUpPATH PO, SKi CIiX
nonaté cepsepy. i 1[bOT0 MOCTaBUTH «TATOYKY» HABIPOTH MOTPIOHOI poiii Ta y
BiKHI, III0 B1IKPUBAETHCS HATHCHYTH «Jl0J1aTH KOMIIOHEHTH, MICIIs I[OTO HATUCHYTH

«Jlam» (puc. 6.36-6.37).

B Add Roles and Features Wizard - ] X
S | t | DESTINATION SERVER
elect server ro E-h Add Roles and Features Wizard x WIN-VKTBATVTUPA
— *
Add features that are required for Active Directory
i ices?
Domain Services? btion
You cannot install Active Directory Domain Services unless the Directory Domain Services

Server Roles folloewing role services or features are also installed. 1) stores information about

i on the network and makes

[Tools] Group Policy Management ormation available to users
4 Remote Server Administration Tools twork administrators. AD DS
4 Role Administration Tools pmain controllers to give
4 AD DS and AD LDS Tools k users access to permitted
Active Directory module for Windows PowerShell tes anywhere on the network
4 AD DS Tools h a single logon process.

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

‘AddFeatures ‘ Cancel ‘

< Previous Next > nstall Cancel

Pucynok 6.36 — JlogaBaHHsI KOHKPETHOI poJii Ta 1l KOMIIOHEHTIB JJIsl cepBepa
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F= Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Server Selection
Features

AD DS

DHCP Server
DINS Server

Web Server Role (IIS)

Role Services

Confirmation

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

DHCP Server

DNS Server

[] Fax Server

|E| File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[] Hyper-v

[] Network Paolicy and Access Services

[] print and Document Services

[] Remote Access

[] Remate Desktop Services

[] Volume Activation Services

Web Server (IIS)

[] Windows Deployment Services

[] Windows Server Update Services

- O

DESTINATION SERVER
WIN-VK76ATVTUPA

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

| < Previous | ‘ Next > |

Install

Cancel

Pucynox 6.37 — BuOip poseit nist cepBepa

B mactymHiii Bkiaami MaicTpa BHOWMpATH KOMIIOHEHTH, SKI CHIJ J0JaTH
cepBepy. I LIBOTO CTaBUMO «TaJIOYKY» HABIIPOTH IOTPIOHOTO KOMIIOHEHTa Ta

Ticys IIbOT0 HaTUCKaeMo «/lami» (puc. 6.38).

E Add Roles and Features Wizard

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

AD D5

DHCP Server

DNS Server

Web Server Role (IIS)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

[] Storage Migration Service

[] Storage Migration Service Proxy

[] storage Replica

+/| System Data Archiver (Installed)

[] System Insights

elnet Client

[] TFTP Client

[] VM Shielding Tools for Fabric Management
[] webDAV Redirector

/| Windows Admin Center Setup (Installed)
[] Windows Biometric Framework

[] windows Identity Foundation 3.5

[ ] windows Internal Database

|E| Windows PowerShell {1 of 4 installed)
[] Windows Process Activation Service

[] Windows Search Service

[] Windows Server Backup

[] Windows Server Migration Tools

= O X

DESTINATION SERVER
WIN-VKTEATVTUPA

Description

Telnet Client uses the Telnet protocol
to connect to a remote Telnet server
and run applications on that server.

[] Windows Standards-Based Storage Management .
< »

Install

Cancel

| < Previous | | Next > |

Pucynox 6.38 — Bubip Ta 10o1aBaHHS] KOMIIOHEHTIB
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Jlanmi, B HAcTymHIM BKJIAAIl MaWCTpa, BUOMpATH CIy>KOM pojeil, fKi ciin
nojnatu cepBepy. s bOro MOCTaBUTH «TaJOYKy» HABIPOTH MOTPIOHOI Ta MiCIs
poro HatucHyTu «[lami». Llel Bubip € Ounbl By3bKUM, HI3K BUOIp poii, ajxke, o0

foro 3poOutu, Tpeba TOYHO 3HATH, IO MAa€ BUKOHYBATH cepBep (puc. 6.39).

Jami

F= Add Roles and Features Wizard

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

DHCP Server
DNS Server

Web Server Role (IIS)

Role Services

Confirmation

- (m] X

DESTINATION SERVER
WIN-VK7GATVTUP4

Select the role services to install for Web Server (11S)

Role services Description

y
4 Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
[] HTTP Redirection
[] WebDAV Publishing
4 Health and Diagnostics
HTTP Logging
[] custom Logging
["] Logging Toals
[] ODBC Logging
[] Request Monitor
[] Tracing
4 Performance
Static Content Compression
["] Dynamic Content Compression
4 Security

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

< Previous nstal Cancel

Pucynok 6.39 — Bubip Ta qonaBanHs ciryk0 poseit cepBepa

BUKOHAaTHu HiI[TBepII)KCHHH

BCTaHOBJICHHA

BUOpaHUX poJeit

Ta

KOMITOHEHTIB 1 HaTHUCHYTH «BcTtanoButu». Po3modynHaeThCsi MpoIec BCTAHOBIEHHS
(puc. 6.40-6.41).

F= Add Roles and Features Wizard

Pucynox 6.40 — [linTBeppKeHHST BCTAHOBJICHHS POJICH Ta KOMITOHEHTIB 7S

Confirm installation selections

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

DHCP Server

DNS Server

Web Server Role (IIS)

Role Services

- [m] X

DESTINATION SERVER
WIN-VK76ATVTUP4

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
DHCP Server
DNS Server
Group Palicy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory medule for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AN NS Snan-Ins and Command-lineg Tonls

Export configuration settings
Specify an alternate source path

< Previous Next > ‘ Install | | Cancel |

BUOpaHOTO cepBepa
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f. Add Roles and Features Wizard - (] X

DESTINATION SERVER

Installation progress WIN-VKT6ATVTUPS

View installation progress

o Feature installation

Installation started on WIN-VK76A1VTUP4

Active Directory Domain Services
DHCP Server
DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

Results AD DS Tools
sults
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Pucynok 6.41 — I[Ipoiiec BCTaHOBIIEHHS poJiel Ta KOMIIOHEHTIB Miciisg BUOOpPY Ta
I1ITBEPIKCHHS

[Ticnst BcTaHOBJEHHS MEHEKEP BIAMOBIIHOI POJ 3 SIBUThCA Yy BKIAALL
«lactpymentu» B «Jlucnerdepi cepBepiB». IIpore i1HKOIM BUHHMKA€E HEOOXITHICTH
BUJIAJIUTH TIEBHY poJib Jisi cepBepa. Ll[o6 1me Bukonatu B «Jlucmeruepi cepBepiB»
HATUCHYTH «YTpaBmiHHI» — «BuUgaauTu pojii Ta KOMIIOHEHTH». B pe3synbrarti
3amyckaeTbcsi «Malictep BuUIAJIeHHS poJied Ta KOMIIOHEHTIB». BiH i€ 3a
QITOPUTMOM TaKHUM, SIK 1 B BUMAJKY JI0JaBaHHS POJICH Ta KOMIIOHEHTIB. 3BEPTAEMOCH
710 BKJIQJKU BUOOPY posieil Ta BUOMpaeMo, Ty sIKy HeoOX1JHO BUAanuTu. IligTBepanuTu

BUOIp 1 3alyCTUThCA TNpolLieC BHAAJIEHHA OOpaHOI podl Ta KOMIIOHEHTa
(puc. 6.42-6.44).

-

File Action Media View Help
@O upr o By

e Server Manager — =l X
@ ~  Server Manager * Dashboard
Add Roles and Features
= Remove Roles and Features
i Dashboard WELCOME TO SERVER MANAGER P
B Local Server Create Server Group
LB o Configure this local server Server Manager Properties
i@ ADDS -
1i DHCP
2 DNs 2 Add roles and features
& File and Storage Services b AdA othar o -
fo Iis S -
L WHAT'S NEW . Create a server group
(5] erve ale £ 155
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Re | Servergroups:1 | Servers total: 1
ray - = File and Storage
i ApDs 1 DHCP 1 2 DNS 1 [ 1
L i! — N Services
(@ Manageability ® Manageability (® Manageability (® Manageability

Events Events Events Events Battery status: 67% available (plugged in)

ae Cani San, Darfrrmanca

Pucynox 6.42 — Bubip nyHKTy MeHIO «BuganuTu posii Ta KOMIIOHEHTHY
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E.. Remove Roles and Features Wizard - O X

DESTINATION SERVER
Remove server roles WIN-VK76ATVTUP4
Before You Begin To remove one or more installed roles from the selected server, clear their check boxes.
Server Selection Roles Description

Server Roles B - - . ive Di i
Active Directory Certificate Services (Not installed) Active Directory Domain Services

Features [/ ctive Directory Domain Services] (AD D3] stores information about

Confirmation Active Directory Federation Services (Not installed] objects on the network and makes
Active Directory Lightweight Directory Services (N¢ this information available to users
Active Directory Rights Management Services (Not and network administrators. AD DS
Device Health Attestation (Not installed) uses domain controllers to give
[] DHCP Server network users access to permitted
|:| DNS Server resources anywhere on the network
Fax Server (Not installed) through a single logon process.

i [m] File and Storage Services
Host Guardian Service (Not installed)
Hyper-V (Mot installed)
Network Policy and Access Services (Not installed)
Print and Document Services (Not installed)
Remote Access (Not installed)
Remote Desktop Services (Not installed)
Volume Activation Services (Not installed)
b [ ] Web Server (IIS)
Windows Deployment Services (Mot installed)

| < Previous | | Next = | Remove
Pucynok 6.43 — BuGip podni, o Oyje BugaaeHa
X

-h Remove Roles and Features Wizard - (]

DESTINATION SERVER

Re moval pProgress WIN-VKT7EATVTUPA

View removal progress

o Feature removal
I
Removal started on WIN-VK76A1VTUP4

Active Directory Domain Services
DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools
AD DS and AD LDS Tools
AD DS Tools
AD DS Snap-Ins and Command-Line Tools

Active Directory Administrative Center

You can close this wizard without interrupting running tasks. View task progress or open this
[T page again by clicking Notifications in the command bar, and then Task Details.

< Previous Next > Close Cancel

Pucynox 6.44 — I[poriec BuganeHHss BAOpaHUX POJICH Ta KOMIIOHEHTIB

Hactynaum ertanmoMm ©0a30BOTO HaJIalITyBaHHS CEpBepa € HaJallTyBaHHS
pe3epBHOTO KoritoBaHHA. [ #ioro 31iMiCHEHHS TOJaEMO JJid cepBepa KOMIIOHEHT
«Cucrema apxiBarii manux Windows Server», 10 BIJNOBIJIa€ 3a PE3EpPBHE
KoritoBaHHsA. Pe3epBHe komitoBaHHs y Windows Server MoKHa 3[IHCHUTH BPYYHY
ab0 K IHIIMM CJIOBOM OJIHOPAa30BO a00 HaJlalITyBaTH AaBTOMAaTHYHE pE3EepPBHE
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KOITIFOBAaHHS B TIEBHUI Yac JO0OW Ta 3 TMEBHOIO YaCTOTOI0. 3a3BUYal, aIMiHICTPATOpU
BUKOPUCTOBYIOTh CaMe€ IPYTHi METOJl PE3EepPBHOTO KOIMIIOBAHHS (aBTOMATUYHE)

(puc. 6.45).

Fé Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Confirmation

Select one or more features to install on the selected server.

Features

[] ¥M Shielding Toals for Fabric Management
[] WebDAV Redirector

+ Windows Admin Center Setup (Installed)
[[] Windows Biometric Framework

[] windows Identity Foundation 3.5

[] Windows Internal Database

— a

DESTINATION SERVER
WIN-VK76ATVTUP4

Description

Windows Server Backup allows you
to back up and recover your
operating system, applications and
data. You can schedule backups, and
protect the entire server or specific
volumes.

*

[m] Windows PowerShell (1 of 4 installed)
[[] Windows Process Activation Service
[] Windows Search Service

[ windows Server Migration Tools

[] Windows Standards-Based Storage Management
[] windows Subsystem for Linux

[] Windows TIFF IFilter

[C] WinRM IS Extension

] WINS Server

+ Wireless LAN Service (Installed)

~ WoW®64 Support (Installed)

« XPS Viewer (Installed)

| < Previous | | Next > ‘ nstal

Cancel

Pucynox 6.45 — Bcranosnenns komnonenTta «Cucrema apxiBaiii qanux Windows
Server»

Bigkputu «Cucremy apxiBamii ganux Windows Server» njia HalamTyBaHHS
pe3epBHOTO KomitoBaHHSA. Hatucuytn «lHcTpymentn» — «Cucrema apxiBarii JTaHUX
Windows Server» (puc. 6.46).

[ wbadmin - [Windows Server Backup (Local)\Local Backup]

- a X
File Action View Help
e 20 B
b windows Server Backup (L -
W Local Back
# Local Backup = Local Backup =
’g You can perform a single backup or schedule a regular backup using this application. Y Backup Schedule.
¢ Backup Once.
i, Mo backup has been canfigured for this computer. Use the Backup Schedule Wizard or the Backup Once Wizard to perform a regular or one-time backup. -
ecover.
Messages (Activity from last week, double click on the message to see details) Configure Parformence Settings
i »
Time Message Description View
H e
Status
Last Backup Next Backup All Backups
Status: Status Total backups: 0 copies
Time: Time: Latest copy
-] etail -+ ] Oldest copy:
BY View details

Pucynox 6.46 — Bigkpute BikHO «Cucrema apxiBariii gaaux Windows Server»

Hanamrtyemo aBTOMaTW4YHE pe3epBHE KOIMIIOBAHHS, /I IHOTO Yy BIKHI
«Cucrema apxiBamii nmanux Windows Server» — «Jlii» HatucHytH «Po3kman
apxiBailii». Binkpuerscs HOBe BikHO «MaiicTpa po3kiaay apxiBailii», TaMm oOupaTu
tun apxiBauli «Becb cepBep» 1 HatucHytH «am». Ilicns uporo mepedtu 1o
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HACTYIHOI BKJIAJKH, J€ HaJalllTyBaTH 4yac 31HCHEHHS pe3epBHOTO

4acToTy (puc. 6.47-6.48).

{53‘ Backup Schedule Wizard

’3_.

= {—"

Getting Started

Select Backup Configuration

What type of configuration do you want to schedule?

Select Backup Configurat... © Full server (recommended)

Specify Backup Time
Specify Destination Type
Confirmation

Summary

| want to back up all my server data, applications and system state.

Backup size: 13,29 GB

(O Custom

| want to choose custom volumes, files for backup.

< Previous { Next > Cancel

KOITIFOBAHHSA

Ta

Pucynok 6.47 — [loyatok HamamTyBaHHS aBTOMaTUYHOT'O PE3EPBHOIO KOIIFOBAHHS

?{,3. Backup Schedule Wizard

)
w4

= {.}

Getting Started

Select Backup Configurat...
Specify Destination Type
Confirmation

Summary

Specify Backup Time

How often and when do you want to run backups?
© Onceaday
Selecttime of day: g9

(O More than once a day
Click an available time and then click Add to add it to the backup schedule.

Available time: Scheduled time:

< Previous Next > Cancel

Pucynox 6.48 — Bubip gacy Ta 4acTOTH pe3epBHOTO KOIIIOBAHHS

Hami

BUOWpaTH

Micle

30epiraHHsl pe3epBHUX  KOMiH, IO

OyayTh

cCTBOproBatucsa. B mpomy Bumaaky oOupaTu «ApxiBaiis Ha >KOPCTKUM JUCK IS
apxiBiB», Jaii 3MIMCHUTH Oe3MOoCcepeaHIO BKa31BKYy JTUCKA, KM caMe BiIMOBIIaTHME
3a 30epexeHHs pe3epBHUX Koriid. [IoTiM miATBEpANTH HANAIITYBaHHS Ta HATUCHYTH
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«l'otoBo». B pe3ynbraTi HMX il aBTOMAaTUYHE PE3EPBHE KOIMIIOBAHHS HATAILITOBAHO
(puc. 6.49).

Lg. Backup Schedule Wizard X
)
vid : Lo
P i Specify Destination Type
Getting Started Where do you want to store the backups?
Select Backup Configurat... © Back up to a hard disk that is dedicated for backups (recommended)
Cpecify Backun Time Choose this option for the safest way to store backups. The hard disk that you use

will be formatted and then dedicated to only store backups.

Specify Destination Type

() Back up to a volume
Select Destination Disk P

’ Choose this option if you cannot dedicate an entire disk for backups. Note that the
Confirmation performance of the volume may be reduced by up to 200 percent while it is used
to store backups. We recommend that you do not store other server data on the

Summary
same volume.

() Back up to a shared network folder

Choose this option if you do not want to store backups locally on the server. Note
that you will only have one backup at a time because when you create a new
backup it overwrites the previous backup.

< Previous Next > Cancel

Pucynox 6.49 — Bubip tuny miciis npu3HadeHHs JJi1 aBTOMAaTUYHOTO PE3EPBHOTO
KOITIIOBaHHS cepBepa

3aBmanns 3. AHamni3 cucteMHuX XypHaitiB Windows Server 2025

Jlnis pobotu 3 cucreMHuM xypHanamu y Windows Server 2025, gk 1 B 1HIINX
OC cepii Windows, BukopucToByeTbes yTmmity «llepermsia momiii». Ha poGouomy
croii HatucHyTU «Ilyck». ¥ momi nomyky BBoaumo «Event Viewer» Ta BIIKpUBaEMo
3HaWIeHy nporpaMmy. AJIBTEpHATUBHMM HUISAX BIAKPUTTI — 1e «Win + R» —

«eventvwr.msc» —  «Enter». BigkpuBaetbcs  BikHO  «llepermsm  momiii»
(puc. 6.50).

{4l Event Viewer - o X
File Adion View Help
e« o
[8] Event Viewer (Local) Event Viewer (Local) Actions
¥ Custom Views 7 : = - - =
& Windows Logs Sast S st 1 )
£ Applications and Services Log 2 Open Saved log..
)] l l ¥ Create Custom View..
To view events that have occurred on your computer, select the appropriate source, log or custom view node in the console tree. The Administrative Events Import Custom View-.
custom view contains all the administrative events, regardless of source. An aggregate view of allthe logs is shown below.
Connect to Another Computer...
| Summary of Administrative Events -] View 4
G Refresh
Event Type EventID  Source Log Lasthour 24 hours 7 days =
telp
Critical - 0 0 0 I
B Error 3 7 7
| Recently Viewed Nodes -
Name Description  Modified Created
| Log Summary =
Log Name Size (Curre.  Modified Enabled Retention Policy
Windows PowerShell 107MB/1. 24082025 173010 Enabled  Overwrite events as nece.. I
System 107 MB/2. 24082025 173020 Enobled  Overwrite events as nece.

Pucynok 6.50 — Bikno «Ilepermsin momaiii»
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V niBiii maHeNi € OCHOBHI PO3JILIHN 32 KOXKHHUM 3 SIKHX € CBIH >KypHaJl IIEBHOTO
Buny. [lepmmii 3 Hux — 1e «3actocynkn» (Kypnanm mporpam). ¥V 1pomy KypHaIT
30epiraroTbes MoAii, MOB’sA3aHi 3 POOOTOI0 MPOrpaM 1 3aCTOCYHKIB, SIKI BCTAHOBJICHI B
cuctemi. TyT MokHa 3HailiTH 1HpOpPMAII0O MPO TOMUIKU, MOMEPEIHKCHHS YU
iH(popMalliliHI TOBIIOMJICHHS BiJl MporpamMHoro 3a0esneuyeHHs. Hampuxman, sKimo
mporpaMa aBapiiiHO 3aBeplinia poOoTy abo He 3Morja 3HAaWTH MOTPIOHHH (aiid, y
KypHami Oyzae BianmoBiaHui 3amuc. Lle momomarae aaminicTparopam i KOpUCTyBadam
JI1arHOCTYBAaTH MPOOJIEMHU 3 KOHKPETHUMHM 3aCTOCyHKamu (puc. 6.51).

{d] Event Viewer
File Action View Help

o9 2@ B

2] Event Viewer (Local) Application  Number of events: 117
"m0

# Custom Views
v I Windowi Logs Level Date and Time Source EventID Task Category
B Appiication)] @ information 24082025 17:28:56 LoadPerf 1000 None I
5] security (@ Information 24082025 17:28:56 LoadPerf 1001 None
] setup (@ Information 24082025 172814 Backup 753 None
& system (@ Information 24082025 17:27:50 Security-SPP 16384 None
] Forwarded Events (@) Information 24082025 17:27:20 Security-SPP 1033 None
=) Applications and Services Log| | (i) Information 24082025 17:27:20 Security-SPP 1034 None
. Subscriptions || @ information 24082025 17:27:20 Security-SPP 16394 None
(@ Information 24082025 17:27:16 Security-SPP 16384 None
(@ Information 24082025 17:26:46 Security-SPP 16394 None
\‘i)\nformanon 24082025 17:26:46 Security-SPP 900 None
(@ Information 24082025 17:26:46 MSDTC 2 4202 ™
(@ Information 24082025 17:26:45 edgeupdate 0 None
(@) Information 24082025 172551 Security-SPP 903 None
(@ Information 24082025 17:25:50 Security-SPP 16384 None
Event 1000, LoadPerf x
General Details
Performance counters for the WmiApRpl (WmiApRpI) service were loaded successfully. The Record Data in the data section contains the new index values
assigned to this service.
Log Name:  Application
‘ Source: Loaderf Logged: 24082025 17:2856

Pucynok 6.51 — KypnHan «3acTOCyHKN»

HacrynHuii xypran — ue xypHan «Besneka». HMoro Ha3Ba roBOpHTH caMa 3a
cebe 1 med KypHajdl BUKOPHCTOBYETHCS JJIA BIJICTEKEHHS MOJIM, MOB’S3aHUX 13
0e31eKor0 cucTeMu. Y HboMY (hIKCYIOThCS SIK YCIIIIIHI, TaK 1 HEBJIaJll CIIpoOu BXOy B
CHUCTEMY, 3MIHM MpPaB KOPUCTYBauiB, cripodu nocTymy 1o ¢aiiaiB abo pecypcis, a
TaKOX 1HIII TMOJii, 0 MOXYTh BIUIUBATH Ha Oe3rneky. lle TojgoBHMI KypHa, KU
aJMIHICTPATOPH TEPEBIPSIOTh MiJ Yac aHalidy MOXJIMBUX aTak YU IOPYIIEHb
noiTUK Oe3neku (puc. 6.52).

{4l Event Viewer
File Action View Help
= 2@ B

[&] Event Viewer (Local) Security Number of events: 1936
—_———

¥ Custom Views

« I Windows Logs Keywords Date and Time Source EventID Task Category I
& Application @A Audit Success 24082025 17:2927 Microsoft Windows securit.. 4672 Special Logon
f+] Security A, Audit Success 24082025 17:2927 Microsoft Windows securit.. 4624 Logon
£ Setup 4, Audit Success 24082025 17:2927 Microsoft Windows securit... 4799 Security Group Manageme...
{] system A, Audit Success 24082025 172927 Microsoft Windows securit.. 4799 Security Group Manageme...
] Forwarded Events A, Audit Success 24082025 17:2927 Microsoft Windows securit.. 4799 Security Group Manageme...
CJ Applications and Services Log || €, Audit Success 24082025 172927 Microsoft Windows securit... 4799 Security Group Manageme..
21 Subscriptions A, Audit Success 24082025 17:2835 Microsoft Windows securit.. 4799 Security Group Manageme...
A, Audit Success 24082025 17:2835 Microsoft Windows securit.. 4799 Security Group Manageme...
A, Audit Success 24082025 17:2835 Microsoft Windows securit.. 4799 Security Group Manageme...
A, Audit Success 24082025 17:2835 Microsoft Windows securit.. 4799 Security Group Manageme...
A, Audit Success 24082025 17:2833 Microsoft Windows securit.. 4799 Security Group Manageme...
@, Audit Success 24082025 17:2833 Microsoft Windows securit.. 4799 Security Group Manageme...
2, Audit Success 24082025 17:2831 Microsoft Windows securit.. 4799 Security Group Manageme...
2, Audit Success 24082025 17:2831 Microsoft Windows securit.. 4799 Security Group Manageme...
Event 4672, Microsoft Windows security auditing. x
General Details
Special privileges assigned to new logon.
Subject: !
Security ID: SYSTEM
LogName:  Security
Source: Microsoft Windows security i Logged: 24082025 17:2927

Pucynok 6.52 — Xypnan «be3neka»
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Tperiit xypHan — 1€

£ event Viewer
File Action View Help
L AN -alll 7 lio:

Event Viewer (Local)
» L Custom Views
v [m Windows Logs
f&] Application
5] security
] setup
57\ System
{] Forwarded Events
[ Applications and Services Log|
24 Subscriptions

Expand: Completed successfully.

UYerBeptuii xxypHan — «Cucrema» (CucreMHUI KypHal). Y LbOMY >KypHaii
(bIKCYIOThCS TO1i, OB’ s13aH1 3 POOOTOIO CaMOi OMepauiiHOi CUCTEMHU. TyT MOXHa
3HAUTH TMOBIIOMJIEHHS BiJ JpailBEpiB MPHUCTPOiB, CUCTEMHHMX CIYK0 1 MOAYJIB
Windows. Hampuknan, sikimo 30iif CIpUYWHUB JpaiiBep BileoKapTH abo ciyx0a
Windows He 3Moria 3amycTuTHCs, Hoais Oyae 3adikcoBaHa came B KypHaul
«Cucrema». lle ocHoBHe mxepeno iHGopmalii [UIsi JIarHOCTHKM amapaTHUX 1

6.53).

Setup  Number of events: 104
e ————————

Level

(@ Information
@7 Information
(@ Information
(@ Information
'® Information
(@ Information
(D) Information
(@) Information
':D Information
(@) Information
(@) Information
(@ Information
'® Information
(@) Information

Date and Time

24.08.2025 17:27:12
24082025 17:27:11
24.08.2025 17:24:55
24082025 17:24:55
24082025 17:24:55
24082025 17:24:55
24.08.2025 17:24:55
24082025 17:24:55
24.08.2025 17:24:55
24.08.2025 17:24:55
24.08.2025 17:24:55
24.08.2025 17:24:55
24.08.2025 17:24:55
24.08.2025 17:24:55

«BcTaHoBieHHI)

Source

Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing

Event ID

L)

7
10
10
10
10
10
10
10
10
10
10
10
10

Task Category
m
m
m
m
U]
m
m
m
m
m
m
m
m
m

(Kypnan wnamamrtyBaHb). TyT
30epiraloTbCs 3aMucH, TMOB’S3aHI 3 IHCTASIIEI0 Ta HAJTAMTYBAHHAM CHUCTEMHHX
komnoHeHTiB Windows. Y 1poMy XypHani MOKHa NoOauuTd i1HGOpPMAIII0 PO
BCTAHOBJICHHSI OHOBJICHb, 3MIiHM KOH(QIrypamii cucremMud abo AoAaBaHHS poJei 1
dbyHKIIM Ha cepBepi. BiH HalyacTilie BHKOPHUCTOBYETHCS IJIsl aHATI3y IPOIECY
IHCTANIAIIl YW TEpPeBIPpKU, YU KOPEKTHO BIAOYJIOCS BCTAHOBJICHHS IPOTPAMHOIO
3a0e3neueHHs (puc.

Event 9, Servicing

General Details

rBackupFeature was successfully turned on.

ble update Wind rBackup of package
Log Name:  Setup
Source: Servicina Logged: 24.08.2025 17:27:12

Pucynok 6.53 — XKypnan «BcTaHOBICHHSD)

CHUCTeMHUX mpoOieM (puc. 6.54).

File Action View Help
L dN:s)al os}

Event Viewer (Local)
» [ Custom Views
~ & Windows Logs
{&] Application
=] security
[ setup
=] system

] Forwarded Events

) Applications and Services Log | (i) information

-4 Subsriptions

System  Number of events: 964
e

Level Date and Time Source EventID Task Category
@ Information 24082025 17:33:10 Service Control Manager 7036 None 1
(@ information 24082025 173305 Service Control Manager 7036 None
(@) Information 24082025 17:3304 Service Control Manager 7036 None
(@ Information 24082025 173147 Service Control Manager 7036 None
(@ information 24.08.2025 17:3008 Service Control Manager 7036 None
i 24082025 17:3004 Service Control Manager 7036 None
(@ Information 24082025 17:3003 Service Control Manager 7036 None
(@ Information 24082025 17:2949 Service Control Manager 7036 None
() Information 24082025 17:2927 Service Control Manager 7036 None
(@ Information 24082025 172319 Service Control Manager 7036 None
(@ Information 24082025 17:2821 Service Control Manager 7036 None
() Information 24082025 17:28:14 Service Control Manager 7036 None
(@ Information 24082025 17:28:14 Service Control Manager 7036 None
(@ information 24082025 172814 Virtual Disk Service 3 None
x

Event 7036, Service Control Manager

General Details

Log Name:
Source:

System

Service Control Manager Logged:

Pucynok 6.54 — Xypnan «Cucremay

The Windows PushTolnstall Service service entered the stopped state.

24082025 17:33:10
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e omnmn xypHan «llepeciani mojii» BUKOPUCTOBYETHCS Yy BHUIIAIKAX, KOJIH
HaJAITOBaHUN 301p MOMIN 13 KUTBKOX KOMIT IOTepiB y Mepexi. [lomii 3 Bimmanenunx
MAaIlliuH TIEPECHIAI0ThCSl B IEHTPAIbHUN KOMIT toTep 1 30epiratoTbes came TyT. Lle
3pyYyHO JUIS AAMIHICTPATOpiB, SIKI KEPYIOTh BEIUKOIO KIJBKICTIO CEpBEepiB abo
poOOUYMX CTaHIIii, OCKITIBKU JT03BOJISIE LIEHTPAII30BaHO BiJICHIIKOBYBAaTH BCl BaXKIIUBI
moii.

[cHye Takok Takuil BUJA KypHajiB, SIK KypHajau mporpam Tta ciyx0. lLle
CHeliali30BaHUM  PO3/i, Je 30epiraroThCs TMOMIi Bl OKPEMHX CEpBICIB abo
koMIioHeHTIB Windows, a TakoXX BiJl IeIKUX CTOPOHHIX mporpam. Hampuknazn, Tyt
MOXHa 3HaWTH >XKypHanmu ciyxou Active Directory, DNS-cepBepa um 1HIIHMX
CUCTeMHHMX poJsieil. Ha BinMiHy BiJ 3arajJbHHUX >XypHAIIB, IIed PO3/III Ja€ 3MOTY
oTpuUMaTH OUIbII JeTajdbHy 1 BY3bKOHANpaBjeHy 1HGOPMAIII0 MpO PpoOOTY
KOHKPETHHUX CITYXkO0.

Koxen xypHan MICTUTh 3allMCH TPO MOZAIl, AKI BIAHOCATHCS N0 chepu Horo
BIZIMTOBIIaILHOCTI. J{71s1 AeTanpHOTO aHami3y moii Ha Hei MOTPiOHO HATHCHYTH JBIil 1
BIIKPUETHCA BIKHO «BracTuBOCTI mofii», Ae Oyae mpeicTaBiieHa iHdoOpMalis Mpo
BUOpaHy noxito (puc. 6.55).

{4] Event Properties - Event 4672, Microsoft Windows security auditing. X

General Details

Special privileges assigned to new logon.
Subject:
Security ID: SYSTEM
Account Name: SYSTEM
Account Domain: NT AUTHORITY
Logon ID: Ox3E7
-
Driviilamae: CalccinnDriman/ TAalbanDrivilana
Log Name: Security =
Source: Microsoft Windows security i Logged: 24082025 17:34:45
Event ID: 4672 Task Category: Special Logon
Level: Information Keywords: Audit Success
User: N/A Computer: WIN-VK76A1VTUP4
OpCode: Info
Copy Close

Pucynok 6.55 — BaactuBocti noii

JUist 3py4HOCTI aHali3y >KypHaliB TmiependadeHa MOXIIHMBICTh (iabTpailii
KOXXHOTO J>KypHanmy. JlJis 11boro BUOpaBIIM TOTPIOHUHN >KypHAJ, ClpaBa B MEHIO
obupaemo «DinpTpyBaTH NOTOYHMNA >KypHaim». Jlami y BIKHI, IO BIIKPUIIOCS
BCTAaHOBUTHU TapameTpu ¢iabTpamii nmoxiil. Hampukinan, MoxHa BCTAaHOBHTH 4Yac, 3a
KWW TIOKa3yBaTH MOJIii Ta piBeHb a00 THUI MOJ1i, MOXHa (IILTPYBaTU 3a KOJIOM
noaii. BuctaButu notpiOHi napameTpu Ta HaTUCHYTH «OK» 1y BiKHI 3’SBIIS€THCS
«B1ADUIBTpOBaHUNY KypHaT (puc. 6.56-6.57).
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Filter Current Log X
Filter XML
Logged: Last 24 hours v

Event level: (] Critical (] Warning (] Verbose

@ Error [ Information

Event logs: |App|i cation o

Event sources: |

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

<All Event IDs>

Task category: I

Keywords: | -
User: <All Users>
Computer(s): <Al Computers>
Clear
| OK | Cancel

Pucynoxk 6.56 — @inpTpallito *KypHaly JJIs 3HAXO0KEHHS TOMUJIOK 32 OCTaHHI 24

Application  Number of events: 117 Actions
7 Filtered: Log: Application; Level: Error; Source: Date Range: Last 24 hours. Number of events: 3 Application =
Level Date and Time Source EventID Task Category & Open Saved log.
@error 24082025 172439 vss 8193 None ¥ Create Custom View..
'D‘ Error 240082025 17:24:39 Vss 13 None Import Custom View..
0 Error 24082025 16:41:44 Security-SPP 8198 None Clear Log..
T Filter Current Log..
Clear Filter
[] Properties
% Find..
I saveFiltered Log File As.
Event 8198, Security-SPP X Attach a Task To this Log...
General Details ﬂ Save Filter to Custom View..
View »
License Activation (slui.exe) failed with the following error code:
hr=0x80004005 I G Refresh
[Command-line arguments: ﬂ Help
Ruleld=31e71c49-8da7-4a2f-ad92-45d98a1c 79ba;Action=AutoActivate;A ppld =55c92734-d682-4d71-983e-dbec 3f16059f; Skuld=753c53a2-4274-4339-
Event 8198, Security-SPP -
Log Name: lication
? S \j Event Properties
Source: Security-SPP Logged: 24082025 16:41:44
o) i
Event ID: 8198 Task Category: None ] Attach Task To This Event..
Level: Error Keywords: Classic Hg Copy 4
User: N/A Computer. WIN-VK76ATVTUP4 H Save Selected Events..
G Refresh

Pucynok 6.57 — Pesynbratu ¢inbTpaliii Ha 3HaX0HKEHHS TOMIIIOK

Jnsa nopanpmioro a0o MI3HIMIOTO aHami3y >KypHaJl MOXKHa 30eperTH,
HaTUCHYBIIU B MeHIO «/lii» — «30epertu Bci moaii sK...» Ta oOpaTu Kyau 30epertu
daiin Ta mijg siKoro Ha3BO. MoxHa 30epiratu, ik yBech *KypHall, Tak 1 HOro yacTHHY,
OTpUMaHy HUIIXOM (iIbTpalii mofii (puc. 6.58).
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7]

@l save As X
- Administrator > Documents Actions
— Application -
Organize ¥ New folder =
Open Saved Log-
 Home ¥ Create Custom View.
Import Custom View..
R Gallery 5
Clear Log.-
T Filter Current Log..
8 Desitop Properties
& Find.

& Downloads #
b Save All Events As.

3 Documents # Attach  Task To this Log..
I8 Pictures * - x View »
G Refresh
File name: | Xypran 3actocywku 24_08_2029 Help

lly. The Record Data in the data section contains the new index values
Save as type: Event Files (*evtx) Event 1000, LoadPerf =

Event Properties
-Heefoes i St B Attach Task To This Event..
$o:ue l::dPed Logged: 24082025 172856 cony ’
Event ID: 1000 Task Category: None bed Save Selected Events..
Level: information Keywords: 3 Refresh
User SYSTEM Computer:  WIN-VK76AIVIUP4 Help

Search
Saves the log under a different name.

Pucynox 6.58 — 36epexxeHHs KypHaly

Jliist anauizy mojii y skypHaii 0e3neku 0coOJMBO KOPUCHOIO Oy/1e MOXKIIUBICTh
dinpTpanii 3a kogoM moxii. Hampukman, mis BiacTexkeHHs moai tumy «Crpoba
BXOJIy B CHCTEMY HE€ Biajacs» BiJjpuBaeMo «DuIbTpyBaTH NMOTOYHUH KypHAI» Ta
BKazyeMo Kkoja mofli «4625», 3actrocoByemo ¢uibTp. B pesynbrari mobaummo
BUMAJKA HEBAAJIOr0 BXOAY. SIKIO TakWX MOJIM OaraTo 1 BOHM 3A1MCHIOBaIUCA 3
OJTHOTO KOMIT' FOTEpa Ta OOJIKOBOTO 3amuCy KOPHUCTyBada, TO MOYXE CBIIYUTH TIPO
3JI0BMUCHI J1i (puc. 6.59-6.60).

Filter Current Log X
Filter XML
Logged: Last 7 days v
Event level: [C) Critical ["] Warning (7] Verbose

(] Error [ Information

Event logs: |59cur ty

Event sources: |

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

4624
Task category: |
Keywords: | -
User: <All Users>

Computer(s): ) Computers>

Clear

| CK Cancel

Pucynox 6.59 — ®@inpTpariis )xypHal1y 3a KOJIOM MOl
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Security  Number of events: 1939 Actions

"7 Filtered: Log: Security; Source: ; Event ID: 4625Date Range: Last 7 days. Number of events: 2 Security —
= Open Saved Log..

Keywords Date and Time Source EventID Task Category

[*Y Audit Failure 24082025 16:41:28 Microsoft Windows securit.. 4625 Logon ¥ Create Custom View..

ﬂ Audit Failure 24082025 1641:22 Microsoft Windows securit.. 4625 Logon Import Custom View..
Clear Log..

T Filter Current Log..

Clear Filter
|:| Properties
@E Find...
: - r = Ied Save Filtered Log File As..
VEvent 4625, Microsoft Windows security auditing. x Attach a Task To this Log..
General Details ﬂ Save Filter to Custom View...
|An account failed to log on. View 4
1 @ Refresh
P Security ID: SYSTEM Fele
LogName:  Security iventﬁZS. Microsoft Windows secur.. 4
Source: Microsoft Windows security : Logged: 24082025 16:4128 ] Event properties
Event ID: 4625 Task Category: Logon E‘ Attach Task To This Event...
Level: Information Keywords: Audit Failure 5 Copy »
User: N/A Computer: WIN-VK76ATVTUP4 H Save Selected Events..

- 6] Refresh

Pucynoxk 6.60 — Pe3ynbrat disnbTpalrii KypHaiay 3a KOJoM moii «4625»

Jist  aaMmiHICTpatopa pPEryJsIpHUM  KOHTPOJb JKypHalIiB € OCHOBOIO
3a0e3neyeHHs] CTAaOUIBbHOCTI Ta  3aXMIIEHOCTI  CepBEepHOi  1HGPACTPYKTYpH.
CucTtemMaTHUHUN aHaNi3 3alKCIB JO3BOJSIE HE IMINE BUSBIATH TpoOieMu, a i
MPOTHO3YBATH iX, IO MiJBUIIY€ HAAIMHICT Ta CTIAKICTH POOOTH KOPIOPATHBHOTO
cepenoBuia. Takum 4rHOM, XypHaiau noaiil y Windows BUCTynaroTh HEB1J €MHUM
IHCTpyMEHTOM  yOpaBliHHA  1HQOpMaIliiiHOI0  Oe3mexor  Ta  HIATPUMKHU
Ipare3aTHOCTI CepBEPIB.
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JlabopaTtopna podora Ne7
HanamryBanns Linux y BipTryaJbHOMY cepeaoBHUILi

Merta po0OOTH: ONaHyBaTH MPOIEC BCTAHOBJIEHHS Ta 0A30BOr0 HaAIITyBaHHS
cepBepHOi omepariiiHoi cucteMu Linux y BipTyalbHOMY CepeAoBHII, cHOopMyBaTh
MIPaKTUYHI HaBHYKH POOOTH 3 KOPHUCTyBadaMu, TpPylaMu Ta iX MpaBaMH JOCTYMY, a
TaKO 3aCBOITH MPUHIIUIIKA aBTOMATHU3aIlli a]MIHICTPATUBHUX 3aBJIaHb 32 JOIOMOT OO
Bash-ckpunriB. Bukonanus po6otu crpsiMoOBaHE Ha PO3BUTOK KOMIIETEHTHOCTEH Y
pO3ropTaHHl Ta aaMIHICTpYBaHHI Linux-cucTtem, 10 € OCHOBOK JIJIs MOJaJIbIIOTO
BUBYCHHS CEPBEPHUX TEXHOJOT1H Ta MepexeBoi iHdpacTpykTypu [15-18].

Xin pobotu

3aBaannsl. BcranoBneHnHs Ta 6a30Be HanamrTyBaHHs Linux

B mi#t poGoti nmociipKyBaTUMEMO CEpBEpHY oOIleparliiiny cuctemy Linux
Server. BcranoBumo many OC Ha BipryanbHy MamuHy Oracle VM VirtualBox. [[ns
IILOTO TOMEPEAHBO CIIif 3aBaHTaXuTH [SO-00pa3 Linux Server Ha komm rotep. Komm
BCe TOTOBO, Biakputu cepenoBuiie Oracle VM VirtualBox Ta HatucHyTH
«CTBOpHUTHY» 1 TTOYMHAETHCSI CTBOPEHHS HOBOI BIpTyalibHOI MamHA. Hamatu Ha3By
BM, Bka3zatu nanky 30epiranss ¢aini uiei BM, a takox [SO-o0pa3 Linux Server
(puc. 7.1).

-

v

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will
be used throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which may be
used to install the guest operating system.

Hazea: Linux Server '\/

(=

" Folder: E\LinuxServer

IS0 Image: D C:\Users\Andrii\Downloads\ubuntu-25.04-live-server-amd&4.iso W

Edition:
Tun:  Linux
Bepcifi:  Ubuntu (&4-bit) ‘
(] Skip Unattended Installation

(i) Detected OS type: Ubuntu (64-bit). This OS type can be installed unattendedly. The install will
start after this wizard is closed.

Aoeigka PexumM ekcnepra Hazan Mext CracysatH
Pucynok 7.1 — CtBopenns HoBoi BM Linux Server
[licns  wmporo HAa  HACTyNHIA  BKIAAIl  MPOBECTM  HAJAIITYBaHHS
aJIMIHICTPATOPCHKOIO OOJIIKOBOTO 3amucy KopucTyBaya. Jlani BUIIIUTH ONEPATUBHY

nam’sate st BM (MiniManbHuE 00csT 4096 MDB) Ta KIIBKICTh siiep mpoliecopa
(MiHIManbpHUH 06csT 2 snpa) (puc. 7.2).
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e = -
Ny CTEODWUTM BIPTYaNEHY MaLLAHY

Hardware

You can medify virtual machine's hardware by changing amount of RAM and virtual CPU count.
Enabling EFI is also possible.

™

OCHOBHA NaM'AThb: ' 4006 ME 5

4 MB 16384 ME

| ]

Processors: ' 4

1L 16 U
(] Enable EFI (special 0Ses only)

4

Aoeigka Hazag Mext CKacysaTy

Pucynok 7.2 — Buninenns OIl ta saep npoiecopa 1 BM

Jlami CTBOPUTH BIPTyaJbHHM »KOPCTKUM JUCK Ta BKa3aTH HOTO pO3Mip
(minimaneHUK po3Mmip 30 I'b) (puc. 7.3).

- —~ -
Ny CTBOpWTM BIPTYanbHY MaLLUHY

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard
disk file or select an existing one. Alternatively you can create a virtual machine without a virtual
hard disk.

© Create a Virtual Hard Disk Now
Disk Size: ' 3I5TE
4,00 ME 2,00 TE
[] Pre-allocate Full Size

() Use an Existing Virtual Hard Disk File

MopoxKHIiA

() Do Not Add a Virtual Hard Disk

Josigka Hazag Mext CKacyeaTH

Pucynok 7.3 — CTBOpeHHsI BIpTYaJbHOTO >KOPCTKOTO AUCKA

Ha nactynHiii Bkiaaui HaTUCHYTH «3akiHUuUTH». [licis 1bOro aBTOMAaTHYHO
3amyckaeTbesi ctBopeHa BM (puc. 7.4).
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Hillkommen! Bienvenue! Helcome! Aofpo nokanosaTe! Welkaom! [ Help ]
Use UP, DOWM and ENTER keys to select your language.

[ Asturianu

[ Bahasa Indonesia
[ICLERE]

[ Deutsch

[ English

[ English (LK)
[ Espafinl

[ Francais

[ Galezo

[ Hrvatski

[ Latviski

[ LietuviSkai
[ Maguar

[ Nederlands

[ Norsk bokmél
[ Dccitan

[ Polski

[ Portugués

[ Suomi

[ Svenska

[ Cestina

[ EAANVLER

[ Benapyckan

[ Pycckui

[ Cpnckwn

[ YkpaiHceka

Qo ey =i EE® Rt ol

Pucynok 7.4 — Ilepmmii 3amyck BM s BeTanoBeHHs OC

3anyckaeTbecsi cranaaptHe BctaHoBieHHsS OC Linux Server. Ha mepuomy
eTami BUOMpaeThcs MoBa — «YKpaiHcbka» Ta HatucHyTH «Enter». B HacTymHii
BKuani «HanamryBanHs KiaBiaTypu» HaJlalITyBaHHS MIATATHYTHCS aBTOMAaTHUYHO,
BIJIMOBITHO JI0 BCTAHOBJICHOI MonepeiHho MoBU. HatucHytu « Bukonano» (puc. 7.5).

HanawTuesaHHa KnaslaTupm [ Help ]
Buydb nacks, BUOEBpITE HWKYE pOSKAEAKY KASBEiaTupt afo HATWCHITE KHOMKY #BUSHEYWTA KAasiaTypu®, wof nporpama cnpofusana
ABTOMATHHHD BUSHAYWTY POSKA3AKY.

Fozknaaka: [ Ukrainian v

BapiaHT: [ Ukrainian r

[ BuaHaunTW Knaeiatypy ]

[ BukoHaHo ]
[ Hazan 1

Pucynok 7.5 — HanamryBanHst MOBH Ta KiaBiatypu s Linux Server
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B Hactynniii Bkimagmi Bubupatu tun iHctamsmii — «Ubuntu Server» 1 3HOBY
HaTUCHYTH «Enter», mo0 nmiarBepauT BUOIp Ta nepeitu aani (puc. 7.6).

() Ubuntu

Pucynox 7.6 — HanamryBanus tuny iHcTanamii s Linux Server

[ToTiM mpoBecTH MOYATKOBI HAJAIITYBaHHS MEPEKeBOi KoHpiryparlii, Ha
[bOMY €Talll BCe 3aJIMaeMo 0e3 3MiH Ta HaTUCHYTH «Enter» (puc. 7.7).

[ Help ]

MIHKBATUCA AaHMMA 13 IHWAMM KoMA'nTepama, 1 akwvi,

[ CTBOpMTH NpuB'asky »

Pucynox 7.7 — HanamtyBanHsi MepexxeBoi KoHdirypauii juist Linux Server
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B nactynHiil Bkiadii aapecy MpoKcl cepBepa 3alMIIUTH 0€3 3MiH Ta MPOCTO
HaTUCHYTH «Bukonanoy». Jlam «Axapeca a3epkana» 3aJMIIUTH 32 3aMOBUYBAaHHSM 1
nepeiitu mami (puc. 7.8).

Pucynox 7.8 — HanamryBanus «Anpeca azepkana» s Linux Server

3rogoM, B HaJalTyBaHHSX CXOBHUINA JaHUX oOupatn «Bukopucratu yBech
JMCK» Ta mepeuTu a0 omiii «Bukonanoy» (puc. 7.9).

BOPWTA HETWUNOBE

OMNOHYBAHHA CHOBVWA daHux

Eokay =R E Rt a

Pucynok 7.9 — HanamryBanHs cxoBuiia qanux s Linux Server
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[Ticas mporo, Ha Bkianui «Pe3tome (aitnoBoi cuctemMm» Bce 3aMMIIUTUH O€3
3MiH 1 HaTHCHYTH «Bukonano» (puc. 7.10).

HanawTyeaHHA CROBUWLE AaHWX

PEWME ZAMNDEOI CWCTEMMW

[/ 16.4366 HOBA extd  HOBWA AoridHWA ToM LM L
[ /hoot 2.000G HOB2 extd HOBWA pOZAin AOKAfBHWA auck * ]

AOCTYTIHT neucTPn

[ ubuntu-vg (HOBMA) Fpyna ToMie LWM 32.996G
BiNbHE Micue 16.500G

BMKOPUCTAHT TPMCTPOT

[ ubuntu-vg (HOBMA) Fpyna ToMie LWM 32.996G
ubuntu-1v HOBWR, fyae $opMaToBaHo y extd, SMOHTOBAHOD A0 7 16.4966G

[ ¥BOX_HARDDISK_VBEZ118ahS-1ctfehadh NOKAARHIA AMCK 35.000G
posain 1 HOEWA, po3aineHwk grub BI0S 1.000K
posain 2 HOBWA, GuYae $OpMATOEEHD Y extd4, SMOHTOBEHO Ao /boot 2.000G
posain 3 HOBWR, PV Mpyna ToMie LWM ubuntu-ve 32.997G

[ BukonaHo
[ CEUHYTW
[ Haszan

Pucynox 7.10 — HanamryBanss ¢aiinoBoi cuctemu it Linux Server

Jlami miATBEpIWTH MPOBEACHI HANAIITYBAaHHSA Ta MEPEUTH 1O HACTYIHOI
BKiankun — «HamamryBanHs npoduis». TyT BKa3aTu JIOTIH Ta mapojb — ciaig OyTH
O0COOJIMBO YBaXXHUM, aJK€ 3 IHUMH JaHUMU TMOTIM 3A1MCHIOBATUMETHCA BX1A Y
cucremy (puc. 7.11).

Profile configuration [ Help

Enter the username and password you will use to log in to the system. You can configure SSH access on a later screen, but a
password is still needed for sudo.
Bawe im'a:
Your servers name:  ESEOTSEIEEN
BrakiTe iM'A kopucTypava:  ERLITICIIAEIION

BufiepiTh Napob:

TiaTeEpakeHHA napona:  EESORRe

[ BukoHaHo ]

Pucynok 7.11 — HanamrryBanns npoduis aig Linux Server
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B wnactynHOoMy BIKHI OOMpaTH Yu BCTaHOBMIOBaTH 000J0HKY SSH mms
BIJJAJIEHOTO JOCTYyMy Ha UbOMy eTami, 3anumaemMo «He BcTaHOBIIOBaTI
(puc. 7.12).

[ Help ]

HWA BiaganeHyi AOCTYN 40 BAWoro Cepeepa.

AUTHORIZED KEYS

Pucynox 7.12 — HanamrryBannas SSH st Linux Server

Ha nHactymHOMy eTami TOYMHAETHCS BCTAHOBJICHHS CEPBEPHOI OmeparfiitHoi
cuctemu Linux Server (puc. 7.13).

[ Help 1

fol
mount: mount

o tmad ihScmhasmount

Komu BcranoBienHs 3aBepuieHo (Bropi mumiie «Installation Completey)
HaTucHyTH «IlepezaBanTtaxut» (puc. 7.14).
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Installation etel [ Help 1

Pucynox 7.14 — 3aBepiienns BctaHoBIeHHs Linux Server

BinOyzaerscs mnepezaBanTakeHHss BM, Komum meil mpouec 3A1HCHEHO, TO
3 ABUTHCS PAJOK BXOAY B omepauiiiHy cucreMmy. Linux Server 3a 3aMOBUYBaHHSIM €
KOHCOJIbHOIO OIEpaIifiHOI CUCTEMOIO, TOMY BCl [1i B1IOYBalOTbCS B KOMaHAHOMY
paaky. I1lo0 ne 3MIHUTH, MNOTIM BCTAHOBHMMO JOJATKOBY TIpa(iuHy OOOJOHKY
GNOME, m06 3actocyBatu aeckTonHy Bepcito 1iei OC.

[TepeOyBaroumn Ha 1IbOMY €Tari 31HCHIOEMO BXiJ] B CUCTEMY 3a TUM JIOTTHOM 1
napojieM, IO BKa3yBaJW IPH BCTAHOBJIEHHI CUCTEMH B HAJAIUITYBAHHIX MPOQLIO
(puc. 7.15).

sdministrator@admir '

Pucynok 7.15 — Bxig B OC Linux Server

65



[Ticns Bxomy mpoBecTn 0a3oBi HamamTyBaHHS. J[ns mouatky 1e Oyne
OHOBJICHHS CHCTEMH, 11100 11¢ BUKOHATH, BBECTH KoMaHy «sudo apt update && sudo
apt full-upgrade —y» Ta micns mei «sudo reboot» (puc. 7.16).

Pucynok 7.16 — Ononenns Linux Server

Jlanmi HamamrTyBaTH JaTy Ta 9ac Ay cepBepa. s mMbOro BBECTH KOMAaHTY
«sudo timedatectl set-timezone Europe/Kyiv» Ta mnepeBiputH MOTIM KOMaHJIOO
«timedatectl» (puc. 7.17).

[Ticns mporo BcraHoBUTH Tpadiunmii iHTepdeiic s Linux Server. [ns
BcTaHoBJeHHs rpadiunoro iHTepdericy (GNOME) BBectu komanay «sudo apt install
-y ubuntu-desktop». Ilicis 11i€i KOMaHAM PO3MOYMHAETHCSA IPOIEC BCTAHOBJICHHS
rpadiunoro inTepdeiicy Ha BM (puc. 7.18).

7 1ib omman k.

Pucynox 7.18 — I[Ipouiec BcTranoBieHHs rpadignoro iHTepdeiicy mist Linux Server
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Konu BcTanoBnenus rpadiunoro inrepdeiicy mis Linux Server 3aBepiieHo,
BBecTH KomaHmy «sudo systemctl set-default graphical.target» nmms Toro, mo6
CHUCTeMa BiJpa3y MpH 3alyCKy MAaIIMHMU BiJKpUBajacs B rpagiuHOMYy pexXumi Ta
MIPOBECTH Tepe3anyck ceppepa koMmanaoto «sudo reboot» (puc. 7.19).

temctl set-default graphical.target

=+ 'susrsliby tEmi

udo reboot

Pucynok 7.19 — Komana /1t aBTOMaTUYHOTO BIAKPUTTS rpadigHoro iHTepdency

[Tics mepe3aBaHTaKEHHS CHCTEMA 3aIyCKAEThCS B TpadivHOMY PEKUMIi, OTKE
HaJalTyBaHHs 31HCHEH] ycmintHo (puc. 7.20).

<) Ubuntu

Pucynok 7.20 — 3amyck cuctemu Linux Server y rpadigHomMy pexxumi poOoTH

3aBnanus 2. KepyBaHHs KOpuCTyBauaMu Ta IpaBaMu JIOCTYITY

Jigs poOoTu 3 KOpUCTyBadyaMy, IpynamMHM Ta iX IpaBaMH 3aCTOCOBYETHCS
«Tepminanm» (anamor komanmHoro psgaka Windows). s mouyaTky 3miMCHIOETHCS
nepeBipka MOTOYHOTO KOPUCTyBaua KOMaHJ00 «whoami». Ile mokaxe, mig sIKUM
KOPUCTYBaueM MU 3apa3 mpairoemo. [ 611b110CTI KOMaH 1 HaJlallTyBaHHS OTPi0HI
npaBa CylnepKopucTyBaya (root).

JIJisi CTBOpEHHA HOBOT'O KOpucTyBaya BBecTH koMmaHAy «sudo adduser <im’s
KOpucTyBaua>». CucTemMa NONpPOCUTh BBECTH MapoJib IJii HOBOTO KOPUCTyBada Ta
JesiKl 1I0AaTKOBI JaH1 (MOKHA MPOIYCTUTH, HaTUCHYBIIU Enter) (puc. 7.21).

=5
:-$ sudo adduser student
: Adding user ‘student' ...
: Selecting UID/GID from range 1000 to 59999 ...
: Adding new group “student' (1001) ...
: Adding new user ‘student' (1001) with group ‘student (1001)' ...
: Creating home directory °/home/student' ...
: Copying files from °/etc/skel' ...
New password:
Retype new password:
passwd: napoAb BAanoc 3MiHeHo
3mina iHdopmauiil npo kopucTyBaua student
BeeaiTb HoBe 3HaueHHA abo HaTUcHiTe ENTER AnA TMNOBOro 3HAYeHHA
Im'a nosuicTi []:
Homep kimHaTth []:
Pobounit Tenepon []:
JomawHin TenedoH []:
IHuwe []:
Is the information correct? [Y/n] Y
info: Adding new user ‘student' to supplemental / extra groups ‘users' ...
info: Adding user “student' to group ‘users' ...

B |
Pucynok 7.21 — CTBOpEHHS HOBOTO KOPUCTyBaya
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[Ticas mporo mepeBipUTH CTBOPEHOTO KOPHCTyBauda MOXKHA KOMaHAow «id
username». L{s komanna nokaxke UID, GID 1 rpymnu, 10 SIKHX HaJ€XUTh KOPUCTYBaY.

CTBOpEHHS HOBOI IpynH BiAOYBa€ThCS MOAIOHO A0 CTBOPEHHS KOPUCTyBaya Ta
3aidcHIOEThCS KoMmaHnoo «sudo groupadd <uasBa rpymu>». [ns monaBaHHs
KOpHCTyBada JI0 TPYNU BUKOPUCTOBYEThCS KomaHnaa «sudo usermod -aG <ua3a
rpyni> <iM’s KOpUCTyBaua>». «-a(G» O3Hayae J10JaTh KOPHCTyBaya /0 JOAATKOBOI
Ipyny, HEe BUAAISAIOUH 3 IHIIHUX TPYII.

JUis mepeBipKM WIEHCTBA B TIpyll MHMIIEMO KOMaHIy «groups <IM’d
KopucTyBaua>» (puc. 7.22).

sudo groupadd Students KI

sudo usermod -aG Students KI student

2
3
S
3

:- S groups student
student : student users Students KI

s 1

Pucynok 7.22 — Po6ora 3 rpynamu B Linux Server

Jist  3MiHM  maposisi  KopucTyBaua 3actocyeMo «sudo passwd <im's
KOpHCcTyBaua>». BBecTu HOBHII apoJb /IBiul.

1100 meperyisiHyTH 1CTOPi0 BXOJY KOpHUCTyBauya BUKOPHUCTATH KOMaHTy «last
<IM’sl KOpHCTyBada>.

[lepeBipka npas goctyny a0 (paitity — «lIs -1 filenamey». Buia nokasye npasa y
dbopmarti rwx JJid BIIACHUKA, TPYIH Ta 1HIIUX.

3MiHa BlIaCHUKA Ta rpynu (aility 31iicHI0eThbcsl KOMaHI010 «sudo chown <iMm’st
KOpHUCTyBaua>:<Ha3Ba rpynu> filename» (puc. 7.23).

administrator@adminserv: ~

1% touch my file.txt
~5
1S sudo chown student:Students_KI my_file.tx
sudo] password for administrator:
=5
Pucynok 7.23 — 3Mina BinacHuka ¢aiiny B Linux Server

3MiHa TpaB JOCTYMy 3[IACHIOEThCS KOMaHAOK «chmod» uyucnoBum abo
CUMBOJIIYHUM criocobom. Hampuxnaa, «chmod u=rwx,g=rx,o=r filename» -
cUMBOJIlYHUM cmoci0; «chmod 754 filename» — aHajgoriyHuii mNOMEPiAHROMY
yucnoBui cnocid. O0u1Ba BUKOHYIOTh OJIHY 1 Ty K (DYHKIIiFO.

[TepeBipky 3miH 371iicHIOEMO KOMaH0t0 «Is -1 filename» (puc. 7.24).

touch test.txt

chmod 754 test.txt
chmod u=rwx,g=rwx,o=r test.txt

: ls -1 test.txt
-rwxrwxr-- 1 administrator administrator 0 cep 22 14:18

$

Pucynox 7.24 — 3mina mpaB a1 KOpUCTyBadviB 11010 ¢aitry B Linux Server
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Jlis  anMiHICTpYBaHHS cCepBepa MOTPIOHO BMITH MEPErSIHYTH CIHCOK
KOPHUCTYBadiB y cuctemi — komanaa «cut -d: -f1 /etc/passwdy», mepernsHyT! rpymnu y
cuctemi «cut -d: -fl /etc/group», 3abmokyBatu KopuctyBada — «sudo usermod -L
username» Ta po30J0KyBaTH KopucTtyBada «sudo usermod -U usernamey, BUIATUTH
kopuctyBada «sudo deluser username» (puc. 7.25).

sudo usermod -L student

S
S
S sudo usermod -U student
S
S

sudo deluser student
info: Removing crontab
info: Removing user ‘student' ...

Pucynok 7.25 — HanamryBanss kopuctyBaya B Linux Server

3aBnanHs 3. ABToMaru3anis 3aBaanb y Linux 3a nonomororo Bash-ckpurnris

VYV cucremax Linux yacTo BHHHMKae noTpeda y peryjisspHOMY BHKOHaHHI
OJHOTUITHUX 3aBJaHb: CTBOPEHHS PE3EPBHUX KOIMil, OUMIIEHHS JIOTiB, MOHITOPUHT
CTaHy CHCTEMHU TOIIO. 3aMICTh TOr0, 1100 BUKOHYBaTH iX BPY4YHY, aJAMIHICTpATOpU
3aCTOCOBYIOTh Bash-ckpuntu — TekcToOBI mporpamu, siki BUKOHYIOThH MOCHIIOBHICTb
KOMaH/I.

ABTomaru3alis 3a gomnomoror Bash mae mepeBaru: 3MEHIIEHHS KUIBKOCTI
OJHOTUITHOI TIOBTOPIOBAHOi pPOOOTH; YHUKHEHHS IOMWIOK, 110 BHUHUKAIOTH IpPHU
PYYHOMY BHKOHAHHI; MOJKJIUMBICTb IOBTOPHOIO BUKOPUCTaHHS CKpHUIITIB Ta
1HTerparis 31 CIIy00k0 IJIAHYBaHHS «Crony ISl 3aIyCKYy 32 PO3KIIAIOM.

Hampuknan, ctBopumo Bash-ckpunt «backup.shy», sikuii apxiBye BkazaHui
Katayor y miananky ~/backups/. [{ns uporo cTBoproeMo miananky komasaorw «mkdir
-p backups», nani cTBOproeEMO cam CKpUIT — «nano backup.sh» (puc. 7.26).

#1/usr/bin/env bash
# backup.sh - npocTWid CKpWNT pe3epBHOro KOMiWBaHHA
# BukopucTaHHA: ./backup.sh /wnAax/po/kaTanory

src="%$1"

dest="$¢HOME /backups"

ts=$(date +%v-%m-%d_J%H-%M-%S)

file="backup %$(basename "$src") $ts.tar.gz"

if [[ -z "$src” || | -d "$src” ]]; then
echo "Momunka: noTpibHo BKazaTW icHywuwi katanor."
exit 1

fi

mkdir -p "$dest”
tar -czf "$dest/$file” -C "$src” . || { echo "Momunka npu cTeBOpenHi apxisy"; exit 2; }

echo "Bbekan cTBopeHo: $dest/$file"

Pucynox 7.26 — Kon Bash-ckpunty asis cTBopeHHS pe3epBHOI KOMii KaTajaora
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[licass Toro, SK CKpPHUNT CTBOPEHO 3acTOCOBYeEMO KoMaHau «chmod +x
backup dir.sh», «./backup dir.sh /etc» Ta «ls -1h backups».

o0 kparmie aBTOMaTU3yBaTU pOOOTY IBOIO CKPUITA, NOTPIOHO 3aIljlaHyBaTH
moneHanid Oexam /etc o 07:00. st mboro 3acTOCyeThCS KOMaHIa «crontab —ey.
Homatu  psgok  «00 7 * * *  /home/SUSER/backup.sh /etc >>
/home/$USER/backup cron.loy. Ileperiisan HamamryBaHHs 3A1HCHIOETHCS KOMAH OO
«crontab —I».
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[apopmaniitni Mepexxi Ta aaMIHICTPYBaHHSA: METOJUYHI BKa3iBKH J0
nabopaTopHUX PpoOIT misi 37100yBadiB mepmoro (06akamaBpChKOTO) PiBHS
BUIIOI OCBITH OCBITHBOI Mporpamu «IHdopmariiiiHi cucteMu Ta TEXHOJOTI]

1-74 oxopoHn 1 Oe3meku» ramy3t 3HaHb 12(F) Iadopmarmiitni TexHomorii
cnemianbHocTi 126 (F6) Indopmarniiini cucreMu Ta TEXHOJNOTI] JEHHOI Ta
3aouHoi (opm HaBuannsa / yxman. H. B. barmiok, K. fI. Boprauk. Jlympk:
JIHTY, 2025. 73 c.

Metoauune BuAaHHA A0 JabopaTopHHX poOIT 3 mucHumiinu «lHdopmartiiiai
MEpeXKi Ta aMIHICTPYBaHHS» CKJIaJCHE BIAIIOBIIHO 0 J1I0Y01 IpOrpaMu Kypcey.

[lpusnauene 1 3700yBadiB  BUIIOI  OCBITHM  croerianbHOocTi 126 (F6)
[HdopmartiitHi cucTeMu Ta TEXHOJIOTIT OCBITHROI porpamu «lHopmarriitHi cuctemu Ta
TEXHOJIOT1i OXOPOHU 1 O€3MEKM».

KoM’ rotepuuii HaO1p H. B. barnmok
Penaktop H. B. barntok
[lign. mo Apyky «__ » 2025p.

®opmar 60x84/16. [Tamip odc. 'apHiTypa Taiimc.
YM. IpyK. apk. . Tupax 10 npum. 3am.

Bigain imipky Ta mpoMortiia
JIyuibKOTO HaIllOHAIBHOTO TEXHIYHOTO YHIBEPCUTETY

43018, m. JIymek, Byn. JIbBiBChKa, 75



