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BCTYII

Po3Butok  iHMOpMaALIMHUX ~ TEXHOJOTIM  XapaKTEPU3YEThCS  IIBUIKUM
3pOCTaHHSIM TOTpeOH y BHCOKOKBamiiKoBaHUX (axiBIX, 3IaTHUX 3a0e3leuyBaTH
e(peKTUBHE (PYHKIIIOHYBAaHHS KOMIT IOTEPHUX Mepex Ta cucrteM. Po3BuTok 1iudpooi
eKOHOMIKH, 3pOCTaHHS 00CSTIB JaHUX Ta YCKJIAJAHEHHS 1HPPACTPYKTYpH MPU3BOIATH
70 TIABUINEHHS BHUMOT [0 aAMIHICTpyBaHHS 1H(OpMaLIHHUX pecypciB. Y IHX
yMOBax OCOOJIMBOI aKTyaJIbHOCTI HAaOyBa€ MiJrOTOBKAa MaWOYyTHIX 1HXKEHEpIB, SKi
BOJIOAIIOTh TPAaKTUYHUMHU HaBUYKAMHU HaJANITyBaHHS, MIATPUMKH Ta 3aXUCTY
MEPEKEBUX TEXHOJIOT1H.

MeTor0 BUKOHaHHS TAOOPATOPHUX POOIT € 3aKpIMICHHS TEOPETUYHUX 3HAHD Ta
HAOyTTS MPaKTUYHUX HaBUYOK 3 aIMIHICTPyBaHHS KOMIT IOTEPHUX MEPEX 1 CHCTEM, a
TaKOX 3aCTOCYBaHHS I1X JUIsl PO3B’S3aHHs MNPUKIAJAHUX 3aBJaHb, IOB’A3aHUX 13
IPOEKTYBaHHAM, HaJalITyBaHHSAM 1 3aXHUCTOM MEpEXeBOi 1H(QpacTpykTypu. Y
mporieci poOoTH 3100yBaul BHUIOI OCBITH IOBHMHHI OIAHOBYBAaTH CYYacHi
IHCTpPYMEHTH Ta TEXHOJOrIl, IMpaloBaTd 3 IHCTPYKTUBHUMU MaTeplajiamH,
OQIIIAHOI0 JOKYMEHTAII€I0 Ta CHEIlali30BaHUM MPOTrpaMHUM 3a0€3MEeUEHHSIM,
3HaXOJUTH aJITOPUTMU BUKOHAHHS TEXHIYHUX 3aBJaHb 1 3aCTOCOBYBAaTH iX Ha
MPaKTHIII.

JUiss  BUKOHaHHS J1a0OpaTOpHUX POOIT BUKOPHCTOBYETHCSA  BIPTyajbHE
cepenoBuile, iHTEpdec KOMaHIHOTO psiaka, MepexkeBl cepBicu Windows Server 1
Linux, a TakoX yTWIITA JUJIsl aHaji3y Ta JIarHOCTUKU Tpadiky. BukxoHanHs poOit
cupsiMOBaHe Ha BceOlyHe (OpMyBaHHS NPUKIAAHUX KOMIETEHTHOCTEH y cdepi
KOMIT FOTEPHOT 1HXKEHEPii, Kl € HEOOXiJHOI CKJIAJOBOI MIATOTOBKM MallOyTHIX
(haxiBIIiB.

Buxonytoun nabopaTopHi poOOTH, CTYAEHTU OTPUMYIOTh MPAKTUYHUN JOCBIJ
po6otu 3 IPv4- Ta [IPv6-anpecarri€to, 0OCBOSITh MPUHIIUIIN MOOYIOBU Ta CETMEHTAIlil
MEpeX, BHUBYAIOTH OCHOBH (YHKIIIOHYBAaHHS MEPEKEBUX TMPOTOKOIIB 1 CIYXO,
3aCBOIOIOTh METOJAM AJMIHICTPYBaHHS CEpBEPHUX pPOJIEH, HalTalITyBaHHS T'PYHNOBHX
MOJIITUK, OpraHizaiii BiJJAJICHOr0 JOCTYMy, CTBOPEHHS Ta MIATPUMKH BeO- 1
FTP-cepBepiB. OcobiuBa yBara mpuiiiasieThCs MATAHHIM 1HGOpMaIliiiHoI Oe3nekH,
BKJIFOYAIOYM BUKOPUCTAHHS 3aC001B MOHITOPUHTY, ayAUTIB Ta MPOTHUII 3arp0O3aM.

BukonanHss naGoparopHux poOIT cCHpusie PO3BUTKY HABUYOK aHaNI3y
MEPEeKEBUX TOJINA, TOMYKYy Ta YCYHEHHS HECTIpPAaBHOCTEW, MPaBUIHLHOTO
JOKYMEHTYBaHHSl ~ pe3yJbTaTIB HaJallITyBaHb 1 NPUUHATTS  OOIPYHTOBAHUX
IHKEHEepHUX pimeHb. KpiM Toro, cryaeHTH (OpMyIOTh YMIHHS MpalfoBaTH 3
TEXHIYHOIO JTOKYMEHTAIII€10, 3aCTOCOBYBAaTH CTAHJIAPTH W MPOTOKOIHM Yy MPAKTUYHUX
YMOBAaX, OL[IHIOBAaTH €(PEKTUBHICTh Ta O€3MEKY MEPEKEBUX PILIEHb.

Bcei CTYICHTH 000B’A3KOBO aBTOPHU3YIOTHCS Ha matgopMi
https://www.netacad.com Tta peectpytorbcas Ha Kypcu CCNA. Kypc «Berynm no
Mepex» Ha tatdopmi https:// www.netacad.com.

TakuM uYnMHOM, METOIWYHI BKa3IBKM 3a0€3MEUyIOTh MPAKTHUYHY CKJIAIOBY
MiATOTOBKH 3/100yBadiB BUIOT OCBITH 3a criemiaibHICTIO « KoM toTepHa 1HXEeHepish»
Ta CTBOPIOIOTH OCHOBY Ui (opMyBaHHA TPO(EciiHuX KOMIIETEHTHOCTEMH,
HEOOX1THUX Y cdepl aAMIHICTPYBaHHS KOMIT IOTEPHUX MEPEXK Ta CUCTEM.



JlabopaTopHna pobora Nel
O064ucsenns nmigmepex IPv4

Meta po6oTu: 3aKkpimieHHs 3HaHb 100 BuU3HaueHHs [P-aapecu Mmepexi Ha
OCHOBI 3a7aHoi [P-afgpecu Ta Macku miamMepexi.
Xing pobotu
3amoBHITh HaBEJEHI HIDKYE TaOJNMIN BIAMOBIAAMHU Tpo 3amaHy I[Pv4-amapecy
BYy3JIa, BUX1HY Ta HOBY MacKu miaMepexi [1-7].

3aBganag 1.
Hano:
[P-anpeca By3na: 192.168.21.156
BuxinHa Macka miamepexi: 255.255.255.0
Hosa macka miamepexi: 255.255.255.224
3HalTH:

KinbkicTs OiTiB y miaMepexi

KifbKiCTh CTBOPEHHX ITiIMEPEX

KinpkicTh By370BHX OITIB y migMepexi

KinbKicTh By37iB y miaMepexi

MepexHa azpeca i€l mamMepexi

[Pv4-anpeca nepiioro By3:ia B Lil miaMepexi

[Pv4-anpeca oCTaHHBOTO By3J1a B MM MiIMEPEKi

[lInpoxomoBHa [IPv4-anpeca miel miagmepexi

3aBaHHs 2.
Hano:
IP-anpeca By3ina: 10.11.82.147
BuxigHa Macka migMepexi: 255.0.0.0
HogBa macka niamepexi: 255.255.128.0
3HauTH:

KinpkicTb GITIB y miamMepexi

KinbkicTh CTBOPEHUX MiAMEPEK

KinbKicTh By3710BHX OITIB Y HiAMeEpexi

KinpkicTh By31iB y miiMepexi

MepesxHa anpeca i€l miamepexi

[Pv4-aapeca nepioro By3ina B i miaMepexi

[Pv4-anpeca ocTaHHBOTO By3JIa B IIiH MiAMEpPExKi

[MupoxomoBHa [Pv4-anpeca i€l miamepexi




3aBaaHHs 3.

Hano:

[P-anpeca By3na:

172.22.67.24

BuxigHa macka miaMepexi:

255.255.0.0

Hosa macka miamepexi:

255.255.224.0

3HaiTH:

KinpkicTs OiTiB y miaMepexi

KinbKicTh CTBOPEHUX MiAMEPEK

KinpkicTps By31m0BHX OITiB Y HiaMepexi

KinbkicTh By3IIiB y miaMepeski

MepexxHa azmpeca i€l mamepexi

[Pv4-anpeca nepmioro By3ina B I miaMepexi

[Pv4-anpeca ocTaHHBOTO By371a B LM MmigMepexKi

[HupoxomoBHa [Pv4-anpeca i€l miamepexi

3aBmaHua 4.

HaHo:

IP-anpeca By3na:

192.168.7.38

BuximHa Macka miaMepexi:

255.255.255.0

Hosa macka miamepexi:

255.255.255.252

3HalTH:

KinbkicTs OITIB y miaMepexi

KinbKicTh CTBOpEHHX MiIMEPExX

KinbkicTb By3710BUX OITIB y MigMeEpexki

KinbKicTh By37iB y miiMepexi

MepexHa anpeca 1i€i miamepexi

IPv4-anpeca nepiioro By3ia B il HiAMepexi

IPv4-aagpeca ocTaHHBOTO By3I1a B 1M MigMepexi

[MupoxomoBHa IPv4-anpeca miel miamepexi

3aBaHHA 5.

Hano:
IP-anpeca By3na: 132.125.9.75
Buxinna Macka miamepexi: 255.255.0.0

Hogsa macka miamepexi:

255.255.255.0




3HaiTu:

KinbkicTh GITIB y miaMepesxi

KinbKicTh CTBOPEHUX MiAMEPEK

KinbKicTh By3710BHX OITIB Y HiaMepexi

KinbkicTh By3JIiB y migMepeski

MepexxHa azpeca i€l mamepexi

[Pv4-anpeca nepiioro By3:ia B il migMepexi

[Pv4-anpeca ocTaHHBOTO By3JIa B IiH MiAMEpexi

[MupoxomoBHa [Pv4-anpeca i€l miamepexi

3aBaaHHA 6.
HaHo:
IP-anpeca By3na: 192.144.123.137
Buxinna macka migmepexi: 255.255.255.0
Hosa macka miamepexi: 255.255.255.248
3HaiTu:

KinpkicTs OiTiB y miaMepexi

KinbKicTh CTBOPEHUX MiAMEPEK

KinbKicTh By3710BHX OITiB y HiaMEpexi

KinbKicTh By37iB y miiMepexi

MepexHa anpeca 1i€i miamepexi

IPv4-anpeca nepiioro By3ia B il HiAMepexi

IPv4-aapeca ocTaHHBOTO By3I1a B I1iH MigMepexi

[MupoxomoBHa IPv4-anpeca miel miamepexi

Jaiite BiAMOBiAb Ha 3anuTaHHd. JlaiiTe XapaKTEpUCTHKY MAaCKH IiIMEpEexi.
YoMy macka miiMepexi Tak BakiauBa npu anamisi [Pv4-agpecu? [1-3, 5-7].




Jlabopatopna podora Ne2
Buxopucranns Wireshark nans neperssiny Mepe:kHOro tpagiky

MeTta poOOTH: HABUUTHCS aHANI3yBaTh Tpadik, BAKOPUCTOBYIOUH MTPOTPAMHUN
aHai3aTop MPOTOKOJIIB (a0 mporpama «rmakeTHuil cHidep») Wireshark.
Teopernuni BimomMocTi
B nmanomy 3aBmanni motpiOHonllepexonutu Ta mpoaHanmizyBaTH JIOKajdbHI Ta
Binnaneni ICMP-gani 3a nomomororo Wireshark (puc. 2.1) [1].

< Internet ?

Default Gateway Router

Pucynok 2.1 — Tonosorist mepexi

Wireshark — 1ne mnporpamMHuii aHamizatop MNPOTOKOIIB abo mporpama
«makeTHUW  cHidep», sSKa BUKOPUCTOBYETHCS [JISl TOIIYKYy Ta YCYHEHHS
HECITPaBHOCTEW Mepexki, aHaji3y MOBIIOMIIEHB, PO3POOKH MpOrpam Ta MPOTOKOIIB, a
TakoX Juig HaB4yaHHs. [li1 yac mepemadi JaHUX depe3 Mepexy, CHiPep «3aXOruIoe)
KOXeH npoTokoyibHUM 070k ganux (PDU) 1 Moxke nekoayBaTH Ta aHali3yBaTH HOTO
BMICT 3rigHo 3 BiamoBigauMu RFC abo inmmmum crnernudikamismu. Wireshark e
KOPUCHUM IHCTPYMEHTOM JIJIsl BCIX, XTO MPAIIO€ 3 MepexkamMu. Y il 1abopaTopHiii
pob6oti Bu Oynere BuxopuctoByBatu Wireshark mns mepexomnenus [P-ampec 3
ICMP-noBinomnenns Ta MAC-anpec 3 Ethernet-kaapa.

Heooxiau1 pecypcu: 1 IIK 3 OC Windows Ta goctynom 10 mepexi [HTepHer.
Honatkosi IIK B nokaiibHii Mepexi OyayTh BUKOPUCTOBYBATUCH ISl BIATIOBiAEH Ha
ping-3amuTH.

[Tepexomenns ta anami3 jgokaabHux ICMP-nanux 3a gomomororo Wireshark.
VY naniii maboparopHiii poOoTi moTpiOHO mnepeBiputu 3B’A30k 3 iHmUM [IK B
JIOKAJBHIA Mepexi 3a JIONMOMOrOK KOMaHAM ping Ta TEPEXONMUTHU 3reHEPOBaHI
ICMP-3anutu Ta ICMP-Bianosiai, BukopuctoBytoun Wireshark. Takox po3risiHyTu
BMICT MEPEXOIUICHUX KaJpiB i OTpUMaHHS meBHOi iHopwmarii. el ananiz mae



JOTIOMOTTH  3’SICYBaTH, $K 3arojlOBKA TIOBIJOMJICHb BHUKOPHUCTOBYIOTHCS JIS
TPaHCTIOPTYBAHHS JAHUX JIO MICIIS TPU3HAYEHHS.
Xin pobotu
1. Busnauenns agpec mepexnoi artu 11K:
— BIJIKPUTH BIKHO KOMaHJIHOTO psaka Windows;
— Yy KOMaHJHOMY DsIIKy BBecTH KomaHAy ipconfig /all, mo0 mnepernsHyTu
[P-anpecy, MAC-anpecy, onuc mepexnoi miatu [1K (puc. 2.2).

C:\Users\Student> ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . : DESKTOP-NB48BTC
Primary Dns Suffix .

Node Type . . . . « « <« . « . . . : Hybrid

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Ethernet:

Connection-specific DNS Suffix .

Description . . . . . . . . . . . : Intel(R) 82577LM Gigabit Network Connection
Physical Address. . . . . . . . . :00-26-B9-DD-00-91

DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : feB80::d809:d939:110£f:1b7£%20 (Preferred)
IPv4 Address. . . . . . . . . . . :192.168.1.147 (Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.1.1

<output omitted>

Pucynok 2.2 — Ilepernsin IP-aapecu, MAC-anpecu ta onuc mepexHoi miatu 1K

[Tpumitka. 3anurtaiite wiena ado wieHiB komauau npo [P-aapecy ix TIK Ta
HajganuTe M
[P-anpecy coro I1K. Ha nibomy erami He noBimomiistiite im cBoro MAC-anpecy.

2. 3anyck Wireshark 1 mouaTok nepexonyieHHs 1aHuX.

[Tepeiinith 1o Wireshark. J[Bidi HaTHCHITH Ha MOTPIOHOMY 1HTEpdelci, 1Moo
po3moyaTtd MEpPeXOIUIeHHs NOoBIAOMIIEHb. [lepekoHaiiTecs, 1O Ha MNOTPIOHUU
iHTepdeiic HagxoauTh Tpadik. Y BepxHiW yacTuH1 BikHa Wireshark psnku manmx
HOYHYTh NMPOKPYUYyBaTUCS AOHU3Y. PSIKU NaHUX, 3aJI€KHO BiJl IPOTOKOJY, MaTUMYTh
pi3He 3abapBieHHA. BOoHM MOXYyTh NpOKpydyBaTuCs Ayke MBUAKO. [IIBUAKICTH
3ajieKaTUME B1J] IHTEHCHUBHOCTI CIIUIKYBaHHS, SKE€ 3apa3 BiOyBaeThcs MK Barmmm
[1K Ta iHImIMMU By3J1aMH JIOKJIBHOI Mepexi. [IJist mosieTIeHHs eperisiany AaHuX, sKi
nepexortoe  Wireshark, Ta momanmpmioro ix ompaiioBaHHS MOXHa 3aCTOCYBaTH
b1apTpH.

VY miit naboparopHiit poOOTI HAC IIKABUTh BIIOOPaKEHHS JIMIIE MOB1IOMIICHb
nporokoiny ICMP (ping). HaGepits icmp y momi Filter y BepxHili 4yacTHHI BiKHA
Wireshark 1 Hatuchite abo Enter, abo kHomky Apply (3HA4OK CTpPUIOYKH), 1100
nepersiatd Tiabku [CMP-noBimomieHHs. Sk HacHiAOK 3acTOCYBaHHS IHOTO
G1IBTpY BCl JaHl y BEpXHINM YacTHHI BIKHA 3HUKHYTh, aj€ MpPOLEC MEepPEeXOIICHHS
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Tpadiky Ha MepexHId muati/intepdeiici npomoBxyeThes. IlepeiniTh a0 BikHA
KOMaHJHOTO psinka Ta npominryirte [P-agpecy, namany wienom Bamoi komanmu
(puc. 2.3).

C:\>ping 192.168.1.114

Pinging 192.168.1.114 with 32 bytes of data:

Reply from 192.168.1.114: bytes=32 time<lms TTL=128
Reply from 192.168.1.114: bytes=32 time<lms TTL=128
Reply from 192.168.1.114: bytes=32 time<lms TTL=128
Reply from 192.168.1.114: bytes=32 time<lms TTL=128

Ping statistics for 192.168.1.114:
Packets: Sent = 4, 0 (

Approximate round trip times in milli-seconds:

Received = 4, Lost % loss),

Minimum Maximum Oms, Oms

Oms,

Average

Pucynok 2.3 — Ilinr IP-agpecu

3BEpHITH yBary Ha Te, IO JaHl 3HOBY 3 SIBISIOTHCSA Y BEPXHIM YaCTHHI BIKHA
Wireshark (puc. 2.4).

£ Capturing from Ethernet - ] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
(| de RERe=2ZP LI EQAQAQAH
| W Jicmpl %] ~| Expression...  +
No. Time Source Destination Protocol Length Info
== 3 108.696465 192.168.1.147 192.168.1.114 ICMP 74 Echo (ping) request id=8xeeel, ..
-— 4 10.781836 192.168.1.114 192.168.1.147 ICMP 74 Echo (ping] reply id=exeeel, ..
5 11.718986 192.168.1.147 192.168.1.114 ICMP 74 Echo (ping) request id=0xeeel, ..
6 11.805097 192.168.1.114 192.168.1.147 ICMP 74 Echo (ping) reply  id=ex@eel, .
7 12.734584 192.168.1.147 192.168.1.114 ICMP 74 Echo (ping) request id=0x@e01, ..
8 12.829155 192.168.1.114 192.168.1.147 ICMP 74 Echo (ping) reply id=exeeel, ..
9 13.758216 192.168.1.147 192.168.1.114 ICMP 74 Echo (ping) request id=exeeel, ..
10 13.853254 192.168.1.114 192.168.1.147 ICMP 74 Echo (ping) reply id=exeeel, ..
» Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @ A
v Ethernet II, Src: Dell_dd:@@:91 (©0:26:b9:dd:00:91), Dst: Apple_le:80:72 (28:37:37:1e:80:72)
Vv Destination: Apple_le:8@:72 (28:37:37:1e:80:72)
Address: Apple 1e:80@:72 (28:37:37:1e:80:72)
B0 ... sies wue. .... = LG bit: Globally unique address (factory default)
....... @ .... 2222 sass .... = IG bit: Individual address (unicast)
v Source: Dell_dd:@@:91 (@@:26:b9:dd:@@:91) v
0000 le 80 72 @@ 26 b9 dd @@ 91 08 @0 45 00 [E&..r.& ...... E.
%3:9&61%9@8091 80 0@ co ad el 93 ce a3 eBeene cnnanaas
@1 72 @3 @@ 4d 4a @0 @1 @8 11 61 62 63 64 65 66 r..MJ.. ..abcdef
67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghijklml‘l opqrstuv
77 61 62 63 64 65 66 67 68 69 wabcdefg hi
O 7 specifiesif this is an individual (unicast) o.. broadcast/multicast) address (eth.ig), 3bytet| Packets: 10 - Displayed: 8 (80.0%) Profile: Default

Pucynox 2.4 — Bikao Wireshark 3 qanumu

[Tpumitka. Axmo IIK unena Bamoi komanau He BianoBigae Ha Bari
ping-3anuTy, TPUIMHOK MOXKE OyTH OJIOKYBaHHS IUX 3aMHUTIB MOT0 MIXMEPEKHUM
ekpanoM ([Jomatok A
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Ho3Bin nepenaui ICMP-tpadiky uepe3 mixmepexknuit ekpan OC Windows
3HaWUJITh 1 MeperyisHbTe 1H(OPMALIiIo PO Te, K J03BoauTH nepeaady ICMP-tpadiky
yepe3 mixxMepexxkauit ekpad B OC Windows.

3. 3ynuHITh NepeXOIUICHHs JaHUX, HATUCHYBIIN 3Ha40K Stop Capture.

4. JlocniKkeHHs IEPEeXOIICHUX JaHHX.

Buxonatu nepermnsa gaHux, siki Oynu 3reHepoBasi ping-zanutamu [1K unena
Bamoi komanau. Jlani Wireshark BimoOpaxkatoTbes y TphOX ceklisx: 1) y BepxHii
CEeKIIli B1AOOpa)XkaeTbCs TEPENTIK IMEePEeXOIUICHUX KaJpiB 3 y3arajJlbHECHHSM JIaHUX
IP-makeTa; 2) y cepeaHii cekIili BioOpakaroThCs JaH1 Kaapy, BUOPAHOTO y BEPXHIM
YaCTHHI €KpaHa 1 MEepPeXOIUICHUN KaJIp PO3AUBIEThCA Ha MIJACEKIli BIAMOBIAHO 0
MIPOTOKOJIBHUX PIBHIB;, 3) HIKHS CEKIlisl BiJloOpakae HEOOpoOJieH1 JaHi KOXKHOTO
piBHsA. HeoOpoOieHi pgaHl BimoOpakaloTbCcs SK Y IIICTHAIUATKOBIM, Tak 1 Yy
JeCATKOBIN popmax.

VY BepxHiit yactuHi BikHa Wireshark HaTHCHITH Ha Kajp, MO0 MICTUTh MEPITHI
ICMP-3anut. 3ayBaxrte, mo cTroBmYuk Source mictuth [P-aapecy Bamoro IIK, a
croBmuuk Destination mictute [P-anpecy IIK Bamoro xonern mo xomManzai (came
toro 11K, saxuit Bu nminryBamm).

Akmo uei kaap Bce IIe BUOpaHUM, NEPEHIITh 10 CEPEAHBOI YACTUHHU.
HatucHiTh Ha 3Ha4oK cTpuIku JiBopy4 BiA psaka Ethernet II, mo0 nepernsHytu
MAC-anpecu oTpuMyBaya Ta BiANIPaBHUKA KaJIpy.

Jlatite BimmoBinp Ha mnutaHHA. YUm cmiBmagae MAC-anpeca BianpaBHHKaA 3
MAC-anpecoro wmepexxknoi 1iaru/intepdeiicy Bamoro IIK? Yu Biamosimae y
Wireshark MAC-anpeca orpumyBaua MAC-anpeci I1K Bamoro koneru no komanmi?
SAx Bam [1K orpumaB MAC-aapecy nponinroBadoro [TK?

Hamumnite TyT CBOIO BIAMNOBIAL Ta BiJI0Opa3iTh y 3BITI CKPIHM BUKOHAHHS
KOMaH/IH.

[Ipumitka. ¥V nonepenHboMy npukiail i3 nepexomienns [CMP-3anuty, naHi
npotokosty ICMP inkancymototbes B [Pv4-naker (nogaetbes 3aronoBok IPv4), skuit
noTiM iHKancymoeTbest 'y kaap Ethernet II (monmaroThecsi 3aronoBok Ta Tpeitnep —
KoHTpoJibHa cyma Ethernet 1) ayig nepegadi uepes3 J0KaJIbHY MEPEXKY.

5. IlepexomienHss Ta anam3 BiggadeHux I[CMP-manux 3a 10momororo
Wireshark.

3a TOMOMOror KOMaHIu ping MOTPIOHO MEPEeBIPUTE 3B 30K 3 BiIJAJICHUMU

By3JlaMu (By3JlaMH, SIKI HE HajJeXarh /10 Baioi JoKalbHOI Mepexki) Ta IOCTIAUTH
oTpuMaHi JaHi. Bu3zHauWTH uYKMM BIAPIZHSAIOTHCS 11 JaHl BIO JaHWUX, SIKI
JOCITIKYBaIKCS y poOOTI BHUIIIE:
— [I0YaTOK TEPEeXOIUIEHHsS JaHWX Ha MEpexXHid riari/intepdeiici: po3MOYHITH
nepexorvieHHs: JaHux 3HoBy. Wireshark 3ampomonye Bam 30epertu paniiie
MEepPEeXOIUICH] JaHl Mepea MOYaTKOM IHIIOro MepexoruieHHs. 30epiratv Il JaHl He
000B’s13xk0B0. HatucHiTe Continue without Saving. ITicns akTuBI3allii nepexonieHHs
y koMaHgHOoMYy psaaky Windows BukoHaiiTe koMaHnay ping mna takux URL-anmpec
Be0-CaliTiB: BIAKpUIATE BIKHO KOMaHAHOTO psigka Windows

WWW.CISCO.com

www.google.com

[Tpumitka. Konmu Bu minryere mnepemiueni URL-agpecu, 3ayBaxkrte, 110
DNS-cepBep Tpancmoe i URL B IP-ampecu. 3Bepnite yBary nHa IP-ampecw,
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orpumani nns koxHoi URL-aapecu. Bu mMokere 3ynmuHUTH NMEPEXOIUICHHS JaHUX,
HatucHyBIM Stop Capture.
— JIOCTIAITH Ta MPOAHATI3YHTE MaHl 3 BIAJAICHUX BY3IIB: MEPETSHBTE MEPEXOIUICHI
nani B Wireshark ta mocninite IP-anpecu Ta MAC-aapecu BeO-caiiTiB, 3 axkumu Bu
nepeBipsuin 3B’ a30K. 3anuiith [P-anpecu Ta MAC-agpecu orpumyBadiB Jisi BeO-
CalTiB, 3 AKUMU Bu nepeBipsiiu 3B’ SI30K.
[P-anpeca myist www.cisco.com:
Hanmumrite TyT CBOIO BiATIOBIIb.
MAC-anapeca 1jist Www.cisCo.com:
HamumniTe TyT CBOIO BiATIOBIIb.
[P-anpeca mist www.google.com:
Hanumiite TyT CBOIO BiJIMOBIb.
MAC-anpeca aiis www.google.com:
Hanumiite TyT CBOIO BiJIMOBIb.
Honaiite me oauH BeO-caiiT Ha Bain Bubip, Ta BUKOHANTE aHAJIOT1YH1 KPOKH.
Jaiite BianoBiab Ha 3anutanHd. Lo Baxiuee B mii iHpopmamnii? Yum ns
1H(popmarlis BiApI3HAEThCA Bl 1H(MoOpMmauii, sKky Bu orpumanu B poOoTi Buie?
HamumniTs TyT CBOIO BiATIOBIIb.
[TutaHHs 1715 caMonepeBipKU
Yomy Wireshark nokazye peansai MAC-aapecu By3IiB JIOKaJIbHOT MEPEXi, ajie
He noka3ye peanbHi MAC-anpecu By3miB BiajeHUX Mepex? Hanuimite TyT cBOXO
BIJIITOBI/Ib.
Honmatox A
Ho3sut nepenaui ICMP-tpadiky uepe3 mixxmepexuuii ekpad OC Windows
Sxmo unenn Bamoi kOMaHau HE MOXKYTh BUKOHATH ping-3anuTH 10 Baioro
[IK, #iMOBIpHO caMe€ MDKMEPEKHHI €KpaH OJIOKye Il 3amuTH. Y IbOMY JOJATKY
HABEJCHO OMNKMC CTBOPEHHS IMpaBWJia HA MDKMEPEKHOMY €KpaHi, sKe 03BOJIE
BUKOHAHHS ping-3anuTiB. TakoXX HaBEIEHO ONUC BIAKIIOYEHHS CTBOPEHOIO
ICMP-nipaBuia miclist 3aBepIlIeHHs] BUKOHAHHS JJa00paTopHOi pOoOOTH.
CTBOpEHHsI HOBOT'O BXIJIHOTO MpaBuia, sike 7103BouTh ICMP-Tpadiky npoitu
yepe3 MDKMEPEKHUHN eKpaH:
— nepeiaite 10 Control Panel 1 HaTtucHiTh omiiro System and Security B Category
View;
— y BikHI System and Security, HatucHITE Windows Defender Firewall abo Windows
Firewall,;
—Ha nmiBii manem Windows Defender Firewall a6o Bikma Windows Firewall
HaTUCHITH Advanced settings;
— y BikH1 Advanced Security Ha miBiii O1yHIM maHeni BuOepiTh omiiro Inbound Rules 1
noTimM HaTUCHITHE New Rule... Ha npaBiii O1uH1i aHeni;
— 3anyctith New Inbound Rule Wizard. V Bikni Rule Type cmnowatky HaTHUCHITBH
kHonKy Custom, a moTiM — KHOTIKY Next;
— Ha JIiBii maHesn BikHa BUOepiTh mapameTp Protocol and Ports i, BukopucToBytoun
cnagae meHto Protocol Type, Bubepite ICMPv4, a motim HaTHCHITH Next;
— MepEeKOHaNTeCh, MO SK IS JIOKATBHUX TaK 1 71 BIAAJICHUX aapec BUOpaHO Any
IP address. HatuchiTh Next, mo06 npo1oBxKUTH;
— BuOepiTh Allow the connection. HatucHiTe Next, 100 NpogoBXUTH;
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— 3a 3aMOBYYBaHHSM 1€ PABUJIO 3aCTOCOBYeThCS /it Beix mpoduniB OC. HatucHiTh
Next, 1100 TpOAOBKHUTH;

— 3anaiTe Ha3By npasuia Allow ICMP Requests. Hatucuite Finish 106 3aBepimmTu.
Ile HOBe MpaBWJIO AO3BOJIUTH WieHaMm Bamoi komanau otpumyBatu Bia Barmoro T1K
BIJIMOBII HA iX ping-3aluTH.

Bumknenns ado Bunanenns ICMP-npaBuia.

[Ticns 3aBepiieHHs J1abopaTOpHOi POOOTH MOKHA BHUMKHYTH a00 HaBiTh
BUJIAJIUTH CTBOPEHE MpaBwiio. J[Jisi BUMKHEHHS MpaBUJia BUKOPUCTOBYHTE MapameTp
Disable Rule, me m03BoiuTh Mi3HINIE YBIMKHYTH MpaBWJIO 3HOBY. BumaneHus
IpaBuJia MOBHICTIO BUJAISIE HOTO 31 CIIMCKY BX1THHUX MTPaBUIIL.

V¥ BikHi Advanced Security HaTucHITH Inbound Rules na miBiit O61uni¥i maHem
Ta 3HAWAITH IPaBUIIO, CTBOpeHe Bamu pawniie.

[IpaBoro kHomkow muini Bubepit ICMP-mpaBuio 1 Bubepits Disable Rule,
skmo Bu Bupimmmnm oro Bigkmounty. Bu Takoxk moskere BuOpatu Delete, sikmo Bu
BUPIIIWIA BUIATUTH MPABUIIO Ha3aBxkau. Skmo Bu Bubpanu neit BapiaHT, TO MOTIM
JIOBEJCThCS 3HOBY CTBOPIOBATH MPABHUIIO, SKIIO OyJae MOTPiOHO JO3BOJIUTU
Haxcwiatd ICMP-BianoBil.
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JlabopaTtopna po6ota Ne3
HanamryBanas Windows Server 2025 y BipryainbHOMY cepe1oBHILi

Meta po6oTH: 03HAOMUTHUCS 3 MPOLIECOM PO3TOPTAHHS OMEPALIHOT CUCTEMHU
Windows Server 2025 y BipTyalbHOMY CEpEOBHILlI, HABYUTUCS BUKOHYBaTH 0a30B1
HAJNAINTYBaHHS CEpPBEpa, 30KpeMa MEPEXKEBUX IapaMeTpiB, CHUCTEMHOTO 4Yacy,
BIJIJTAJICHOTO JIOCTYIy, pOJeil Ta KOMIIOHEHTIB, a TaKOXX ONaHyBaTH MEXaHI3MU
PE3EpBHOIO KOIMIIOBaHHS Ta aHali3y CHUCTEMHUX >KypHAIIB Ui 3a0€3MeUeHHS
cTab1IpHO1 Ta Oe31euHoi pob0TH cepBepHOI 1HGpaCTPYKTYpH [7-14].

Xia pobotu

3aBaannsl. Posropranns Windows Server 2025 y BipTyanpH1i MaliuHi

st posropranns Windows Server 2025 3axoaumo B cepenosuiie Hyper-V,
OCKIJIbKM BOHO HaMKpalle MiIXoIuTh uisl BcTaHoBieHHS naHoi OC Ha BIpTyallbHY
Maiuny (puc. 3.1).

=1
@aian  [in  Burnrg  flosigka

e Hm HIE
B8 Hyper-v Manager Aii
Virtual Machines t
R peskToP-BIBCIKY i | DEsKTOP-BIBCKY
Name State CPU Usage Assigned Memory  Uptime Status Configuratio
B Quick Create.
Mo virtual machines were found on this server New
& Import Virtual Machine..
Hyper-V Settings

2 Virtual Switch Manager.
s Vinual SAN Manager..
Edlit Disk

Inspect Disk...

Stop Service

Checkpoints Remove Server

X milni

Mo wrtuzl machine selected Refresh

Burang

u Aosiaka

No tem selected

Pucynok 3.1 — Bikno Hyper-V

[Ticnst 1bOTO HATHCHYTH HA Ha3BYy KoMl torepa — «New» — «Virtual Machine»
(puc. 3.2).

- = B

B8 Hyper-V Manager A
Virtual Machines
[Be pEskTOP-BIBCIKY DESKTOP-BIBCIKV =

Name State CPUUsage  AssignedMemory  Uptime Status Configuratio-

Bl quick Create.
New Virtual Machine_

% Import Virtu: Hard Disk..
Hyper-V Sett Floppy Disk..

S8 Virtual Switch Manager.

#u. Virtual SAN Manager.

wé Edit Disk.

£ Inspect Disk-.

u) Stop Service

Chochpalets =/ | X Remove Server

No vrtual machine selected O Refresh

Burnng »
B zosiaa

Pucynok 3.2 — CTBopeHHs HOBOI BipTyaibHOI Mammuu it BC25
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Bracnigok nmx aiif BIAKpPUBA€THCA MaWCTEp CTBOPEHHS HOBOI BIPTyasbHOI
MarmuHu. B mepuriii Bkiaaami (BCTymHiN) HaTuckaemo «Next» (puc. 3.3).

3 New Virtual Machine Wizard X

4 Before You Begin

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-V Manager.
cify Generation
Spedfy To create a virtual machine, do one of the following:
| Assign Memary

) « Click Finish to create a virtual machine that is configured with default values.
| Configure Networking « Click Next to areate a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[C] Do not show this page again

Next > Finish Cancel

Pucynok 3.3 — BitanpHe BIKHO MaiicTpa CTBOPEHHSI HOBOI BIpTyaJIbHOI MallTUHU

B wmactynHiil BKIaAll HajgaTd iM’s HOBIMA BIPTyalibHIM MAaIIMHI Ta OOUpaTH
Mmiclie 30epiranus i ii Qaitnis (puc. 3.4).

Z3 New Virtual Machine Wizard X

a Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
Specify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name:  Windows Server 2025|
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [C) store the virtual machine in a different location
Summary C:\ProgramData\Microsoft\Windows\Hyper-V\

< Previous [ Next > Finish Cancel

Pucynok 3.4 — Hananus imeni HoBiit BM Ta BuGip micis asnis 30epiranus ii ¢aiiis
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Ham obupaerbes crnenudikaris mokominas BM — «Generation 2» 1 3HOBY
TucHyTH «Next» (puc. 3.5).

3 New Virtual Machine Wizard X

a Specify Generation

Before You Begin Choose the generation of this virtual machine,
Specify Name and Location () Generation 1
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
’ virtual hardware which has been available in all previous versions of Hyper-V.
Assign Memory
Configure Networking © Generation 2
Connect Virtual Hard Disk This virtual machine generation provides support for newer virtualization features, has UEFI-based

firmware, and requires a supported 64-bit guest operating system.

Installation Optit
S ot & Once a virtual machine has been created, you cannot change its generation.

Summary

More about virtual machine generation support

< Previous Next > Finish Cancel

Pucynox 3.5 — Bubip «mokoniaasa» 115 BM, 1110 cTBOpro€eThCs

[Ticnst 1bOTO BKA3aTH PO3MIpP ONMEPATUBHOI IaM ATi, 110 BUIISETHCS JIsl HOBOI
BM Ta TucHytm «Nexty. MinimansHuii o6csar — 2048 Mb, iHakme MoxinBa
HekopekTHa podora OC (puc. 3.6).

3 New Virtual Machine Wizard X

L4 Assign Memory

Before You Begin Spedify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
2 - MB through 251658240 MB. To improve performance, specify more than the minimum amount
Spedify Name and Location recommended for the operating system.
Specily Ceneratin Startupmemory: 2048 MB
: Use Dynamic Memory for this virtual machine.
Configure Networking
: When you decide how much memory to assign to a virtual machine, consider how you intend to
Connect Virtual Hard Disk o use the virtual machine and the operating system that it will run.
Installation Options
Summary

< Previous Next > Finish Cancel

Pucynok 3.6 — BuOip po3Mipy onepaTuBHOI 1am’siTi 11 HOBoi BM (BkazaHo
MIHIMaJIbHUN MOTPIOHUN 00’ €M)
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[ToTiMm mpoBecTn MepexeBl HajamTyBaHHS Ta B moii «Connection» obGupartu
«Default Switch» 1 3HOBY HaTHCcHYTH «Next» (puc. 3.7).

E8 New Virtual Machine Wizard 5%

4 Configure Networking

Before You Begin Each new virtual machine includes a network adapter. You can configure the network adapter to use a
; virtual switch, or it can remain disconnected.

Specify Name and Location

Specify Generation Connection: Default Switch

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

< Previous Next > 1 Finish Cancel
Pucynok 3.7 — MepexeBl HallallTyBaHHS

Jam cTBOpUTH BIpTyaJdbHUM MKOPCTKHM JHCK Ta BKazaTh Micle #oro
30epiranHs 1 o0csar Ta HaTUCHYTH «Nexty. MiniManeHuit oocsr — 30 I'b (puc. 3.8).

8 New Virtual Machine Wizard X

a Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedfy the

fi ] irtual ine’ jes.
Sheciry Nome o Location storage now or configure it later by modifying the virtual machine’s properties
Shécify Generation © Create a virtual hard disk
Aasicn Memory Use this option to create a VHDX dynamically expanding virtual hard disk.
Configure Networking Name:  Windows Server 2025.vhdx
Connect Virtual Hard Disk Location: C:\ProgramData\Microsoft\Windows\Virtual Hard Disks\ Browse...

Installation Options
Size: 40 GB (Maximum: 64 TB)
Summary -
() Use an existing virtual hard disk

Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

C:\ProgramData\Microsoft\Windows\Virtual Hard Disks\

O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous l Next > Finish Cancel

Pucynox 3.8 — CTBOpeHHS BIpTYalbHOTO KOPCTKOTO Aucka st BM Ta miciis iioro
30epiradHs Ha (iI3MIHOMY KOMIIT FOTEPI

3rogoM obupatu jKepeno BctaHoBieHHs OC — 3aBaHTaXKEHUI IMOIEPETHbO
ISO o6pa3z Windows Server 2025 ta HatucHyT «Next» (puc. 3.9).
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[E8 New Virtual Machine Wizard X

a Installation Options

Before You Begin You can install an operating system now if you have access to the setup media, or you can install it
ter.
Specify Name and Location
Specify Generation (O Install an operating system later
Assign Memory © Install an operating system from a bootable CD/DVD-ROM
Configure Networking Media
Connect Virtual Hard Disk
© Image file (.iso): H2_64Bit Russian_DC_STD_MLF_X23-81900.1SCJ: 0
Summary

(O Install an operating system from a bootable floppy disk

(O Install an operating system from a network-based installation server

< Previous Finish Cancel

Pucynok 3.9 — HanamryBanus BctanoBneHHs: OC — BuOIp JKepea BCTAHOBJICHHS
(ISO o6pa3)

B ocranHiii BKJaAlli MEpEeBIpUTH TPOBEICHI HAJAIMITyBaHHS Ta HATUCHYTH
«Finish» (puc. 3.10).

3 New Virtual Machine Wizard X

= Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the
na virtual by
S s e e following virtual machine
Specify Generation Desaiption:
Assign Memory Name: Windows Server 2025
Configure Networking Generation: Generation 2
Memory: 2048 MB
Connect Virtual Hard Disk Network: Default Switch
Installation Options Hard Disk: C:\ProgramData\Microsoft\Windows\Virtual Hard Disks\Windows Server 2025.vhd:
Operating System:  Will be installed from C:\Users\Andrii\Downloads\SW_DVD9_Win_Server_STD_CO

To create the virtual machine and dose the wizard, dick Finish.

< Previous t Finish ] Cancel

Pucynok 3.10 — [Tincymku npoBeIeHUX HaJlallITyBaHbh CTBOPIOBAHOT BIPTyaIbHOT
MalIuHU

B pesynbrari HOBa BipTyajdbHa MalllMHA JUId pO3ropTaHHd Ha Hii Windows
Server 2025 ctBopeHa Ta BinoOpaxaerbest B Hyper-V Manager (puc. 3.11).
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i Hyper-v Manager

Dadn fin Burman  flosiea

e 2@ BHE
BB Hyper-V Manager M
Virtual Machines
B oesxTop-pisciky e "

Mame State CPUUsage  Assigned Memory  Uptime Status. Configuratio..

B Quick Create.

New v
% Impart Virtual Machine..
Hyper-V Settings.
23 Virtual Switch Manager..
fu. Virtual SAN Manager.
i Edit Disk
£ Inspect Disk..
&) Stop Sevice
Checkpoints = X Remove Server
The selected vitual machine has no checkparits. O Refresh
Burnng »
B fosina
Windaus Server 2025 -
8 Conpect.
E4 settings
O sur
By checkpoint
B Move.
Windows Server 2025 B oo

=} Rename..

Created: 12082025 1644 45 Clustered: Mo
Configuration Version: 120 B¢ Delete
Generation: 2 B fosia
Hates: None

Summery Memary Networking

DESKTOP-BIBCIKV: 1 virtual machine selected

Pucynok 3.11 — CtBopeHa BipTyasbHa MamuHa Juist Windows Server 2025

06 ii 3amyctutn y BikHi Hyper-V Manager HatucHyTH Ha Ha3By Li€i BM Ta
cupaBa B MeHIO «/lii» nepeiitn «Connect...». Sk HacliJI0K, 3aIlyCTUTHCS CTBOpPEHA
BipTyasibHa MammHa Windows Server 2025 (puc. 3.12-3.13).

Windows Server 2025 -
Connect..

1 Settings..

Start

Checkpoint

PP Ok

Move..
Export..
! Rename..

Delete..

| W I-I‘-i |

foeigka

Pucynok 3.12 — Mento po6otu 31 ctBopeHoro BM y cepenosutii Hyper-V

¥% Windows Server 2025 on DESKTOP-BISCIKV - Virtual Machine Connection — [m] X
File Action Media View Help

0] <] [

The virtual machine 'Windows Server 2025' is turned off

To start the virtual machine. select 'Start' from the Action menu

Status: Off

Pucynok 3.13 — 3anyck BM
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JIisg miaTBepKEHHST HEOOXITHO HATUCHYTH Oynb-iKy KIaBilly, aje 1mo0 1e
CTaJI0 MOXJIUBHM, CJ1JI Y BEpXHBOMY MEHIO BUOPATH PO3ALT «Action» 1y CIHUCKY, 110
BigkpuBcs BuOpatu «Ctrl+Alt+Deletex. Lle motpibHo, 1106 BiAOYIOCA «3aXOIICHHSD)
KJIaBlaTypH 1 MHIII BIPTYaJbHOIO MAaIIMHOIO (puc. 3.14).

File Action Media Clippoard View Heip
@O ur o>

Pucynok 3.14 — Bikno niaTBep/keHHsI BUBaHTakeHHs1 o0pa3zy OC na BM

[Ticns npOro aBTOMaTUYHO MOYMHAETHCA MPOILIEC BCTAHOBJICHHS OMEpariiiHol
CUCTEMU Ha BIpTyaldpbHUW Komm'toTep. Ha mnepmnii BkiIaauml HaJlamTyBaHHS
BCTAHOBJICHHSI BUOpaTH MOBHI MapaMeTpu Ta HaTUCHYTH «lam» (puc. 3.15).

File Action Media Clipboard View Help

DO e Ho [

F4 Windows Server Setup

Select language settings
Language to install English (United States)

Time and currency format Ukrainian (Ukraine)

Pucynok 3.15 — Bubip MoBHUX mapameTpiB Jyisi BcTaHOBIIOBaHOi OC
3rogoM  HajamTyBaTH [apamMeTpu  KiaBlaTypd, BOHM  aBTOMATHYHO

BUCTABIIIOTHCSA, BIAMOBIAHO 1O OOpaHUX MOBHUX MapaMmeTpiB, MOTIM HATUCHYTU
«Jam» (puc. 3.16).
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File Action Media Clipboard View Help
@O P8O o

4 Windows Server Setup (o] @ =

Keyboard or input method Ukrainian (Enhanced)

Pucynok 3.16 — Bubip napameTpiB KjaBiaTypu

Jami BuOupaTu BapiaHT BcTaHoOBIeHHA — «BcranoButu Windows Server
2025», MOroAMTHUCh 3 THUM, IO BCE, IO JIO IbOro OyJI0 Ha KoMII'IoTepi Oyje
BUJIaJICHO Ta HaTUCHYTH «[lam» (puc. 3.17).

File Action Media Clipboard View Help

DO np PO Wy

"4 Windows Server Setup

Select setup option

Install the latest version of Windows Server, or repair your PC. If you're installing Windows Server, please note your
files, apps, and settings will be deleted

I would like to O [nstall Windows Server

Repair my PC

1agree everything will be deleted including files, apps, and settings

Pucynok 3.17 — Bu6ip Bapianty BctanoBinennsa Windows Server 2025

[Totim BuOupaTu Tumn omepariitnoi cuctemu Windows Server 2025, mo Oyze
BcTaHoBJeHO. OckuTbky HaM noTpioHnit Windows Server B rpadidyHOMYy BapiaHTi, TO
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oopatn Windows Server 2025 Standard (moxxmuBocTi pobGodoro cromy) — «Jlami»
(puc. 3.18).

File Action Media Clipboard View Help

3 OO nw P> o

"4 Windows Server Setup

Please select the image you want to install

Operating System:
Windows Server 2025 Standard Evaluation

Windows Server 2025 Standard Evaluation (Desktop Experience)

Windows Server 2025 Datacenter Evaluation
Windows Server 2025 Datacenter Evaluation (Desktop Experience)

This option installs the full Windows graphical environment, consuming extra drive space. It can be useful if you want
to use the Windows desktop or have an app that requires it

Pucynok 3.18 — Bu6ip tTunmy OC Windows Server 2025, sikuit oTpiOHO BCTAHOBUTH

[Ticns upOro NpUIHATH YMOBH JIILIEH311 Ta HATUCHYTH «lam» (puc. 3.19).

File Action Media Clipboard View Help
@O uwr PO Ea

4 Windows Server Setup

Applicable not

Please read this so you know what you're agreeing to.

released version of this software will be subject to all the terms of this agreement
at (aka.ms/useterms).

Notwithstanding anything to the contrary in this agreement, previews are provided
“AS IS,” and no warranty, implied or express (including the Limited Warranty),
applies to these versions. By installing previews on your device, you may void or
impact your device warranty and may not be entitled to support from the
manufacturer of your device or network operator, if applicable. Microsoft is not
responsible for any damage thereby caused to you. Microsoft may not provide support
services for previews. If you provide Microsoft comments, suggestions or other
feedback about the preview (“submission”), you grant Microsoft and its partners rights
to use the submission in any way and for any purpose.

EULAID:Sept2020_DCSTD_EN-US

Decline | Accept |

Pucynok 3.19 — [IpuiiHATTS yMOB JilleH31i

Hami BuOpatu posramryBaHHsa A BctaHoBieHHS OC Ta HaTtucHyTH «Jlami»
(puc. 3.20).
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File Action Media Clipboard View Help

Fle® nr s =4

% Windows Server Setup

Total Size Free Space Type
Disk 0 Unallocated Space 30.0 GB 30.0 GB Unallocated Space

Pucynok 3.20 — BuOip micusg (aucka) aiis BcranoBiieHHs OC

[Ticnst uporo HatucHyTH «BcTanHoBUTH». PO3MOUYMHAETHCS TPOLEC 1HCTANALIL
oreparliiHoi CUCTeMH Ha KoMil toTep (puc. 3.21-3.22).

File Action Media Clipboard View Help
QO npBO ¥y

i Windows Server Setup

eady to install

Ready to insta

You won't be able to use your PC during installation. Save and close your files before you begin.
Plug in your PC to be sure that your battery doesn't run down during the installation.

To recap, you've chosen to:

v Install Windows Server 2025 Standard Evaluation (Desktop Experience)

v Keep nothing

| Install

Pucynok 3.21 — ®@iHanbpHe BIKHO MiATBEpKEHHS BcTaHOBIeHHST Windows Server
2025
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File Action Media Clipboard View Help
@ DO uw H O o

Installing Windows Server

Your PC will restart several times. This might take a while.

™ 10% complete

Pucynoxk 3.22 — I[Iponiec BCTaHOBJIEHHA

Konu mporiec BcTaHOBIEHHSI 3aKiHUMBCS, TO 3 ABJISETHCS CTOPIHKA BXOAY B
aJIMIHICTPATOPChKUI OOJIIKOBHIM 3amuc KOpUcTyBada. Ha naHomy erari BUKOHYETHCS
Bxi7. [licis ycmimHoro Bxoy 3’ siBIsieThes poOounii et (puc. 3.23-3.24).

¥ WinServEn on DESKTOP-BISCIKV - Virtual Machine Connection
File Action Media View Help
DO np HoO wyg

Administrator

Pucynok 3.23 — Bukonanns Bxoay B OC Windows Server 2025

24



¥ WinServEn on DESKTOP-BISCIKV - Virtual Machine Connection
File Action Media View Help

=2|0E QO nw | BdoH g
%)
[Rasyli i

== Q search m = Q oo Foo 24.03.26(;32 &
Pucynok 3.24 — Po6ounii ctin Windows Server 2025 miciist mepiioro BXoay B
cCUCTEMY

3aBaanns 2. HanamryBaHHs OCHOBHUX MapaMeTpiB cepBepa

[lepeiiTu 10 OCHOBHUX HaJNAIITyBaHb cepBepa. i moyaTky BUKOHATU 3MiHY
Ta HajamrtyBaHHs [P-anpecu cepsepa. st nboro 3aiitu B «Ilanens kepyBaHHs», qami
«lleHTp MepexHUX MIIKIIOYEHb 1 CIUIBHOTO JOCTYIy» — «3MiHa MapaMeTpiB
amantepa». Bxin B maHenb kepyBaHHS 371MCHIOEMO, K 1 B 3BuyaiiHii OC Windows,
yepes meHto «Ilyck» (puc. 3.25-3.27).

Control Panel

« =2 v N > Control Panel » v

Adjust your computer's settings View by: Cat

System and Security
Review your computer's status
‘_y\fiew event logs

User Accounts
‘_yChange account type

Network and Internet Appearance and Personalization

View network status and tasks

Clock and Region

Hardware Set the time and date
View devices and printers Change date, time, or number formats
Add a device

Ease of Access
Let Windows suggest settings
Optimize visual display

Adjust commonly used mobility settings

Q@

Programs
Uninstall 2 program
‘yTum Windows features on or off

N JIE e

Pucynok 3.25 — Bikno «Ilanens kepyBaHHsD»
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@ Network and Internet - a X

&« ~ 4~ @ > Control Panel > Networkand Internet > v O Search Control Panel P

Control Panel Home ¥ .
ll:l..' Network and Sharing Center

- View network status and tasks | Connect to a network | View network computers and devices

System and Security

Network and Internet ‘_L Internet Options
E Change your homepage Manage browser add-ons Delete browsing history and cookies

Hardware
Programs
User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access

Pucynok 3.26 — BikHo «Mepexa ta [HTepaer»

t_;'. Network and Sharing Center
&« v i > Control Panel > Network and Internet > Network and Sharing Center v &) Search Control Panel P

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network Access type: Internet
settings Public network Connections: & Ethernet

Change your networking settings

i Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

:] Troubleshoot prablems

Diagnose and repair network problems, or get troubleshooting information.

Pucynok 3.27 — Bikno «lleHTp ynpaBiliHHS MepeXaMu Ta 3arajlbHUM JTOCTYTIOM»

BinkpuBaeThcsi BiKHO «BlacTHBOCTI MEpEKEBOro aaantepa», B I[bOMY BIKHI
nepeiltu 1o nyHkty «IP Bepcii 4» Ta HaTUCHYTM Ha HbOro. B pe3syinbrarti
BIIKpPUBAETHCSI BIKHO HanamrtyBaHHs [P-mapamerpiB s naHoro cepsepa. Beectu
[P-anpecy, Macky Mepexi, BKa3aTu LUII03 3a 3aMoBuUyBaHHsAM Ta DNS-cepsep. Konu
HanamryBanns [P 3aBepuieni, HatucHyTu «OK» (puc. 3.28-3.29).

View your basic networ| _ *

T -
View your active networks d w Ethernet Properties X
MNetworking
Network
Public network Connectusing:

S Microsoft Hyper-V Network Adapter

Change your networking setting

l{'ﬁ. Set up a new conned This connection uses the following items:
-

B Client for Microsoft Networks
File and Printer Sharing for Microsoft Networks
3 QoS Packet Scheduler

W ntemet Protocol Version 4 (TCP/IPv4)

[ . Microsoft Network Adapter Multiplexor Protocol

Set up a broadband,

:l] Troubleshoot proble

Diagnose and repair

- Microsoft LLDP Protocol Driver
- Internet Protocol Version 6 (TCP/IPvE)

Install... Uninstall Properties

Description

Transmission Control Protocolflnternet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

oK Cancel

Pucynok 3.28 — BiracTuBOoCTI MEPEKEBOTO ajanrepa
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Mety

Internet Protocal Version 4 (TCP/IPv4) Properties X
Cc
General
You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
- administrator for the appropriate IP settings.
) () Obtain an IP address automatically
& ) Use the following TP address:
v
W IP address: 172 . 30 .247 . 7
G Subnet mask: 255.255. 0 . 0
]
[ Default gateway: 172 .30 .247 . 1
Obtain DNS server address automatically
Q) Use the following DNS server addresses
I
Preferred DNS server: g .8 .8 .8
Alternate DNS server: 8 .8 .4 . 4|

[Jvalidate settings upon exit Advanced...

l 0K l Cancel

Pucynok 3.29 — 3mina [P-aapecu cepBepa

[Ticns 11pbOTO BUKOHATH TEPEBIPKY HanamtyBaHb [P-mapameTpiB cepBepa 3a
JIOTIOMOT'010 KOoMaHAu «ipconfigy» B komaHaHOMY psanky (puc. 3.30).

PS C:\Users\Administrator> ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection—-specific DNS Suffix
Link-local IPv6 Address . . . . . : fe80::dd05:79d7:7801:77b7%U
IPvd Address. . . . . . . . . . . : 172.30.247.7
Subnet Mask . . . . . . . . . . . : 255.255.0.0
Default Gateway . . . . : 172.30.247.1

PS C:\Users\Administrator>

Pucynox 3.30 — [lepeBipka BukoHnanux 3min [P-aapecu cepBepa

Jlani BUKOHATH HaJAIITYBaHHS AAaTy Ta yacy JUIs cepBepa. i 1boro BIAKpUTH
«ITapametpu» B MeH10 «Ilyck», nani nepeitu B myHKT MeHI0 «Yac ta MoBa» — «Jlara
1 yacy. 3MiHI0OEMO MOTPIOHI NMapaMeTpH, HapUKIIaa, YacoBuil mosic Bkazyemo «UTC
+02:00» (puc. 3.31).
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& Settings
®  Administrator Time & language > Date & time
- Local Account
1 6 -51 (i\® Time zone @ Region
Find a setting Q O (UTC+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius Ukraine
24 cepnHa 2025 p.
| System @ Enable location permission for the Settings to improve time zone accuracy. Location Settings
Bluetooth & devices
”~
¥ Network & internet
/ Personalization Time zone (UTC+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius ~
BE Apps , ) - .
Adjust for daylight saving time automatically On Q
: Accounts
| $ Time & language (@  set time automatically on @D
K Accessibility
Show time and date in the System tray
W Privacy & security @ Turn this off to hide your time and date information on the taskbar On e e

@ Windows Update

Pucynox 3.31 — 3mina nmapameTpiB J1aTy Ta 4yacy

3roioM MPOBECTH YBIMKHEHHS BIIJIaJIEHOTO POOOYOro CTONy, IO JIyXKe
BOXJIMBO Ta OCOOJIMBO KOPHMCHO IS BIJIJAJICHOTO aJMIHICTpyBaHHS ceppepa. Jis
IIbOTO BIAKPUTH «JlucmeTdep cepBepiBy», Aam odbupatu «JIokampHui cepBep», 3HAUTH
pSIOK «Bignanenui pobounii CTLI» 1 BCTAaHOBUTH «YBIMKHYTH
(puc. 3.32).

I8 Dashboard For WIN-VK76A1VTUP4

I local Server [EECUIEEETES X

i All Servers Remote Desktop Connection X

5
WE File and Storage

i PROPERTIES

Remote Desktop Firewall exception will be enabled

1Y

—‘ You chose to enable Remote Desktop Connection for all
network connections on this computer.

To enable itfor selected network connections, open

Windows Firewall with Advanced Security

() Don'tallow remote connections to this computer
0 Allow remote connections to this computer

Allow connections only from computers running Remote Desktop
with Metwork Level Authentication (recommended)

Help me choose SelectUsers...

QK Cancel Apply

Pucynok 3.32 — BBiMKHEHHSI Bi/IJIaJIEHOTO JIOCTYITy /10 CepBepa
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HactynHuM etamnom HanamTyBaHHS € JOJAaBaHHs pojield Ta KOMIOHEHTIB. Lle
0COOJIMBO BAXKJIMBO BMITH 3/IIMCHIOBATH, aJ[)K€ BiJl IbOTO 3aJICKUTh, IO POOUTHME Ta
sk Oyzae HajamrToBanmii cepep. Hampuknan, skmo BcranoButu poib « DHCP», To
JaHWI cepBep Miclis HalalITyBaHHS 3Moke BUKOHyBatu (yHkiii DHCP-cepsepa.
SIK110 1110 POJIb HE BCTAHOBUTH, TO BIH TAKUM BHJIOM cepBepa OyTH HE 3MOXKe.

B mento «/lucnetuepa cepsepiB» — «HanamryBatu 1eil JokaabHUN cepBep»
HaTUCHYTH «/lomatu pom Ta xomnoHeHTH». BiakpuBaetscs «Malictep nogaBaHHs
pojiieil Ta KOMIOHEHTIB». B mepmniii BKJIaail JaHOTO MaicTpa oOupaTH THI
BCTaHOBJICHHS — «BCTaHOBJICHHS poJiel Ta KOMIOHEHTIBY (puc. 3.33-3.34).

. Server Manager

@ v Server Manager * Dashboard

8 Dashboard WELCOME TO SERVER MANAGER

0§ Local Server

i AllS ] i
Hi Allservers ° Configure this local server
W@ File and Storage Services P

‘QUICK START

2 Add roles and features

3 Add other servers to manage
WHAT'S NEW —
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE

Pucynok 3.33 — MeH1o HallalTyBaHHs JIOKAIbHOTO cepBepa

.. Add Roles and Features Wizard - O X

DESTINATION SERVER

Se|ect insta||ation type WIN-VKTBATVTUPA

Before You Beain Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

@® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | ‘ Next > | nsta
Pucynok 3.34 — BuGip Tuny BcTaHOBIICHHS B «MalcTpl BCTAHOBJICHHS POJICH Ta
KOMITOHEHTIB)»

B Hactynmiii Bkiagui maicTpa BHOMpaTH Halll CepBEp, SK LIUIbOBUM IS
BCTAHOBJICHHS POJIEH Ta KOMITIOHEHTIB Ta HaTUCHYTHU «Jlami» (puc. 3.35).
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.. Add Roles and Features Wizard — ] x

- - DESTINATION SERVER
Select destination server WIN-VKTGATVTUPS
Before You Beain Select a server or a virtual hard disk on which to install roles and features.
Installation Type @® Select a server from the server pool
O Select a virtual hard disk
Server Roles Server Pool
Features
Filter: ‘
Name IP Address Operating System

WIN-VK76ATVTUP4 172.30.243.252  Microsoft Windows Server 2025 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous ‘ | Next > | nstall Cancel

Pucynox 3.35 — Bubip cepBepa 1o ss5koro Oy 1yTh 3aCTOCOBaHI il

B mactynHiii Bkimaami Mmaiictpa Oe3mocepeHbO BHOUpPATH PO, SKI CIIf
nonatu cepepy. s MbOro MOCTaBUTH «TallOYKy» HABIPOTH MOTPIOHOI poii Ta y

BiKHI, 1110 BiJIKpUBAETHCSI HATUCHYTHU «/JlogaTH KOMIIOHEHTHY, TICIIS IIbOTO HATUCHYTH
«Jam» (puc. 3.36-3.37).

B Add Roles and Features Wizard - ] X
S | t | DESTINATION SERVER
elect server ro E-h Add Roles and Features Wizard x WIN-VKTBATVTUPA
— *
Add features that are required for Active Directory
i ices?
Domain Services? btion
You cannot install Active Directory Domain Services unless the Directory Domain Services

Server Roles folloewing role services or features are also installed. 1) stores information about

i on the network and makes

[Tools] Group Policy Management ormation available to users
4 Remote Server Administration Tools twork administrators. AD DS
4 Role Administration Tools pmain controllers to give
4 AD DS and AD LDS Tools k users access to permitted
Active Directory module for Windows PowerShell tes anywhere on the network
4 AD DS Tools h a single logon process.

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

‘AddFeatures ‘ Cancel ‘

< Previous Next > nstall Cancel

Pucynok 3.36 — JlogaBaHHsI KOHKPETHOI poJIi Ta 1l KOMIIOHEHTIB JJIsl cepBepa
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F= Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Server Selection
Features

AD DS

DHCP Server
DINS Server

Web Server Role (IIS)

Role Services

Confirmation

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

DHCP Server

DNS Server

[] Fax Server

|E| File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[] Hyper-v

[] Network Paolicy and Access Services

[] print and Document Services

[] Remote Access

[] Remate Desktop Services

[] Volume Activation Services

Web Server (IIS)

[] Windows Deployment Services

[] Windows Server Update Services

- O

DESTINATION SERVER
WIN-VK76ATVTUPA

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

| < Previous | ‘ Next > |

Install

Cancel

Pucynox 3.37 — BuOip poseit nist cepBepa

B mactymHiii Bkiaami MaicTpa BUOUpaTH KOMIIOHEHTH, SKI CHiJ JOJaTH
cepBepy. I LIBOTO CTaBUMO «TaJIOYKY» HABIIPOTH IOTPIOHOTO KOMIIOHEHTa Ta

micys 1poTo HaTucKaeMo «Jlami» (puc. 3.38).

E Add Roles and Features Wizard

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

AD D5

DHCP Server

DNS Server

Web Server Role (IIS)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

[] Storage Migration Service

[] Storage Migration Service Proxy

[] storage Replica

+/| System Data Archiver (Installed)

[] System Insights

elnet Client

[] TFTP Client

[] VM Shielding Tools for Fabric Management
[] webDAV Redirector

/| Windows Admin Center Setup (Installed)
[] Windows Biometric Framework

[] windows Identity Foundation 3.5

[ ] windows Internal Database

|E| Windows PowerShell {1 of 4 installed)
[] Windows Process Activation Service

[] Windows Search Service

[] Windows Server Backup

[] Windows Server Migration Tools

= O X

DESTINATION SERVER
WIN-VKTEATVTUPA

Description

Telnet Client uses the Telnet protocol
to connect to a remote Telnet server
and run applications on that server.

[] Windows Standards-Based Storage Management .
< »

Install

Cancel

| < Previous | | Next > |

Pucynox 3.38 — Bubip Ta 1oaBaHHsSI KOMIIOHEHTIB
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Jlanmi, B HAcTymHIM BKJIAAIl MalCTpa, BUOMpATH CIy>KOM pojeil, sfKi ciin
nojnaty ceppepy. s LbOro MOCTaBUTH «TajlOUuKy» HAaBOPOTH MOTPIOHOI Ta micis
poro HaTucHyTH «Jlami». Llelt Bubip € Oinbln By3bKUM, HIXK BUOIp poui, aaxe, o0

roro 3po0Outu, Tpeda TOYHO 3HATH, IO Ma€ BUKOHYBaTH cepBep (puc. 3.39).

Jami

F= Add Roles and Features Wizard

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

DHCP Server
DNS Server

Web Server Role (IIS)

Role Services

Confirmation

- (m] X

DESTINATION SERVER
WIN-VK7GATVTUP4

Select the role services to install for Web Server (11S)

Role services Description

y
4 Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
[] HTTP Redirection
[] WebDAV Publishing
4 Health and Diagnostics
HTTP Logging
[] custom Logging
["] Logging Toals
[] ODBC Logging
[] Request Monitor
[] Tracing
4 Performance
Static Content Compression
["] Dynamic Content Compression
4 Security

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

< Previous nstal Cancel

Pucynok 3.39 — Bubip Ta gomaBanHs ciry>x0 poseit cepBepa

BHUKOHATH HiIITBepI[)KCHHH

BCTaHOBJICHHAA

BUOpaHUX  poJieH

Ta

KOMITOHEHTIB 1 HaTUCHYTH «BcTaHoBUTH». PO3MOYMHAETHCS MPOIEC BCTAHOBICHHS
(puc. 3.40-3.41).

F= Add Roles and Features Wizard

Pucynox 3.40 — [linTBeppKeHHS BCTAHOBJICHHS POJICH Ta KOMITOHEHTIB JIJIs

Confirm installation selections

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

DHCP Server

DNS Server

Web Server Role (IIS)

Role Services

- [m] X

DESTINATION SERVER
WIN-VK76ATVTUP4

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
DHCP Server
DNS Server
Group Palicy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory medule for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AN NS Snan-Ins and Command-lineg Tonls

Export configuration settings
Specify an alternate source path

< Previous Next > ‘ Install | | Cancel |

BUOpaHOTO cepBepa
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f. Add Roles and Features Wizard - (] X

DESTINATION SERVER

Installation progress WIN-VKT6ATVTUPS

View installation progress

o Feature installation

Installation started on WIN-VK76A1VTUP4

Active Directory Domain Services
DHCP Server
DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

Results AD DS Tools
sults
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Pucynok 3.41 — I[Ipouiec BCTaHOBIJIEHHS poOJiel Ta KOMIIOHEHTIB Miciisg BUOOpPY Ta
I1ITBEPIKCHHS

[Ticnst BcTaHOBJEHHS MEHEKEP BIAMOBIIHOI POJ 3 SIBUThCA Yy BKIAALL
«lactpymentu» B «Jlucnerdepi cepBepiB». IIpore i1HKOIM BUHHMKA€E HEOOXITHICTH
BUJIAJIUTH TIEBHY poJib Jisi cepBepa. Ll[o6 1me Bukonatu B «Jlucmeruepi cepBepiB»
HATUCHYTH «YTpaBmiHHI» — «BuUgaauTu pojii Ta KOMIIOHEHTH». B pesynbrari
3amyckaeTbcsi «Malictep BuUIAJIeHHS poJied Ta KOMIIOHEHTIB». BiH i€ 3a
QITOPUTMOM TaKHUM, SIK 1 B BUMQJIKY JOJaBaHHS POJICH Ta KOMIIOHEHTIB. 3BEPTAEMOCH
710 BKJIQJAKU BUOOPY poJieil Ta BUOMpPaeMo, Ty SIKYy HE0OX1JHO BUAanuTU. ITinTBepanTu
BUOIp 1 3allyCTUThCA TPOLIEC BHAAJIEHHA OOpaHOi podal Ta KOMIIOHEHTa
(puc. 3.42-3.44).

-

File Action Media View Help
@O upr o By
B Server Manager - (=] *

@ ~  Server Manager * Dashboard

Add Roles and Features
Remove Roles and Features

& File and Storage Services b

WELCOME TO SERVER MANAGER P
B Local Server Create Server Group
Ii:l ::Lg:: - g o Configure this local server Server Manager Properties
18 DHCP
2 DNs 2 Add roles and features

[CR
'WHAT'S NEW N Create a server group

Hide

LEARN MORE
ROLES AND SERVER GROUPS
Re | Servergroups:1 | Servers totak: 1

e = = File and Storage

i ApDs 1 DHCP 1 2 DNS 1 [ 1
u i! — N Services

(@ Manageability ® Manageability (® Manageability (® Manageability

Events Events Events Events Battery status: 67% available (plugged in)

ae Cani San, Darfrrmanca

Pucynox 3.42 — Bubip nyHKTy MeHIO «BUIamuT posti Ta KOMIIOHEHTH
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E.. Remove Roles and Features Wizard - O X

DESTINATION SERVER
Remove server roles WIN-VK76ATVTUP4
Before You Begin To remove one or more installed roles from the selected server, clear their check boxes.
Server Selection Roles Description

Server Roles B - - . ive Di i
Active Directory Certificate Services (Not installed) Active Directory Domain Services

Features [/ ctive Directory Domain Services] (AD D3] stores information about

Confirmation Active Directory Federation Services (Not installed] objects on the network and makes
Active Directory Lightweight Directory Services (N¢ this information available to users
Active Directory Rights Management Services (Not and network administrators. AD DS
Device Health Attestation (Not installed) uses domain controllers to give
[] DHCP Server network users access to permitted
|:| DNS Server resources anywhere on the network
Fax Server (Not installed) through a single logon process.

i [m] File and Storage Services
Host Guardian Service (Not installed)
Hyper-V (Mot installed)
Network Policy and Access Services (Not installed)
Print and Document Services (Not installed)
Remote Access (Not installed)
Remote Desktop Services (Not installed)
Volume Activation Services (Not installed)
b [ ] Web Server (IIS)
Windows Deployment Services (Mot installed)

| < Previous | | Next = | Remove
Pucynok 3.43 — Bubip podni, o Oyje BugaaeHa
X

-h Remove Roles and Features Wizard - (]

DESTINATION SERVER

Re moval pProgress WIN-VKT7EATVTUPA

View removal progress

o Feature removal
I
Removal started on WIN-VK76A1VTUP4

Active Directory Domain Services
DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools
AD DS and AD LDS Tools
AD DS Tools
AD DS Snap-Ins and Command-Line Tools

Active Directory Administrative Center

You can close this wizard without interrupting running tasks. View task progress or open this
[T page again by clicking Notifications in the command bar, and then Task Details.

< Previous Next > Close Cancel

Pucynox 3.44 — I[poriec BuganeHHss BAOpaHUX POJICH Ta KOMIIOHEHTIB

Hactynaum ertanmoMm ©0a30BOTO HaJIalITyBaHHS CEpBepa € HaJallTyBaHHS
pe3epBHOTO KoritoBaHHA. [ #ioro 31iMiCHEHHS TOJaEMO JJid cepBepa KOMIIOHEHT
«Cucrema apxiBarii manux Windows Server», 10 BIJNOBIJIa€ 3a PE3EpPBHE
KoritoBaHHsA. Pe3epBHe komitoBaHHs y Windows Server MoKHa 3[IHCHUTH BPYYHY
ab0 K IHIIMM CJIOBOM OJIHOPAa30BO a00 HaJlalITyBaTH AaBTOMAaTHYHE pE3EepPBHE

34



KOITIFOBAaHHS B TIEBHUI Yac JO0OW Ta 3 TMEBHOIO YaCTOTOI0. 3a3BUYal, aIMiHICTPATOpU
BUKOPUCTOBYIOTh CaMe€ IPYTHi METOJl PE3EepPBHOTO KOIMIIOBAHHS (aBTOMATUYHE)

(puc. 3.45).

Fé Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Confirmation

Select one or more features to install on the selected server.

Features

[] ¥M Shielding Toals for Fabric Management
[] WebDAV Redirector

+ Windows Admin Center Setup (Installed)
[[] Windows Biometric Framework

[] windows Identity Foundation 3.5

[] Windows Internal Database

— a

DESTINATION SERVER
WIN-VK76ATVTUP4

Description

Windows Server Backup allows you
to back up and recover your
operating system, applications and
data. You can schedule backups, and
protect the entire server or specific
volumes.

*

[m] Windows PowerShell (1 of 4 installed)
[[] Windows Process Activation Service
[] Windows Search Service

[ windows Server Migration Tools

[] Windows Standards-Based Storage Management
[] windows Subsystem for Linux

[] Windows TIFF IFilter

[C] WinRM IS Extension

] WINS Server

+ Wireless LAN Service (Installed)

~ WoW®64 Support (Installed)

« XPS Viewer (Installed)

| < Previous | | Next > ‘ nstal

Cancel

Pucynox 3.45 — Bcranonenns komnonenta «Cucrema apxiBaiii qanux Windows
Server»

Bigkputu «Cucremy apxiBamii ganux Windows Server» i HajlamTyBaHHS
pe3epBHOTO KomitoBaHHSA. HatucHytn «lHCTpyMeHnTH» — «CHcTeMa apxiBarii JTaHUX
Windows Server» (puc. 3.46).

[ wbadmin - [Windows Server Backup (Local)\Local Backup] = a X
File Action View Help
e 2@ B
W windows Server Backup (L Actions
W Local Back
B loaal Backy \ Local Backup -
’g You can perform a single backup or schedule a regular backup using this application. Y Backup Schedule.
¢ Backup Once.
i, Mo backup has been canfigured for this computer. Use the Backup Schedule Wizard or the Backup Once Wizard to perform a regular or one-time backup. -
ecover.
Messages (Activity from last week, double click on the message to see details) Configure Parformence Settings
i »
Time Message Description View
H e
Status
Last Backup Next Backup All Backups
Status: Status Total backups: 0 copies
Time: Time: Latest copy
-] etail -+ ] Oldest copy:
BY View details

Pucynox 3.46 — Bigkpute BikHO «Cucrema apxiBariii ganux Windows Server»

Hanamrtyemo aBTOMaTW4YHE pe3epBHE KOIMIIOBAHHS, /I IHOTO Yy BIKHI
«Cucrema apxiBamii nmanux Windows Server» — «Jlii» HatucHytn «Po3kman
apxiBailii». Binkpuerscs HOBe BIKHO «MaiicTpa po3kiiaay apxiBailii», TaMm oOHpaTh
tun apxiBauli «Bech cepBep» 1 HatucHytn «ami». Ilicns uporo mnepedTtu 1o
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HACTYIHOI BKJIAJKH, J€ HaJalllTyBaTH 4yac 3A1MCHEHHS Pe3epBHOTO

yacToTty (puc. 3.47-3.48).

{53‘ Backup Schedule Wizard

’3_.

= {—"

Getting Started

Select Backup Configuration

What type of configuration do you want to schedule?

Select Backup Configurat... © Full server (recommended)

Specify Backup Time
Specify Destination Type
Confirmation

Summary

| want to back up all my server data, applications and system state.

Backup size: 13,29 GB

(O Custom

| want to choose custom volumes, files for backup.

< Previous { Next > Cancel

KOITIFOBAHHSA

Ta

Pucynok 3.47 — [loyaTtok HajmamTyBaHHS aBTOMAaTUHYHOT'O PE3EPBHOIO KOIIFOBAHHS

?{,3. Backup Schedule Wizard

)
w4

= {.}

Getting Started

Select Backup Configurat...
Specify Destination Type
Confirmation

Summary

Specify Backup Time

How often and when do you want to run backups?
© Onceaday
Selecttime of day: g9

(O More than once a day
Click an available time and then click Add to add it to the backup schedule.

Available time: Scheduled time:

< Previous Next > Cancel

Pucynox 3.48 — Bubip gacy Ta 4acTOTH pe3epBHOTO KOIIIOBAHHS

Hami

BUOWpaTH

MicCLIE

30epiraHHsl pe3epBHUX KOMIiH, 110

OyayTh

cCTBOproBatucsa. B 1mpomy Bumaaky oOupaTu «ApxiBaiisi Ha >KOPCTKUM JUCK IS
apxiBiB», Jaii 3MIMCHUTH O€3MMOCEepPETHI0 BKa31BKY JMCKA, SIKU caMe BiJITOBITaTUME
3a 30epekeHHs pe3epBHUX Korii. [IoTiM miATBepAUTH HallAlTYBaHHS Ta HAaTUCHYTH
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«l'otoBo». B pe3ynbraTi HMX il aBTOMAaTUYHE PE3EPBHE KOIMIIOBAHHS HATAILITOBAHO
(puc. 3.49).

Lg. Backup Schedule Wizard X
)
vid : Lo
P i Specify Destination Type
Getting Started Where do you want to store the backups?
Select Backup Configurat... © Back up to a hard disk that is dedicated for backups (recommended)
Cpecify Backun Time Choose this option for the safest way to store backups. The hard disk that you use

will be formatted and then dedicated to only store backups.

Specify Destination Type

() Back up to a volume
Select Destination Disk P

’ Choose this option if you cannot dedicate an entire disk for backups. Note that the
Confirmation performance of the volume may be reduced by up to 200 percent while it is used
to store backups. We recommend that you do not store other server data on the

Summary
same volume.

() Back up to a shared network folder

Choose this option if you do not want to store backups locally on the server. Note
that you will only have one backup at a time because when you create a new
backup it overwrites the previous backup.

< Previous Next > Cancel

Pucynox 3.49 — Bubip tuny miciis npu3HadeHHs JJi1 aBTOMAaTUYHOTO PE3EPBHOTO
KOITIIOBaHHS cepBepa

3aBmanns 3. AHamni3 cucteMHuX XypHaitiB Windows Server 2025

Jlnis pobotu 3 cucreMHuM xypHanamu y Windows Server 2025, gk 1 B 1HIINX
OC cepii Windows, BukopuctoByeTbes ytunity «llepermsn moaiit». Ha pobouomy
croni HatucHyTU «Ilyck». ¥ momi momyky BBoaumo «Event Viewer» Ta BIAKpUBaEMo
3HaWIeHy nporpaMmy. AJIBTEpHATUBHMM HUISAX BIAKPUTTI — 1e «Win + R» —

«eventvwr.msc» —  «Enter». BigkpuBaetbcs  BikHO  «llepermsm  momiii»
(puc. 3.50).

{4l Event Viewer - o X
File Adion View Help
e« o
[8] Event Viewer (Local) Event Viewer (Local) Actions
¥ Custom Views 7 : = - - =
& Windows Logs Sast S st 1 )
£ Applications and Services Log 2 Open Saved log..
)] l l ¥ Create Custom View..
To view events that have occurred on your computer, select the appropriate source, log or custom view node in the console tree. The Administrative Events Import Custom View-.
custom view contains all the administrative events, regardless of source. An aggregate view of allthe logs is shown below.
Connect to Another Computer...
| Summary of Administrative Events -] View 4
G Refresh
Event Type EventID  Source Log Lasthour 24 hours 7 days =
telp
Critical - 0 0 0 I
B Error 3 7 7
| Recently Viewed Nodes -
Name Description  Modified Created
| Log Summary =
Log Name Size (Curre.  Modified Enabled Retention Policy
Windows PowerShell 107MB/1. 24082025 173010 Enabled  Overwrite events as nece.. I
System 107 MB/2. 24082025 173020 Enobled  Overwrite events as nece.

Pucynoxk 3.50 — Bikno «Ilepermsin momaiii»
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V niBiii maHeNi € OCHOBHI PO3JILIHN 32 KOXKHHUM 3 SIKHX € CBIH >KypHaJl IIEBHOTO
Buny. [lepmmii 3 Hux — 1e «3actocynkn» (Kypnanm mporpam). ¥V 1pomy KypHaIT
30epiraroTbes MoAii, MOB’sA3aHi 3 POOOTOI0 MPOrpaM 1 3aCTOCYHKIB, SIKI BCTAHOBJICHI B
cuctemi. TyT MokHa 3HailiTH 1HpOpPMAII0O MPO TOMUIKU, MOMEPEIHKCHHS YU
iH(popMalliliHI TOBIIOMJICHHS BiJl MporpamMHoro 3a0esneuyeHHs. Hampuxman, sKimo
mporpaMa aBapiiiHO 3aBeplinia poOoTy abo He 3Morja 3HAaWTH MOTPIOHHH (aiid, y
KypHami Oyzae BianmoBiaHui 3amuc. Lle momomarae aaminicTparopam i KOpUCTyBadam
JI1arHOCTYBAaTH MPOOJIEMH 3 KOHKPETHUMHM 3acTocyHkamu (puc. 3.51).

{d] Event Viewer
File Action View Help

o9 2@ B

2] Event Viewer (Local) Application  Number of events: 117
"m0

# Custom Views
v I Windowi Logs Level Date and Time Source EventID Task Category
B Appiication)] @ information 24082025 17:28:56 LoadPerf 1000 None I
5] security (@ Information 24082025 17:28:56 LoadPerf 1001 None
] setup (@ Information 24082025 172814 Backup 753 None
& system (@ Information 24082025 17:27:50 Security-SPP 16384 None
] Forwarded Events (@) Information 24082025 17:27:20 Security-SPP 1033 None
=) Applications and Services Log| | (i) Information 24082025 17:27:20 Security-SPP 1034 None
. Subscriptions || @ information 24082025 17:27:20 Security-SPP 16394 None
(@ Information 24082025 17:27:16 Security-SPP 16384 None
(@ Information 24082025 17:26:46 Security-SPP 16394 None
\‘i)\nformanon 24082025 17:26:46 Security-SPP 900 None
(@ Information 24082025 17:26:46 MSDTC 2 4202 ™
(@ Information 24082025 17:26:45 edgeupdate 0 None
(@) Information 24082025 172551 Security-SPP 903 None
(@ Information 24082025 17:25:50 Security-SPP 16384 None
Event 1000, LoadPerf x
General Details
Performance counters for the WmiApRpl (WmiApRpI) service were loaded successfully. The Record Data in the data section contains the new index values
assigned to this service.
Log Name:  Application
‘ Source: Loaderf Logged: 24082025 17:2856

Pucynoxk 3.51 — KypnHan «3aCTOCyHKN»

HacrynHuii xypran — ue xypHan «Besneka». HMoro Ha3Ba roBOpHTH caMa 3a
cebe 1 med KypHajdl BUKOPHCTOBYETHCS JJIA BIJICTEKEHHS MOJIM, MOB’S3aHUX 13
0e31eKor0 cucTeMu. Y HboMY (hIKCYIOThCS SIK YCIIIIIHI, TaK 1 HEBJIaJll CIIpoOu BXOy B
CHUCTEMY, 3MIHM MpPaB KOPUCTYBauiB, cripodu nocTymy 1o ¢aiiaiB abo pecypcis, a
TaKOX 1HIII TMOJii, 0 MOXYTh BIUIUBATH Ha Oe3rneky. lle TojgoBHMI KypHa, KU
aJMIHICTPATOPH TEPEBIPSIOTh MiJ Yac aHalidy MOXJIMBUX aTak YU IOPYIIEHb
noiTuK 0e3neku (puc. 3.52).

{4l Event Viewer
File Action View Help
= 2@ B

[&] Event Viewer (Local) Security Number of events: 1936
—_———

¥ Custom Views

« I Windows Logs Keywords Date and Time Source EventID Task Category I
& Application @A Audit Success 24082025 17:2927 Microsoft Windows securit.. 4672 Special Logon
f+] Security A, Audit Success 24082025 17:2927 Microsoft Windows securit.. 4624 Logon
£ Setup 4, Audit Success 24082025 17:2927 Microsoft Windows securit... 4799 Security Group Manageme...
{] system A, Audit Success 24082025 172927 Microsoft Windows securit.. 4799 Security Group Manageme...
] Forwarded Events A, Audit Success 24082025 17:2927 Microsoft Windows securit.. 4799 Security Group Manageme...
CJ Applications and Services Log || €, Audit Success 24082025 172927 Microsoft Windows securit... 4799 Security Group Manageme..
21 Subscriptions A, Audit Success 24082025 17:2835 Microsoft Windows securit.. 4799 Security Group Manageme...
A, Audit Success 24082025 17:2835 Microsoft Windows securit.. 4799 Security Group Manageme...
A, Audit Success 24082025 17:2835 Microsoft Windows securit.. 4799 Security Group Manageme...
A, Audit Success 24082025 17:2835 Microsoft Windows securit.. 4799 Security Group Manageme...
A, Audit Success 24082025 17:2833 Microsoft Windows securit.. 4799 Security Group Manageme...
@, Audit Success 24082025 17:2833 Microsoft Windows securit.. 4799 Security Group Manageme...
2, Audit Success 24082025 17:2831 Microsoft Windows securit.. 4799 Security Group Manageme...
2, Audit Success 24082025 17:2831 Microsoft Windows securit.. 4799 Security Group Manageme...
Event 4672, Microsoft Windows security auditing. x
General Details
Special privileges assigned to new logon.
Subject: !
Security ID: SYSTEM
LogName:  Security
Source: Microsoft Windows security i Logged: 24082025 17:2927

Pucynok 3.52 — XKypnan «be3neka»
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Tperiit xypHan — 1€

£ event Viewer
File Action View Help
L AN -alll 7 lio:

Event Viewer (Local)
» L Custom Views
v [m Windows Logs
f&] Application
5] security
] setup
57\ System
{] Forwarded Events
[ Applications and Services Log|
24 Subscriptions

Expand: Completed successfully.

UYerBeptuii xxypHan — «Cucrema» (CucreMHUI KypHal). Y LbOMY >KypHaii
(bIKCYIOThCS TO1i, OB’ s13aH1 3 POOOTOIO CaMOi OMepauiiHOi CUCTEMHU. TyT MOXHa
3HAUTH TMOBIIOMJIEHHS BiJ JpailBEpiB MPHUCTPOiB, CUCTEMHHMX CIYK0 1 MOAYJIB
Windows. Hampuknan, sikimo 30iif CIpUYWHUB JpaiiBep BileoKapTH abo ciyx0a
Windows He 3Moria 3amycTuTHCs, Hoais Oyae 3adikcoBaHa came B KypHaul
«Cucrema». lle ocHoBHe mxepeno iHGopmalii [UIsi JIarHOCTHKM amapaTHUX 1

3.53).

Setup  Number of events: 104
e ————————

Level

(@ Information
@7 Information
(@ Information
(@ Information
'® Information
(@ Information
(D) Information
(@) Information
':D Information
(@) Information
(@) Information
(@ Information
'® Information
(@) Information

Date and Time

24.08.2025 17:27:12
24082025 17:27:11
24.08.2025 17:24:55
24082025 17:24:55
24082025 17:24:55
24082025 17:24:55
24.08.2025 17:24:55
24082025 17:24:55
24.08.2025 17:24:55
24.08.2025 17:24:55
24.08.2025 17:24:55
24.08.2025 17:24:55
24.08.2025 17:24:55
24.08.2025 17:24:55

«BcTaHoBieHHI)

Source

Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Servicing

Event ID

L)

7
10
10
10
10
10
10
10
10
10
10
10
10

Task Category
m
m
m
m
U]
m
m
m
m
m
m
m
m
m

(Kypnan wnamamrtyBaHb). TyT
30epiraloTbCs 3aMucH, TMOB’S3aHI 3 IHCTASIIEI0 Ta HAJTAMTYBAHHAM CHUCTEMHHX
komnoHeHTiB Windows. Y 1poMy XypHani MOKHa NoOauuTd i1HGOpPMAIII0 PO
BCTAHOBJICHHSI OHOBJICHb, 3MIiHM KOH(QIrypamii cucremMud abo AoAaBaHHS poJei 1
dbyHKIIM Ha cepBepi. BiH HalyacTilie BHKOPHUCTOBYETHCS IJIsl aHATI3y IPOIECY
IHCTANIAIIl YW TEpPeBIPpKU, YU KOPEKTHO BIAOYJIOCS BCTAHOBJICHHS IPOTPAMHOIO
3a0e3neueHHs (puc.

Event 9, Servicing

General Details

rBackupFeature was successfully turned on.

ble update Wind rBackup of package
Log Name:  Setup
Source: Servicina Logged: 24.08.2025 17:27:12

Pucynok 3.53 — XKypnan «BcTtaHOBICHHSD)

cucTeMHUX npoobieM (puc. 3.54).

File Action View Help
L dN:s)al os}

Event Viewer (Local)
» [ Custom Views
~ & Windows Logs
{&] Application
=] security
[ setup
=] system

] Forwarded Events

) Applications and Services Log | (i) information

-4 Subsriptions

System  Number of events: 964
e

Level Date and Time Source EventID Task Category
@ Information 24082025 17:33:10 Service Control Manager 7036 None 1
(@ information 24082025 173305 Service Control Manager 7036 None
(@) Information 24082025 17:3304 Service Control Manager 7036 None
(@ Information 24082025 173147 Service Control Manager 7036 None
(@ information 24.08.2025 17:3008 Service Control Manager 7036 None
i 24082025 17:3004 Service Control Manager 7036 None
(@ Information 24082025 17:3003 Service Control Manager 7036 None
(@ Information 24082025 17:2949 Service Control Manager 7036 None
() Information 24082025 17:2927 Service Control Manager 7036 None
(@ Information 24082025 172319 Service Control Manager 7036 None
(@ Information 24082025 17:2821 Service Control Manager 7036 None
() Information 24082025 17:28:14 Service Control Manager 7036 None
(@ Information 24082025 17:28:14 Service Control Manager 7036 None
(@ information 24082025 172814 Virtual Disk Service 3 None
x

Event 7036, Service Control Manager

General Details

Log Name:
Source:

System

Service Control Manager Logged:

Pucynok 3.54 — Xypnan «Cucremay

The Windows PushTolnstall Service service entered the stopped state.

24082025 17:33:10
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e omnmn xypHan «llepeciani mojii» BUKOPUCTOBYETHCS Yy BHUIIAIKAX, KOJIH
HaJAITOBaHUN 301p MOMIN 13 KUTBKOX KOMIT IOTepiB y Mepexi. [lomii 3 Bimmanenunx
MAaIlliuH TIEPECHIAI0ThCSl B IEHTPAIbHUN KOMIT toTep 1 30epiratoTbes came TyT. Lle
3pyYyHO JUIS AAMIHICTPATOpiB, SIKI KEPYIOTh BEIUKOIO KIJBKICTIO CEpBEepiB abo
poOOUYMX CTaHIIii, OCKITIBKU JT03BOJISIE LIEHTPAII30BaHO BiJICHIIKOBYBAaTH BCl BaXKIIUBI
moii.

[cHye Takok Takuil BUJA KypHajiB, SIK KypHajau mporpam Tta ciyx0. lLle
CHeliali30BaHUM  PO3/i, Je 30epiraroThCs TMOMIi Bl OKPEMHX CEpBICIB abo
koMIioHeHTIB Windows, a TakoXX BiJl IeIKUX CTOPOHHIX mporpam. Hampuknazn, Tyt
MOXHa 3HaWTH >XKypHanmu ciyxou Active Directory, DNS-cepBepa um 1HIIHMX
CUCTeMHHMX poJsieil. Ha BinMiHy BiJ 3arajJbHHUX >XypHAIIB, IIed PO3/III Ja€ 3MOTY
oTpuUMaTH OUIbII JeTajdbHy 1 BY3bKOHANpaBjeHy 1HGOPMAIII0 MpO PpoOOTY
KOHKPETHHUX CITYXkO0.

Koxen xypHan MICTUTh 3allMCH TPO MOZAIl, AKI BIAHOCATHCS N0 chepu Horo
BIZIMTOBIIaILHOCTI. J{71s1 AeTanpHOTO aHami3y moii Ha Hei MOTPiOHO HATHCHYTH JBIil 1
BIIKPUETHCA BIKHO «BracTuBOCTI mofii», Ae Oyae mpeicTaBiieHa iHdoOpMalis Mpo
BUOpany noxito (puc. 3.55).

{4] Event Properties - Event 4672, Microsoft Windows security auditing. X

General Details

Special privileges assigned to new logon.
Subject:
Security ID: SYSTEM
Account Name: SYSTEM
Account Domain: NT AUTHORITY
Logon ID: Ox3E7
-
Driviilamae: CalccinnDriman/ TAalbanDrivilana
Log Name: Security =
Source: Microsoft Windows security i Logged: 24082025 17:34:45
Event ID: 4672 Task Category: Special Logon
Level: Information Keywords: Audit Success
User: N/A Computer: WIN-VK76A1VTUP4
OpCode: Info
Copy Close

Pucynok 3.55 — BaactuBocti noii

JUist 3py4HOCTI aHali3y >KypHaliB TmiependadeHa MOXIIHMBICTh (iabTpailii
KOXXHOTO J>KypHanmy. JlJis 11boro BUOpaBIIM TOTPIOHUHN >KypHAJ, ClpaBa B MEHIO
obupaemo «DinpTpyBaTH NOTOYHMNA >KypHaim». Jlami y BIKHI, IO BIIKPUIIOCS
BCTAaHOBUTHU TapameTpu ¢iabTpamii moxiil. Hampukian, MokHa BCTAaHOBHTH 4Yac, 3a
KWW TIOKa3yBaTH MOJIii Ta piBeHb a00 THUI MOJ1i, MOXHa (IILTPYBaTU 3a KOJIOM
noaii. BuctaButu notpi6Hi napamerpu Ta HaTUCHYTH «OK» 1y BIKHI 3’SIBIS€THCA
«B1ADUIBTpOBaHUNY KypHaT (puc. 3.56-3.57).
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Filter Current Log X
Filter XML
Logged: Last 24 hours v

Event level: (] Critical (] Warning (] Verbose

@ Error [ Information

Event logs: |App|i cation o

Event sources: |

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

<All Event IDs>

Task category: I

Keywords: | -
User: <All Users>
Computer(s): <Al Computers>
Clear
| OK | Cancel

Pucynox 3.56 — @inpTpallito *KypHay JJIs 3HaXO0KEHHS TOMUJIOK 32 OCTaHHI 24

Application  Number of events: 117 Actions
7 Filtered: Log: Application; Level: Error; Source: Date Range: Last 24 hours. Number of events: 3 Application =
Level Date and Time Source EventID Task Category & Open Saved log.
@error 24082025 172439 vss 8193 None ¥ Create Custom View..
'D‘ Error 240082025 17:24:39 Vss 13 None Import Custom View..
0 Error 24082025 16:41:44 Security-SPP 8198 None Clear Log..
T Filter Current Log..
Clear Filter
[] Properties
% Find..
I saveFiltered Log File As.
Event 8198, Security-SPP X Attach a Task To this Log...
General Details ﬂ Save Filter to Custom View..
View »
License Activation (slui.exe) failed with the following error code:
hr=0x80004005 I G Refresh
[Command-line arguments: ﬂ Help
Ruleld=31e71c49-8da7-4a2f-ad92-45d98a1c 79ba;Action=AutoActivate;A ppld =55c92734-d682-4d71-983e-dbec 3f16059f; Skuld=753c53a2-4274-4339-
Event 8198, Security-SPP -
Log Name: lication
? S \j Event Properties
Source: Security-SPP Logged: 24082025 16:41:44
o) i
Event ID: 8198 Task Category: None ] Attach Task To This Event..
Level: Error Keywords: Classic Hg Copy 4
User: N/A Computer. WIN-VK76ATVTUP4 H Save Selected Events..
G Refresh

Pucynok 3.57 — Pesynbratu ¢inbTpaliii Ha 3HaXOHKEHHS TOMIIIOK

Jnsa mnopanpmioro a0o MI3HIMIOTO aHaMI3y JKypHal MOXXHa 30epertu,
HaTUCHYBIIU B MeHIO «/lii» — «30epertu Bci moaii sK...» Ta oOpaTu Kyau 30epertu
daiin Ta mijg siKoro Ha3BO. MoxHa 30epiratu, ik yBech *KypHall, Tak 1 HOro yacTHHY,
OTpUMaHy HUIIXOM ¢iabTpaiii mofii (puc. 3.58).
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7]

@l save As X
- Administrator > Documents Actions
— Application -
Organize ¥ New folder =
Open Saved Log-
 Home ¥ Create Custom View.
Import Custom View..
R Gallery 5
Clear Log.-
T Filter Current Log..
8 Desitop Properties
& Find.

& Downloads #
b Save All Events As.

3 Documents # Attach  Task To this Log..
I8 Pictures * - x View »
G Refresh
File name: | Xypran 3actocywku 24_08_2029 Help

lly. The Record Data in the data section contains the new index values
Save as type: Event Files (*evtx) Event 1000, LoadPerf =

Event Properties
-Heefoes i St B Attach Task To This Event..
$o:ue l::dPed Logged: 24082025 172856 cony ’
Event ID: 1000 Task Category: None bed Save Selected Events..
Level: information Keywords: 3 Refresh
User SYSTEM Computer:  WIN-VK76AIVIUP4 Help

Search
Saves the log under a different name.

Pucynox 3.58 — 36epexxeHHs KypHaly

Jliist anauizy mojii y skypHaii 0e3neku 0coOJMBO KOPUCHOIO Oy/1e MOXKIIUBICTh
dinpTpanii 3a kogoM moxii. Hampukman, mis BiacTexkeHHs moai tumy «Crpoba
BXOJIy B CHCTEMY HE€ Biajacs» BiJjpuBaeMo «DuIbTpyBaTH NMOTOYHUH KypHAI» Ta
BKazyeMo koA mojii «4625», 3acrocoByemo (uibTp. B pesynbrari mobaunmo
BUMAJKA HEBAAJIOr0 BXOAY. SIKIO TakWX MOJIM OaraTo 1 BOHM 3A1MCHIOBaIUCA 3
OJTHOTO KOMIT' FOTEpa Ta OOJIKOBOTO 3amuCy KOPHUCTyBada, TO MOYXE CBIIYUTH TIPO
35oBMHUCHI Aii (puc. 3.59-3.60).

Filter Current Log X
Filter XML
Logged: Last 7 days v
Event level: [C) Critical ["] Warning (7] Verbose

(] Error [ Information

Event logs: |59cur ty

Event sources: | =

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

4624
Task category: |
Keywords: | -
User: <All Users>

Computer(s): ) Computers>

Clear

| CK Cancel

Pucynok 3.59 — ®@inpTpariis )xypHal1y 3a KOJIOM MOl
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Security  Number of events: 1939 Actions

"7 Filtered: Log: Security; Source: ; Event ID: 4625Date Range: Last 7 days. Number of events: 2 Security —
= Open Saved Log..

Keywords Date and Time Source EventID Task Category

[*Y Audit Failure 24082025 16:41:28 Microsoft Windows securit.. 4625 Logon ¥ Create Custom View..

ﬂ Audit Failure 24082025 1641:22 Microsoft Windows securit.. 4625 Logon Import Custom View..
Clear Log..

T Filter Current Log..

Clear Filter
|:| Properties
@E Find...
: - r = Ied Save Filtered Log File As..
VEvent 4625, Microsoft Windows security auditing. x Attach a Task To this Log..
General Details ﬂ Save Filter to Custom View...
|An account failed to log on. View 4
1 @ Refresh
P Security ID: SYSTEM Fele
LogName:  Security iventﬁZS. Microsoft Windows secur.. 4
Source: Microsoft Windows security : Logged: 24082025 16:4128 ] Event properties
Event ID: 4625 Task Category: Logon E‘ Attach Task To This Event...
Level: Information Keywords: Audit Failure 5 Copy »
User: N/A Computer: WIN-VK76ATVTUP4 H Save Selected Events..

- 6] Refresh

Pucynoxk 3.60 — Pe3ynbrat disnbTparrii KypHaay 3a KoJoM moii «4625»

Jist  aaMmiHICTpatopa pPEryJsIpHUM  KOHTPOJb JKypHalIiB € OCHOBOIO
3a0e3neyeHHs] CTAaOUIBbHOCTI Ta  3aXMIIEHOCTI  CepBEepHOi  1HGPACTPYKTYpH.
CucTtemMaTHUHUN aHaNi3 3alKCIB JO3BOJSIE HE IMINE BUSBIATH TpoOieMu, a i
MPOTHO3YBATH iX, IO MiJBUIIY€ HAAIMHICT Ta CTIAKICTH POOOTH KOPIOPATHBHOTO
cepenoBuia. Takum 4rHOM, XypHaiau noaiil y Windows BUCTynaroTh HEB1J €MHUM
IHCTpyMEHTOM  yOpaBliHHA  1HQOpMaIliiiHOI0  Oe3mexor  Ta  HIATPUMKHU
Ipare3aTHOCTI CepBEPIB.
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JlaboparopHa po6oTa Ned
Active Directory y Windows Server 2025

Mera po6oTH: 3aKpiIUTH MNPAKTUYHI HABHUYKH BCTAHOBJCHHA Ta
HanamTyBaHHa poii «JlomenHi cimyx6u Active Directory» y cepenoBuii Windows
Server 2025, HaBUMTHUCS CTBOPIOBATU Ta KOHQITypyBaTH JOMEH, AOJaBAaTH OOJIKOBI
3alIMCH KOPUCTYBaYiB 1 TPYII, a TAKOXK 31MCHIOBATH aHaJli3 MPOIECIB perIiKalii Mix
KOHTpOJIepaMu  JIOMEHY  JiJIsi  3a0e3leueHHs  HaaiiHOTO  (QYHKUIOHYBaHHS
KOPITIOPaTUBHOI MEpekeBoi iHpacTpyKTypH [22-25].

Xia pobotu

3aBnanHs 1. CTBOpEHHS Ta HAJAIITYBaHHS IOMEHY

[lepea moyaTKOM BUKOHAHHS 3aBJaHb JAHOI MPAKTUYHOI pOOOTH 3aMyCTUTH
po3ropuyTy BipTyansHy MamuHy Windows Server 2025 B cepenouii Hyper-V, sxa
Oyia cTBOpeHa B pe3yibTaTi BAKOHAHHS OJHOTO 13 3aBJJaHb MOMEPEAHbOT MPAKTHYHOT
poOoTH.

[Ticns ycmimHoOro 3amycky BiAKpuTH «Jlucmeruep cepsepiBy». s Toro, mo0
CTBOPUTH Ta HANAIITYBaTH JOMEH, BCTAHOBUMO HOBY POJIb JJI ILOTO cepBepa. Tomy
HAaTUCKAeEMO «YmpaBmiHHS» — «/lomatu pom Ta KOMIOHEHTH». | 3a JA0MOMOTOIO
MaicTpa JA0JaBaHHA POJIE Ta KOMIIOHEHTIB BCTAHOBIKOEMO HOBY poJib — «JlOMEHH1
cyx6u Active Directory». ANTropuT™M J0JaBaHHA NPOCTUH Ta 3pO3yMUIMHA 1
OMpaIbOBaHUM HAMU JCTAIBHO B TOTIEPEAHIN IpaKTHUUHIN poOoTi (puc. 4.1).

B Server Manage

Server Manager * [ SEeErees

DESTINATION SERVER

ﬁ Dashboard WELCOME SE|eCt server rO|EF= Add Roles and Features Wizard x PIRLVIZEAIVILEY
I Local Server ——— X
Add features that are required for Active Directory

5 All Servers - .
- Domain Services? btion
B File and Storage Services ¥

QUICK STAR] The following toals are required to manage this feature, but do not Directory Domain Services

have to be installed on the same server. i) stores information about
i on the network and makes
[Tools] Group Policy Management ormation available to users
4 Remote Server Administration Tools twork administrators. AD DS
4 Role Administration Tools bmain controllers to give
WHAT'S NEV 4 AD DS and AD LDS Tools tk users access to permitted
4 AD DS Tools tes anywhere on the network
[Tools] Active Directory Administrative Center h a single logon process.
[Tools] AD DS Snap-Ins and Command-Line Tools
LEARN MOR
ROLES ANL Include management tools (if applicable)
Roles: 1 | S¢
Fil | Add Features ‘ ‘ Cancel ‘
= e
3
Sen
@ Mar
< Previous Next > nsta
Ever
i = H
mm Q Search E = C

Pucynok 4.1 — BcranoBnensst poii «Jlomensi cimyx6u Active Directory»
[Ticns BubOpy moTpiOHOI poJIi, HaTUCKAEMO «Jlami» 1 Tak MepPeKITIYaEMOCS 10

BIKHA MIATBEPKEHHS, JI€ MIATBEPIKYEMO BCTAHOBJICHHSI BUOPAHOT POJII T4 YEKAEMO
3aBEpUIEHHS LbOTO mpotecy (puc. 4.2).
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s Add Roles and Features Wizard - m] X

|ﬂSJ[a||aJ[ion progre SS DESTINATION SERVER

WIN-VKTBATVTUP4

View installation progress

o Feature installation

Installation started on WIN-VK76A1VTUP4

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools

Role Administration Tools

AD DS and AD LDS Tools
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Cancel
Pucynox 4.2 — Ilpouec BcTaHOBJIEHHS! BUOPAHUX POJIEH Ta KOMIIOHEHTIB (poJti

«JloMenH1 cayx0u Active Directory»)

Konu 3aBepuimBcs npoiiec BCTaHOBJIEHHS BUOpPAHOI PoJii Ta KOMIIOHEHTIB, TO

3’SIBUTHCS TTOBiIOMJIEHHS «IIiABUIUTH pOJb IIOTO CEepBeEpa JO0 PIBHSA KOHTpoOJEpa
JIOMEHa» — HaTUCKAaEMO Ha HHOTO (puc. 4.3).

. Add Roles and Features Wizard - m] X

Installation progress it

WIN-VKT6ATVTUP4

View installation progress

o Feature installation

Configuration required. Installation succeeded on WIN-VK76A1VTUP4.

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller

e erve

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Cancel
Pucynox 4.3 — IloBigomnenus «I[iABUIIMTH poJib LILOTO cepBepa A0 PiBHSA
KOHTpOJIEPA TIOMEHA»

[Ticnst HaTUCHEHHS BIAKpUBAEThCS «MaiicTep HalamTyBaHHS JOMEHHUX CITYKO
Active Directory» (puc. 4.4).
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I-'= Active Directory Domain Services Configuration Wizard — O X

. . TARGET SERVER
Deployment Configuration WIN-VK76AIVTUP4

Deployment Configuration

Select the deployment operation

@® Add a domain controller to an existing domain
O Add a new domain to an existing forest
) Add a new forest

Specify the domain information for this operation

Supply the credentials to perform this operation

<Mo credentials provided=>

More about deployment configurations

< Previous Next > nstal Cancel

Pucynok 4.4 — «MaiicTep HanamrTyBaHHs JOMEHHUX cTyk0 Active Directory»

B oMy BIKHI € MOKJIMBICTh 00paTH OJIMH 3 TPhOX BapIaHTIB!

«Jlogatu KOHTpoJIep IOMEHA B ICHYIOUHMM JTOMEH» — BUKOPUCTOBYETHCS, SIKIIIO
JIOMEH y’K€ ICHY€, 1 BM X0U€eTe I0AaTH 1€ OAUH KOHTPOJIEP.

«Jlogaty HOBUI JTOMEH B ICHYIOUHI JIIC» — SIKIIO Y HAC yke € «iicy (forest), i
MU XOYE€MO CTBOPUTH B HbOMY HOBHI TOMEH.

«Jlogatu HOBHII JTIC» — BUKOPUCTOBYETHCS, KOJIM CTBOPIOETHCS JOMEH YIIEpIIIE,
TOOTO IIIe HEMAE Hi «JIiCy», Hl JOMEHY.

OCKUIbKH, MU CTBOPIOEMO JIOMEH YIIepIle, TO HaTUCKaeMO «JlomaTh HOBHIA
JIic» Ta BBOJMMO Ha3By gomeny. [lotim HaTtuckaemo «/lam» (puc. 4.5).

!-'= Active Directory Domain Services Configuration Wizard - o X
. . TARGET SERVER
Deployment Configuration e Tied

Deployment Configuration 3
Select the deployment operation

Domain Controller Options .
O Add a domain controller to an existing domain

(O Add a new domain to an existing forest
Paths ® Add a new forest

Additional Options

Review Options
Specify the domain information for this operation
Prerequisites Check

Root domain name: server.lab

Mare about deployment configurations

Pucynok 4.5 — Bu0ip «Jloatu HOBHII JIic» Ta BBEJICHHS HA3BU JIOMEHY
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B macTynHi BKIaAll BiKHA BCE 3aJUIIA€EMO O€3 3MiH, TUIBKH BIIMCYEMO
naposib sl peXXUMY BiTHOBIIEHHS ci1yk0 kartanoriB (DSRM) (puc. 4.6).

F= Active Directory Domain Services Configuration Wizard - a X
. . TARGET SERVER
Domain Controller Options WINAVKTGANTUPS

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Options

. Forest functional level: Windows Server 2025 ~
DNS Options

Additional Options Domain functional level: Windows Server 2025 v

Paths Specify domain controller capabilities

Review Options Domain Name System (DNS) server
Frerequisites Check V| Global Catalog (GC)

Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: sessssese

Confirm password: sesssncee

More about domain controller options

| < Previous | | Next > | nsta
Pucynok 4.6 — «IlapameTpu KOHTpoOJIepa JOMEHA»

V¥ nactynnux BikHax «Ilapamerpu DNS» Ta «/lomatkoBi mapameTpu» IpocTo
Hatuckaemo «Jlami». Ha Bxmammi «Ilmsaxm» Tex 3amumiaemMo Bce 0€3 3MIH 1 3
napaMeTpaMHu 3a-3aMOBUYYBaHHSIM (puc. 4.7).

Fﬁ Active Directory Domain Services Configuration Wizard - a X
P th TARGET SERVER
atns WIN-VK7GATVTUPA

Deployment Configuration )
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options

DNS Options Database folder: CAWINDOWS\NTDS

Additional Options foajhlesiiclder: CAWINDOWS\NTDS

SYSVOL folder: CAWINDOWS\SYSVOL

Review Options

EIEIED

Prerequisites Chack

More about Active Directory paths

| < Previous ‘ | Next > ‘ nsta
Pucynoxk 4.7 — Bknagka «Insaxuy»

[Ticns uporo Ha Bkiaami «llepersissHyTH MapameTpu» MEpeBipsiEMO BBEJICHI
naHi. Akmo Bce BipHO HatuckaeMo «Jlami». Ilicis 11poro, SKIIO0 BCe BIAMOBIIAE
BUMOTaM, BIJIOYBA€ThCS BCTAHOBJICHHA. 3a YCHIIIHUM BCTAHOBJICHHSM CIIITYy€
nepe3aBaHTaKEHHS cepBepa (puc. 4.8).

47



Applying computer settings

Pucynok 4.8 — Ilepe3aBanTaxeHHs cepBepa

[Ticnst mepe3aBaHTaXXEHHSI cepBepa, MOKEMO 3alTH B «JlucmeTuep cepBepiBy,
nani — «lHctpymenT», 3HaTi Tam «Kopuctysaui 1 koM ' 1oTepu Active Directory».

SIK110 BIKHO BIIKPUBAETHCS 1 MU Oa4MMO Halll JOMEH (Harpukiaji, server.lab) 3
KOHTEHHEpaMu — 3HAYUTh JIOMEH CTBOPEHHUH 1 cepBep craB KoHTpojepoM. OTxe,
CTBOPEHHSI Ta HAJAIITYBAHHS JIOMEHY 3aBEPIICHO.

3aBaanns 2. JlonaBaHHS KOPUCTYBAY1B 1 IPYyII

Jist meoro Hatuckaemo «Jlucmerdep cepBepiBy» — «lHCTpyMeHTH» — —
«KopucryBaui Ta komn’totepu Active Directory» (puc. 4.9).

_ Active Directory Users and Computers - 0O X

File Action View Help

Jm =y = B 3 | B Va7 E2%
] Active Directory Users and Comp|| Name Type Description
: A Quarias 1 Builtin builtinDomain
v = Sewer'!al_j Computers Container Default container for up..
. 2;:::;“95 ~ | Domain Con.. Organizational .. Default container for do..
51 Domain Controllers . ForeignSecur... Container Default container for sec..
. e Managed Se.. Container Default container for ma...
| ForeignSecurityPrincipals|| ) _
Users Container Default container for up..

Managed Service Accoun
Users

Pucynok 4.9 — Bikno «Kopucrtysaui Ta komn’totepu Active Directory»
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Konu Bimkpuerbes BikHO, Mu OaumMmo Hamr jgomeH (server.lab) 1 cranmaptHi
KOHTEHUHEPH:

Users (KopucrtyBadi) — TyT 3HaXOASAThCSA CTaHAAPTHI OOJIIKOBI 3alliCH Ta
TPYIIN.

Computers (Komm’rotepu) — croad 3a 3aMOBUYYBaHHSM [OTPAILIAIOTh
KOMII FOTepH, PUETHAH] 10 JOMEHY .

Domain Controllers (KonTponepu noMeHa) — TyT BiI0OPaKarOThCsl CEPBEPH 3
POJLITIO KOHTPOJIEpa IOMEHY .

[Ilo6 cTBOpUTH HOBOTO KOPUCTYBauya MOXEMO HATHUCHYTH Ha MIKTOTpamy
«CTBOpEHHSI HOBOTO KopucTyBadyay abo x HatucHyTu [IKM no xonTteitHepy «Users»
— «CtBOopuT» — «Kopucrtysau» (puc. 4.10).

J

i
Pucynox 4.10 — I[liktorpama « CTBOpEHHsSI HOBOTO KOPUCTyBayay
BinkpuBaetbcs «MaiicTep CTBOPEHHSI HOBOTO KOPUCTYBaua». TyT 3alIOBHIOEMO

BC1 HEOOX1aH1 moJs, Taki, Ak «IM’s», «lIpizBumiey, «IHiiaau» Ta HalBaKIIUBIIIE —
«IM’s BXOIy KOpUCTyBaua», KOJIH Lie 3p00sieH0 HaTuCcKaeMo «/lami» (puc. 4.11).

New Object - User X
2 \ Create in:  server.lab/
First name: Petro Initials: D
Last name: Shevchenko
Full name: Petro D. Shevchenko

User logon name:

Petrol @server.lab v

User logon name (pre-Windows 2000):
SERVER\ Petro

Bac Next = Cancel

Pucynok 4.11 — MaiicTep CTBOpEHHSI HOBOI'O KOpUCTyBada
Ha wnactymnHiii Bkiaaii BiiOyBaeThCcs HalamTyBaHHs Taposiss. CTBOPHOEMO i

3aIMCY€EMO HOBUW Mapojb, IOBTOPIOEMO MOr0 Ta BCTAaHOBJIIOEMO MPANOPELb
«BuMmaratu 3MiHM MapoJig NMPU HACTYMHOMY BXOJl B CHUCTEMY» — II€ 3YMOBJIEHO
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HaJNAIITYBaHHAMH Oe3mnexu. [Hi mpamopii 3anuiiaeMo 6e3 3MiH B LIbOMY BUIAJKY
(puc. 4.12).

New Object - User X
2! Create in:  server.lab/

Password: sssssssse

Confim  eessssss o

User must change password at next logon
[] User cannot change password

| Password never expires

| Account is disabled

< Back Next > Cancel

Pucynox 4.12 — HanamryBanHs maposisi At CTBOPIOBAHOT'O KOPUCTYBava

Jam Hatuckaemo «I'0TOB0O» — HOBUI KOPUCTYBau CTBOPEHHIA.

JIJist CTBOpEHHSI TPYNH KOPUCTYBAYiB aJITOPUTM il MOAIOHUIT — HATUCKAEMO
BIINIOBIIHY mikTorpamy abo ITKM no konteiinepy «Users» — «CtBoput» — «I'pyna»
(puc. 4.13).
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Pucynok 4.13 — ITikrorpama « CTBOpEHHSI HOBOT IPYIIH»

BinkpuBaetbcsi «MaiicTep CTBOpEeHHS HOBOI rpymu». TyT 3amoBHIOEMO BCi
HEOOX1TH1 MOJIsI, TaKl, K «IM’s Tpynu», BuOupaeMo o01acTh Jiit rpynu — «JlokanpHa
B JIOMEHI» Ta TUN rpynu — «besnexkny, konu 1e 3pooseHo Haruckaemo «OK» — HoBa

rpyna KOpHCTyBauiB cTBopeHa (puc. 4.14).

New Object - Group X
q Createin:  server.lab,
,_!_? \ : ALY

Group name:

Students

Group name (pre-Windows 2000):
Students

Group scope Group type

© Domain local © Security
() Global () Distribution

() Universal

OK Cancel

Pucynok 4.14 — CtBopeHHsI HOBO1 IpynH
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Jlna Toro, mo0 AofaTh KOpHCTyBada A0 TPYNH MOXKHA CKOPHCTATUCS JBOMA
cnocobamu. [lepmuit — HatucHyTH Ha rpymy [IKM, nami Bubpatu «/lonatu B rpymy»
1 y BIKHI, 110 BIAKPWJIOCS BBECTHU 1M’ KOPUCTyBaua, IO MOTPIOHO NOAATU B IO
rpyny 1 HatucHyTH «OK». JIpyruii cnoci6 — 3aiitu B kouTeitHep «KopucTtyBadi», Tam
3HAWTU KOPHUCTYyBaua, SKOTO CIiJl JOAATH O TPyNu, HaTUCHYTH Ha Hboro I[1KM,
BuOpaTn «BiacTuBocTi». Y BIKHI BIAaCTHBOCTEH, IO BiAKpmiocs oOpatu «YieH
rpym» — «Jlogatu». Jlani BBecTH Ha3By rpynu 1 HaTUcHYTH «OK» (puc. 4.15).

Elle; "Action); *View;| Halp Remote control Remote Desktop Services Profile com+

o 25 8| XE G General  Address  Account  Profile  Telephones  Organization
— Member Of Diakin Environment Sessions
] Active Directory Users and Comp|| Name
Saved Queries ée DnsAd ~ Member of
v &4 serverlab {gDnsU; Name Active Directory Domain Services Folder
Builtin
el ﬁg Domaij Domain Users server.lab/Users
Y Domaj
=/ Domain Controllers gDo Select G X
ForeignSecurityPrincipals o SEERIOLER
Managed Service Accoun ég Dorma} :
e 58 Domai Select this object type:
% Enterp Groups or Built-n security principals Object Types..
ﬁe Enterp From this location:
{g Enterp server.lab Locations.
{g Extern
2 Forest Add Enter the object names to select (examples)
2 Group Students| Check Names
2
s Guest Primary group.
58, Key Ac
2, Protec t Pri Advanced oK Cancel
bg RAS ar
,,,,,,,,,,,,
2 Read-( b
ie Schem
& petro | |anage
—
OK Cancel fents

Pucynok 4.15 — JlogaBaHHs: KOpUcTyBada 10 rpynu

[Ticns mporo y BIKHI BJIACTUBOCTEH MOTPIOHO HATHCHYTH «3acTOCYBaTH» 1
«OK». B pe3ynbrati iux Aii KopuctyBad Oyje ToAaHUM 10 BKa3aHOT IPYIIH.

3aBaanHs 3. AHami3 peruiikaiii Mi>k KOHTpoJIepaMu JJOMEHY

JIJisi BUKOHaHHSI IIbOTO 3aBJIaHHS CTBOPIOEMO JIPYTy BIPTyallbHy MaIllUHY
Windows Server 2025, npouec onuvcaHuii B mepiliid MpakTU4YHIA poOOTi, T0AAEMO
ponb Active Directory. Ilpueanyemo i A0 ICHYHOYOTO JOMEHY SIK JIOJATKOBHUI
koHTtposep (omiist Add a domain controller to an existing domain).

[licns 1poro Ha OCHOBHIM (TWepiIiid) MamuHI BIAKpUBaeMo «Jlucmeruep
cepBepiBy, nepexoaumo 110 «IHcTpyMeHTH» — «Caiftu 1 cimy»k0u Active Directory.

VY nepeBi Oaunmo Ham cadT 3a 3aMmoBuyBaHHsAM: Default-First-Site-Name
(puc. 4.16).

B Active Directory Sites and Services — a X

File Action View Help

e 2 XE o= Hm B
B Active Directory Sites and Servicel| Name Type Description
¥ Sites En_?NTDS Site Se.. Site Settings
Inter-Site Tansports 1] Servers Servers Contai...
Subnets
v @ Default-First-Site-Name
v Servers

3 WIN-VK76ATVTUF

Pucynok 4.16 — Caiitu 1 cityx0u Active Directory
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Posropraemo By3om — «Servers» — 0auuMO CIHCOK HAIIMX KOHTPOJEPIB
nomeny (DCI1, DC2). Ilicns uporo mans meperiasay 3 €JHaHHS —pervrikamii
posroptaemo cepBep — «NTDS Settings». ¥V mpaBiii yacTuHi 6a4UMO aBTOMAaTUYHO
CTBOpEHI 3’ €IHaHHA (3B’SI3KU pEIUTIKAIlii), 1€ BKa3ye, 3 KUM KOHTPOJIEP OOMIHIOETHCS
JTAaHUMH.

Jlis AeTanbHOrO aHamily BHUKOHYEMO NPUMYCOBY perutikaiiio. s mporo
Hatuckaemo IIKM Ha 3’enHanHl, 1oTIM «BukoHatn permikaiio 3apas»,
M1ITBEPKYEMO JTITO.

Axmio perurikarlis ycCIilIHA, OTPUMYEMO TOBioMJIeHHS «Active Directory
Domain Services has replicated the connectionsy.
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JlabopaTtopna po6ora NeS
I'pynosi noairuku y Windows Server 2025

Meta poOoTu: o3HaOMHTHCA 3 TNpPUHIUNAMH (DYHKIIOHYBaHHA Ta
aJIMIHICTPYBaHHS TPYIMOBUX MOMTHK y cepenoBuili Windows Server 2025, nabytu
OPAaKTUUYHUX HABUYOK HaJAIITyBaHHS TOJITUK OE3MeKH, 30KpeMa IapameTpiB
MapoJIiB Ta OOMEXKEHHS JOCTYIMY JI0 30BHINIHIX HOCIIB, a TAKO OMaHyBaTH METOIU
JIIarHOCTUKH 1 YCYHEHHSI TIOMUJIOK IPU 3aCTOCYBaHHI IPYHOBUX IMOJITHK Y TOMEHHIM
iHppacTpykTypi [26-31].

Xig pobotu

3aBaanna 1. HanamryBaHHS NOMITHK TapoOiB

[lepen mouaTkoM BUKOHAHHS 3aBIaHb JTaHOI MPAKTUYHOI POOOTH 3aIlyCTHMO
po3ropHyTy BipryansHy MammHy Windows Server 2025 B cepenosuiii Hyper-V, sxa
OyJia CTBOpEHa.

Hami BigkpuBaemo «Jlucmeryep cepBepiB». Hatuckaemo «lHCTpymMeHTH» —
«KepyBaHHs TPyHmoOBOIO MOJITHKOI» — TaKUM YHUHOM BIJIKPUBAEMO I1HCTPYMEHT
yIpaBIiHHS NoJiTHKamu (puc. 5.1).

& Group Policy Management - [m] X
& File Action View Window Help - &
o nE Xa HE

2 Group Policy Management
v 4\ Forest:serverlab
v g5 Domains

Default Domain Policy
Scope Details Settings Delegation

Links

v 3 serverlab
s, Default Domain
2| Domain Control

Display links in this location: server lab

The following sites, domains, and OUs are linked to this GPO:

- Group Policy Ok
+ WMI Filters Location Enforced Link Enabled Path
] Starter GPOs i server.lab No Yes serverlab

A Sites
564 Group Policy Modeling

+ Group Policy Results T
Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:
Name

82 Authenticated Users

Add... Remove

WMI Filtering
This GPO is linked to the following WMI filter:

Pucynok 5.1 — Bigkpute BikHO «KepyBaHHS IpylOBOIO MOJITUKOIO»

[Ticnst bOTO BIAKPUBAEMO JEPEBO 3J1iBa: PO3TOPTAEMO HAIll JOMEH, BUOMPAEMO
00’ext Default Domain Policy (ITomituka 3a-3amMoBuyBaHHsM i1 foMeHa). [le came
Ta TOJITUKA, KA 3aCTOCOBYETHCS [JISi BCIX KOPUCTYBAdiB JOMEHY, SIKIIO MH ii
3MiHIOEMO. | ami, mo6 HajmamTyBaTH MOJITHKY MApOJIiB KJIAAEMO MPAaBOK KHOMKOIO
mutn o «Default Domain Policy» — «3miautn». BHacainok nporo BiAKpUBAETHCA
peTaKTOp TPYHOBUX MOMTHK (puc. 5.2).
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.=/ Group Policy Management Editor - m] X
File Action View Help
= [ EH= HmE

= Default Domain Policy [WIN-VK’ | Default Domain Policy [WIN-VK76A 1VTUP4.SERVER.LAB] Policy
v (& Computer Configuration

Select an item to view its description.  Name

» || Policies
Preferences iﬂ- Computer Configuration
v & User Configuration i, User Configuration
| Policies
> || Preferences

Pucynok 5.2 — Biakpure BikHO «Pe1akTop ynpaBiiHHSA IPYHOBUMH MOJTITUKAMIDY

Hami y penaktopi BuOupaemo «KoHdiryparilis KoMIir'roTepa», B HACTYIHIN
BKJIQJII peaakTopa ooupaeMo myHKT «[lomituxku» (puc. 5.3).

=/ Group Policy Management Editor - a X
File Action View Help
o= 5@ = B

" Default Domain Policy [WIN-VK? A Computer Configuration
v & Computer Configuration
| Policies

Select an item to view its description.  Name

Preferences _ Policies
~ i User Configuration _| Preferences
| Policies
_| Preferences

Extended /\ Siandard/

Pucynox 5.3 — Bu6ip nynkry meHto «Ilomitukm»

3roaoM, y HOBIM BKiaami ooupaemo «Koudirypamis Windows» (puc. 5.4).

= Group Policy Management Editor = a X
File Action View Help

.| Default Domain Policy [WIN-VK’  Policies
(& Computer Configuration ) o o
s Select an item to view its description.  Name
~| Policies

Preferences | Software Settings
v & User Configuration | Windows Settings

Policies _| Administrative Templates

> ] Preferences

Extended /\ Slandard/

Pucynok 5.4 — Bubip nynkty mento «Kondirypauis Windows»
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[Ticns mporo, y Bkjiammi, mo Bimpuiacs obupaemo «llapamerpu OGe3mexny

(puc. 5.5).

=/ Group Policy Management Editor

File  Action

-

View Help

2@ XK= HE

- Default Domain Policy [WIN-VK]
v (& Computer Configuration
| Policies
» ] Software Settings
» | Windows Settings
> | Administrative Templ|
> || Preferences
v i User Configuration
> [ Policies
| Preferences

w

~ Windows Settings

Security Settings Name

“| Name Resolution Policy

“E

|=| Scripts (Startup/Shutdown)

alliPolicy-based Qo

Extended /\ Standard /

Pucynok 5.5 — Bubip nynkry mento «Ilapamerpu 6e3mexn»

Ham Bubupaemo myHKT «IlomiTikn 061iKOBUX 3amuciBy (puc. 5.6).

-/ Group Policy Management Editor

File Action View Help

o 2@ XK=

=/ Default Domain Policy [WIN-VK:
v & Computer Configuration

v | Policies
| Software Settings
v ] Windows Settings

| Name Resolution
| Scripts (Startup/Sl
> =3 Security Settings
> il Policy-based QoS
| Administrative Templ

_| Preferences

v & User Configuration
» ] Policies
| Preferences

unt Policies
j Local Policies
j Event Log

4 Restricted Groups

_A System Services

A Registry
4 File System

2] Wired Network (IEEE 802.3) Policies

| Windows Defender Firewall with Advance..
_| Network List Manager Policies

2 Wireless Network (IEEE 802.11) Policies
~ Public Key Policies

| Software Restriction Policies
_| Application Control Policies

S IP Security Policies on Active Directory (SE..
_| Advanced Audit Policy Configuration

Description

Pa o t es
Auditing, user rights and security options policies

rd and account loc t policies

Event Log

Restricted Groups

System service settings

Registry security settings

File system security settings

Wired Network Policy Administration. Manage ...

Windows Defender Firewall with Advanced Secu..
Network name, icon and location group policies.
Wireless Network Policy Administration. Manag...

Application Control Policies
Internet Protocol Security (IPsec) Administration. ...
Advanced Audit Policy Configuration

Pucynok 5.6 — BuOip myHkTy MeHI0 «I10T1THKN 00J1KOBUX 3aMHUCIBY»
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[Ticns mpOTO BIIKPUBAETHCS BKJIAAKA 3 MOTPIOHUM HAM JJIs HaJAIITyBaHHS
MyHKTOM MEHIO 1 BHIoM ToiTuK — «Ilomituka mapomisy» (puc. 5.7-5.8).

-I Group Policy Management Editor = O X
File Action View Help
e 2@ Xz HE
Default Domain Policy [WIN-

v & Computer Configuration
v Policies

Name Description
B&| password Policy
7 Account Lockout Policy

Password Policy

Account Lockout Policy

Software Settings

3 Kerberos Poli
v = Windows Settings | || < i

Kerberos Policy

Name Resoluf

Scripts (Startu)
v @ Security Settin

"5 Account P

i Local Polic

3 Eventlog
A Restricted
A System Se
A Registry

4 File Systen
24 Wired Net
7 Windows [
Network Li

Zafl Wireless N

it

3

|

Public Key
Software R

Applicatio

&, 1p security
Advanced

Pucynok 5.7 — Bu6ip nyHkty MeHto «IloniTrka naposisy»

-/ Group Policy Management Editor

File Action View Help
s 2 ﬂ D

| Default Domain Policy [WIN- Policy

v & Computer Configuration
v [ Policies

Software Settings

v 1 Windows Settings

Name Resolut

Scripts (Startu)

v _3 Security Settin

v 3 Account Pc

A_] Passwc

. Enforce password history

Maximum password age

Minimum password age

Minimum password length

Minimum password length audit

Password must meet complexity requirements
Relax minimum password length limits

Store passwords using reversible encryption

Policy Setting

24 passwords remembered
42 days

1 days

7 characters

Not Defined

Enabled

Not Defined

Disabled

3 Accour
j Kerber
_E Local Polic
fj Event Log
4 Restricted
A System Se
4 Registry
4 File Systen
1' Wired Net
Windows [
_ Network Li
2l Wireless N
Public Key
Software R

Pucynok 5.8 — BikHO HanamTyBaHHs MOJITUKY NAPOJIiB

Tyt My 6aurMO KUIbKa KIIFOUOBUX MApaMETPIB:

Bectu )xypHasl napoJiiB — CKUTbKHM MapoJIiB 30€piraeTbes.

MakcumanbHHUI TEpMIH [I1i TapoJis — SIK YaCTO MOTPIOHO MIHATH MAPOJIb.

MiHiMalIbHUI TEPMIH [I1i apoJid — Yyepe3 KU Yac miciis 3MiHU NapoJib MOKHA
3MIHUTH 3HOBY.

MinimMaabHa TOBXKHWHA MMapoJjIs — MiHIMalbHa KUIBKICTh CUMBOJIIB.

[Taponib MOBMHEH BIATOBIAATH BUMOTAM — BUMAara€ BUKOPHCTAHHS BEIUKHX,
MaJux JiTep, tudp Ta CHMBOJIB.

30epiraTi Mapoyii BHKOPHUCTOBYIOUM DPEBEPCHBHE IMHUQPPYBaHHS — JaHUUN
napameTp CTOCY€EThCS O€3MEeKH Ta TUIY MuGPyBaHHS MApOJIiB.

HanamryBanHs TOJMITHKK TapoiiB, HANPHUKIAA, 3AIHCHIOEMO HACTyITHUM
YUHOM: MIHIMaJIbHA JIOBXKHWHA TApoJis — 8 CUMBOJIB; TepMiH il maposs — 30 JHiB;
BECTHU KYpHaJ apojiB — 5 OCTaHHIX; CKIaIHICTh Maposisi — BUMKHEHO.
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JIJis HajamTyBaHHS TICBHOTO ITyHKTY IOJIITHKY JIBa pa3d HATUCKAEMO HA HHOTO
J1BOIO KHOMKOO Mutti (puc. 5.9-5.10).

¥

=] Group Policy Management Editor - a X
File Action View Help Enforce password history Properties ? X
* rallo r (i
s ] x — Security Policy Setting  Explain

.| Default Domain Policy [WIN- ) ) tting
v [ Computer Configuration fi‘ Enforoe password history
v [ Policies =
> || Software Settings
v ] Windows Settings
» | Name Resolut
1) Scripts (Startu) sl - passwords remembered
w ::3 Security Settin
A E Account Pc
> :fi Passwc
> = Accour
» j;‘j Kerber
> j Local Polic
> j Event Log
4 Restricted
7 System Ser
4 Registry
> @ File Systen
> £/ Wired Net:
| Windows [
| Network Li
> ;‘51.' Wireless N
~I Public Key
| Software R

fords remembered
{8 Define this policy setting
Keep password history for: [ers

ned

ned

oK |  Caneel Apply

Pucynox 5.9 — PenaryBanHs 3Ha4eHHs MyHKTY «BecTu )KypHai maposiB» B
PEAAKTOPI MOTITHK

= Group Policy Management Editor = O X

File Action View Help
o 2@ XE 2 HE

=] Default Domain Policy [WIN- Policy » Policy Setting

v o Computer Configuration
v || Policies

| Software Settings

v | Windows Settings

<4 Enforce password history 5 passwords remembered
22/ Maximum password age 30 days
24 Minimum password age 1days

i Minimum p engt 8 characters

| Name Resolut

|l Scripts (Startu)
v _53 Security Settin
v 3 Account Pc

24 Minimum password length audit Not Defined
., Password must meet complexity requirements Enabled
24 Relax minimum password length limits Not Defined

y :—5 Pasowe i, Store passwords using reversible encryption Disabled

> fEi Accour
> :E\ Kerber:
> j Local Polic
> j Event Log
‘4 Restricted
A System Se:

4 Registry
4 File Systen
> Eu/ Wired Net
1 Windows [
| Network Li
> ;3! Wireless N
| Public Key
| Software R

Pucynok 5.10 — HanamroBana 3rifHO 3aBJaHHS MOJIITUKA MAPOIiB
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Komu HanmamTyBaHHS TpOBeACHO 3akpuBaeMo «Pemakrop ympaBiiHHS
rpynoBumu nomitukammu». Jami y cepepoBuiii Windows PowerShell 3amyckaemo
gpupdate /force, o0 3miHM BCcTymwm B cuity (puc. 5.11).

J B Administrator: Windows Powe X + v

Windows PowerShell

Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\Administrator> gpupdate /force
Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.

PS C:\Users\Administrator>

Pucynok 5.11 — 3actocyBanns gpupdate /force B cepenoBuiii Windows PowerShell

st Toro, mo0 mepeKoHaTHCS B TOMY, IO 3MIHM BCTYIWJIM B CUJIY 3HOBY
BIJIKDUBAEMO HANAIITyBaHHA TOJNITUKM TMAapOJIIB Ta TEPEBIPSIEMO 3HAYEHHS
BIJINOBIJTHUX TIapaMmeTpiB. B pe3ynbTaTi nmepeBipku MEPEeKOHYEMOCH y TPABUIHHOCTI
3MIIICHEHUX HaJAIlITyBaHb.

3aBnanus 2. OOMexeHHs qoctymy 10 USB-HociiB

JUiss HamamTyBaHHSA Li€l OMUII TAaKOX CIH1J CKOPUCTAaTUCS PEIAKTOPOM
IPYNOBHX MOMITHK. J[715 IIbOTO, SIK 1 B TOTIEpEAHHOMY 3aBIaHHS 3aXOAMMO B HBOTO.

SKIo MM XO04EeMO 3acTOCyBaTU OOMEKEHHS ISl BCIX KOPHUCTYBayiB JOMEHY —
penaryemo Default Domain Policy.

Axmo ana neBHoi rpynu abo OU (opraHizaiiifHoro miapo3auty) — CTBOPIOEMO
HOBY MOJITUKY (HaTHCKaeMo Ha Ha3By jaomeHy I[IKM rta Bubupaemo «CtBOpuUTU
00’€KT TPYMOBOi MOJIITUKHU B I[bOMY JOMEHI Ta 3B’s3aTH HOTO...») Ta NPUB’SI3yEMO 1l
10 OU ta 1oTpuMy€eMOCs OJIAbIINX IHCTPYKIIIA MalcTpa.

VY penakropi momTuk #nemo mwsixoMm: «Koudirypaiis KoM oTepay —
«ITomtukn» — «AaminictpatuBHi mabmoHn» — «Cucrema» — «JlocTym 10 3HIMHHUX
3armam’sITOBYIOUUX MPUCTPOiBy» (puc. 5.12-5.13).

[ Group Policy Management Editor = (=] X
File Action View Help
s E . 4

Default Domain Policy [WIN-VK|
v & Computer Configuration
v Policies

System
Removable Storage Access Setting
KDC
Kerberos
Kernel DMA Protection
LAPS
Local Security Authority

Software Settings
| Windows Settings
v Administrative Templ
Control Panel
Desktop
Network Locale Services
Printers Logon
Server
Start Menu and T|
System
Windows Compo

All Settings

Mitigation Options
Net Logon

OS Policies

PIN Complexity

Power Management

Preferences
v 4 User Configuration
Policies
| Preferences

Recovery
Remote Assistance
Remote Procedure Call
Scripts

| Security Account Manager
Server Manager

\ Extended / Standard/

Pucynok 5.12 — Bubip nyHKTy MeHIO «JlocTyn 10 3HIMHMX 3amaM’ SITOBYHOUHX
IIPUCTPOIB»
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=/ Group Policy Management Editor = o X

File Action View Help

s 2@ = Em Y
- Enhanced _ Removable Storage Access
File Classif
Select an item to view its description.  Setting State Comment
_ File Share
1 Filesystem |12] Set time (in seconds) to force reboot Not configured No
7 Folder Rec iz CD and DVD: Deny execute access Not configured No
Group Poli iz| CD and DVD: Deny read access Not configured No
Internet Cc i) CD and DVD: Deny write access Not configured No
iscsi 2] Custom Classes: Deny read access Not configured No
1 KDC |iz] Custom Classes: Deny write access Not configured No
Kerberos 2| Floppy Drives: Deny execute access Not configured No
| Kernel DM i:| Floppy Drives: Deny read access Not configured No
LAPS i] Floppy Drives: Deny write access Not configured No
- Local Secu i) Removable Disks: Deny execute access Not configured No
Locale Sen |i2) Removable Disks: Deny read access Not configured No
8. Lagon iz Removable Disks: Deny write access Not configured No
:ngat'on iz| All Removable Storage classes: Deny all access Not configured No
. O:'p“’f“ 2| All Removable Storage: Allow direct access in remote sessions Nt configured No
o C"o"::i [£2] Tape Drives: Deny execute access Not configured No
= 2| Tape Drives: Deny read access Not configured No
Power Mar o
Recovery |iz| Tape Drives: Deny write access Not configured No
B Remote As | WPD Devices: Deny read access Not configured No
Rariata |12 WPD Devices: Deny write access Not configured No
| Removabl
— \ Extended / Standard /
Pucynok 5.13 — BikHO HayamTyBaHHs MOJITHK MO0 3HIMHHUX 3aiaM’ STOBYHOUYUX
.

VY BIKHI HaJalITyBaHHS MOJITHK IIOAO 3HIMHMX 3araM’sITOBYIOUUX NPUCTPOIB
0auMMO CHUCOK MapaMmeTpiB Ui pi3HuX TumiB npuctpoiB: CD/DVD, USB-Hocii,
30BHIIIHI JUCKH Ta 1HII MOAIOHI TPUCTPOI.

Mu MoxeMo KepyBaTH fAK 4YUTaHHSAM, TakK 1 3allCOM, BMHUKAIOYHM Ta
BUMMKAIOUH 11 TApaMETPH JJIs1 KOHKPETHOTO TUITY 3HIMHUX IPUCTPOIB.

Jlist oOmexxenHs poctyny 10 USB-HOCIiB BMUKaEMO MOJITUKY «3HIMHI IUCKH:
3a00pOHUTH YWUTAaHHA» — «YBIMKHYTH», a TaKOX BMHKA€EMO MOJITUKY «3HIMHI
JUCKU: 3a00pOHUTU 3amuc» — «YBIMKHYTH». lle oO3Hauae, 1m0 KoOpucTyBadi He
3MOKYTh aHl YMTaTH, aH1 3anucyBatu nani 3 USB-HociiB (puc. 5.14-5.15).

& Removable Disks: Deny write access a X

E} Removable Disks: Deny write access Previous Setting Next Setting

(O Not Configured Comment:

O Enabled
() Disabled

Supported ON:  at jaact Windows Vista
Options: Help:

This policy setting denies write access to removable disks.

If you enable this policy setting, write access is denied to this
removable storage class.

If you disable or do not configure this policy setting, write access
is allowed to this removable storage class.

Note: To require that users write data to BitLocker-protected
storage, enable the policy setting “Deny write access to drives not
protected by Bitlocker,” which is located in "Computer
Configuration\Administrative Templates\Windows Components
\BitLocker Drive Encryption\Removable Data Drives.”

[ oK l Cancel Apply

Pucynox 5.14 — BBIMKHEHHS TIOJIITUKHU «3HIMHI TUCKH: 3200POHUTH 3aITHC)
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=/ Group Policy Management Editor - a X
File Action View Help
o 2@ = HE T

-l Enhanced _ Removable Storage Access
File Classif X
“| File Share Removable Disks: Deny read access  Setting State Comment
Filesystern |iz] Set time (in seconds) to force reboot Not configured No
 rilesy Edit policy setting B } )
“| Folder Rec 2] CD and DVD: Deny execute access Not configured No
| Group Poli Requirements: || CD and DVD: Deny read access Not configured No
| Internet Cc At least Windows Vista || CD and DVD: Deny write access Not configured No
| iSCsl iz| Custom Classes: Deny read access Not configured No
D ) = Y 9
| KDC escrlpt.mn. . |=] Custom Classes: Deny write access Not canfigured No
This policy setting denies read access
| Kerberos to removable disks. |i=| Floppy Drives: Deny execute access Not configured No
| Kernel DM | Floppy Drives: Deny read access Not configured No
| LAPS If you e_nadb\e_ﬂ:;st pf'l‘\_t:y seﬂlng;::ead iz| Floppy Drives: Deny write access Not configured No
access is denied to this removable
1 Local Secu storage class. =] Removable Disks: Deny execute access Not configured No
Locale Sen B Disks
- Logon If you disable or do not configure this ;| Removable Disks: Deny write access Enabled No
Mitigation po\l:_y setting read access is allowed =] All Removable Storage classes: Deny all access Not configured No
Net Logan to this removable storage class. f— ) A
- P |=] All Removable Storage: Allow direct access in remote sessions  Not configured No
alicies
PIN Compl || Tape Drives: Deny execute access Not configured No
= Power MZI |i=| Tape Drives: Deny read access Not configured No
. Recovery |iz| Tape Drives: Deny write access Not configured No
= Remote As |i=| WPD Devices: Deny read access Not configured No
“| Remote Pr |i=| WPD Devices: Deny write access Not configured No
| Removabli
— \ Extended /:‘ Standard/

19 setting(s)
Pucynok 5.15 — HanamroBana noiiTika mo/10 3HIMHUX IPUCTPOIB ISl OOMEXEHHS
noctyny 10 USB-HoCIiB

Konm wamamTyBaHHS TpoBedeHO 3akpuBaeMo «PemakTop ympaBiiHHA
rpynoBuMu nomitukammy. [ami y cepepoBumi Windows PowerShell 3amyckaemo
gpupdate /force, 11106 3MiHM BCTYIIUJIN B CHUITY.

g Toro, moO mepeKoHATHCs B TOMY, IO 3MIHM BCTYIWJIH B CUJIY 3HOBY
BIJKPUBAEMO HAJIAIITYBAaHHS MOJIITUKM 3HIMHUX 3amaM’sITOBYIOUMX IPUCTPOIB Ta
nepeBipseMO 3HAYCHHSI BIAMOBIIHUX MapaMeTpiB MOMITUKU. B pe3ynbrari nepeBipku
NEPEKOHYEMOCH Y BUKOHAHHI 3/[IHCHEHUX HAJIalITYBaHb.

3aBnanHs 3. [{ilarHOCTHKA TOMMJIOK FPYIIOBUX MOJIITUK

JUIsi N[1arHOCTHKH, aHajidy Ta NEepeBIpKA TPYNOBUX TMOJITHUK € KUIbKa
1HCTPYMEHTIB, SIKI MO>KHA 3aCTOCYBATH.

[Tepmie — e Buxkopuctanus ocHacTku RSoP (Resultant Set of Policy). ns
TOTO, MO0 3acTocyBaTH ii HaTuckaemMo Win + R Ta BBOAMMO rsop.msc, HaTUCKAEMO
Enter. B pe3ynbraTi BimkpuBaeTbes BikHO Resultant Set of Policy (puc. 5.16).

Resultant Set of Policy is being processed...

This Microsoft Management Console contains the RSoP snap-in defined below.

* '\ Starting with Microsoft Windows Vista Service Pack 1 (SP1), the Resultant Set of Policies

1 (RSoP) report does not show all Microsoft Group Policy settings. To see the full set of
Microsoft Group Policy settings applied for a computer or user, use the command-line tool
gpresult.

Please wait while it is processed.

Selection Settings
Mode Logging
User name SERVER\Administrator
Display user policy settings Yes
Computer name SERVER\WIN-VK76A1VTUP4
Display computer policy settings Yes

Progress:

Pucynok 5.16 — Bikno «Resultant Set of Policy»
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Cucrema mpoBoauTh 30ip iHGOpMaIii Ta MOKa3ye HaM, sIKI caMe TOJITHKH
3aCTOCYBAJIUCS 10 KOPHCTyBaya Ta KOMIT IOTEpa Ta sIKl MapaMeTpH MOJITUK aKTUBHI.
Axmo momiThka HE 3acTtocyBanacs, Outs Hei Oyae BimoOpakeHO TOMMIKY a0o
MOTIEPEI>KEHHSI.

Hactynuuii iHcTpyMeHT — «Pe3ynbTaTtu IpynoBHX MOMITUK» Yy «MeHemxepi
YOpPaBIIHHS TPYMOBHUMH TMOJITHKaMm». Mu BigkpuBaeMo «KepyBaHHS TpyrnmoBUMHU
nomiTukamMu» y «MeHemkepl cepBepiBy». Jlami y AepeBi JiBOPydY pO3ropTaEMO BY30JI
Hamoro nomeHy. Kiamaemo mpaBoro KHOMKOKO Muilli Ha «Pe3ympTaTél TpymnoBoi
TIOJIITUKWY», BUOUpaeMo «MaiicTep pe3ynibTaTiB IPYMOBUX TMONITHK». 3aIyCKa€eThCsS
MaicTep, 1€ MU 0OMpPaEMO KOMIT IOTEp 1 KOPUCTyBaya, IS SKUX XO4eMO MEPEeBIpUTH
3aCTOCYBAHHS MOJTITHK.

[Ticnst 3aBepiieHHsT MaiicTep (opMye 3BIT, PO Te, SAKI MOTITUKH 3aCTOCOBaHI,
K1 Oynu 3a0JIOKOBaHI Ta, IO HAWMBAaXKJIWBIIIE YW BUHUKIM KOHQIIKTH MK
noJitukamu (puc. 5.17-5.19).

 Group Policy Management Group Policy Results
v A\ Forest: serverlab Cornis
v (54 Domains
v #3 serverlab Name User Computer Last Refresh Date
4/ Default Domain
2] Domain Control|
</ Group Policy OL|

¥ WMI Filters

1) Starter GPOs

i Sites

#t¥ Group Policy Modeling

< Group Poli ~
. Group Policy Results Wizard...

View >

New Window from Here

Help

Pucynok 5.17 — Biakputts «MaiicTtpa pe3yJibTaTiB IPYINOBUX MOJITHK

Group Policy Results Wizard X

User Selection
You can view policy settings for users of the selected computer.

© Display policy settings for:

© Curent user

(") Select a specific user:

SERVER\Administrator

This list only shows users that have logged on to the computer, and for whom you
hawve permission to read Group Policy Results data.

(") Do not display user policy settings in the results (display computer policy settings only)
< Back Next > Caneel

Pucynox 5.18 — Bubip kopucTyBaua, mo/10 sikoro 0y/ie CTBOPEHO 3BIT BUKOPUCTAHHS
IPYHOBUX MOJITHK
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_3 Group Policy Management

- O X
& File Action View Window Help & %
o= 2m X H
» Policy Management Administrator on WIN-VK76A1VTUP4
rest: server.lab Summary Details Policy Events
§ Domains
iﬁ serverlab Summary A
=1 Default Domain Policy
» 2] Domain Controllers During last computer policy refresh on 24.08.2025 20:25:27
> ___J Group Policy Objects No Esvors Dainctad
» [ WMI Filters
> :E Starter GPOs A fast link was detected More information...
1 Sites
! Group Policy Modeling During last user policy refresh on 24.08.2025 20:25:27
1 Group Policy Results No Enors Detactsd
| Administrator on WIN-VK76A
A fast link was detected More information...
Computer Details
General
Computer name SERVER\WIN-VK78ATVTUP4
Domain server.lab
Site Default-First-Site-Name
Organizational Unit server.lab/ Domain Controllers
Security Group Membership show
Component Status
Component Status Time Taken Last Process Event Log
Name Time
Group Policy Success 94 Milisecond(s) 24.08.2025 View Log v

Pucynox 5.19 — CTBOpeHuUii 3BIT BUKOPUCTAHHS IPYIOBUX MOJITHK

Takox wmoxxkHa 3actocyBatu <« Kypuan mnomiii» («Event Viewery) s
JIarHOCTUKU POOOTH Ta MOMHUJIOK TPYHMOBHUX MOJITHUK. Mu BinkpuBaemo «Ilyck» —
«AaMIHICTpaTUBHI THCTpYMEHTH» — « KypHain momii» (puc. 5.20).

4] Event Viewer - a
File Action View Help
@[ HD

> & Custom Views
> [ Windows Logs

Overview and Summary Last refreshed: 24,082005 20:30.41 | LEEE il

> B Applications and Services Loc|
[ Subscriptions

\ — J > Open Saved Log..
rview .

¥ Create Custom View..

ﬁ To view events that have occurred on your computer, select the appropriate source, log or custom view nede in the console tree. The Administrative Events |mport Custom View.

custom view contains all the administrative events, regardless of source. An aggregate view of all the logs is shown below.
Connect to Another Computer...

[ Summary of Administrative Events o View
G Refresh
Event Type EventlD  Source Log Last hour 24 hours 7 days Hel
[d Help
Critical - - - 0 0 0 I
Error - - - 6 127 127
F Warnina - - - 1] 56 56
[ Recently Viewed Nodes -
Name Description  Modified Created
Windows Logs\Security N/A 24082025 20:30:22 25082025 2:28:17 I
Windows Logs\Setup N/A 24082025 19:3807 25082025 228:17
Windows | ans\Svstem N/A 24082025 20:30:20 25082025 22817
Log Summary : J
Log Name Size (Curre..  Modified Enabled Retention Policy
Windows PowerShell 107 MB/1.. 24082025 2022620 Enabled ‘Overwrite events as nece... I
System 107 MB/2.. 24082025 20:30:20 Enabled ‘Overwrite events as nece...
Security. 307 MR/, 24082025 20-30:22. Fnabled O it nts as nece.

Pucynok 5.20 — Binkputuii « Xypnan noaiii»
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Y nepesi niBopyd imemo uuisixoMm: «KypHamu n0maTKiB Ta CEpBICIBY —
«Microsofty — «Windows» — «GroupPolicy» — «Operational» (puc. 5.21).

{4l Event Viewer
File Acion View Help
e 2m B

EapMethods-F

EapMethods-S
7 EapMethods-T
EDP-AppLearni
EDP-Audit-Reg
EDP-Audit-TCB
EFS
EnhancedStore
EnrolimentPoli
EnrolimentWel
o ESE

EventCollector
Eventlog-Forw
FailoverCluster
Fault-Tolerant.
FeatureConfigi
FederationSen
FileServices-Se
FileShareShadc
FMS
Folder Redirect
GenericRoamir
glend

v 2 GroupPolicy
[ ] Operation:
Health-Ha
HelloForBusine
Help
hidcfu
HomeGroup G

= =] X
Operational  Nurmber of events: 547 Actions
Level Date and Time Source EventID Task Category Operational a
@ Information 24082025 203027 GroupPolicy (Microsoft-. 5315 None (& opensovedtog.
(@ Information 24082025 203027 GroupPolicy (Microsoft-. 8006 None W Creote Custom View.
@ Information 24082025 203027 GroupPolicy (Microsoft-... 5320 None
< Import Custom View...
(@) Information 24082025 203027 GroupPolicy (Microsoft-... 5320 None
(@ Information 24082025 203027 GroupPolicy (Microsoft-.. 5320 None Clear Log..
information 24082025 203027 GroupPolicy (Microsoft-.. 5313 None T Filter Current Log..
nformation 24082025 203027 GroupPolicy (Microsoft-... 5312 None B Properies
nformation 24082025 203027 GroupPolicy (Microsoft-. 5126 None N s
nformation 24082025 203027 GroupPolicy (Microsoft-. 5257 None sl
(@ information 24082025 203027 GroupPolicy (Microsoft-. 5017 None 8 Find.
FERTIN I v—— 2408 300K 20IOIT. LonossmDilions A biccosals. A012_Alam. H Save All Events As..
Event 5315, GroupPolicy (Microsoft-Wind pPolicy, x Attach a Task To this Log..
General Details View »
G Refresh
INext policy processing for SERVER\WIN-VK76A 1VTUP4S will be attempted in 5 minutes.
Help
Event 5315, GroupPolicy (Microsoft-Win.. 4
=] Event Properties
LogNeme:  Microsoft-Wind pPolicy/Operational .
Tl Attach Task To This Event...
Source: GroupPolicy (Microsoft-Wine Logged: 24082025 203027 5
EventlD: 5315 Task Category: None 5 Copy
Levek: Information Keywords: fed Save Selected Events..
User: SYSTEM Computer.  WIN-VK76AIVTUP4serverlab G Refresh
OpCode: Info Help

Pucynok 5.21 — Biakputuii « Kypnan noniit» — «Operational»

VY 1mpomy KypHaiai 6auuMo: 4ac 1 CrpoOu 3aCTOCYBaHHS MOJITHK, YU YCIIIIHO
BOHU 3aCTOCYBAJIMCS, a TaKOX TOYHI TIOBIAOMJICHHS TPO TOMIJIKH (HAIPHUKIAI,
«HEMae JOCTYIly 10 KOHTpoJiepa IOMEHY» ab0 «IOJiTHKa HE 3HalJeHa») Yu
nonepemkeHHs (puc. 5.22).

Operational  Number of events: 547

Level Date and Time Source EventID Task Category

(i) Information 24.08.2025 20:30:27 GroupPolicy (Microsoft-... 4017 None I
g 24,08.2025 20:30:27 GroupPolicy (Microsoft-...

@ Information 2408.2025 20:30:27 GroupPolicy (Microsoft-... 4257 None

@ Information 24.08.2025 20:30:27 GroupPolicy (Microsoft-... 4126 None

(i) Information 2408.2025 20:30:27 GroupPolicy (Microsoft-.. 5311 None

@ Information 2408.2025 20:30:27 GroupPolicy (Microsoft-... 5310 None

® Information 24.08.2025 20:30:27 GroupPolicy (Microsoft-... 5309 None

@ Information 24082025 20:30:27 GroupPolicy (Microsoft-... 5326 MNone

@ Information 24,08.2025 20:30:27 GroupPolicy (Microsoft-... 5308 MNone

@ Information 24.08.2025 20:30:27 GroupPolicy (Microsoft-.. 5017 None

ﬁh £, s 2400 WNIC INANAT Deali INAS ey ADAT AL

Event 6314, GroupPolicy (Microsoft-Windows-GroupPolicy)

General Details

GroupPolicy (Microsoft-Winc Logged:

Log Name:

Source:

Event ID: 6314
Level: Warning
User: SYSTEM
OpCode: Info

Group Policy bandwidth estimation failed. Group Policy processing will continue. Assuming fast link.

Microsoft-Windows-GroupPolicy/Operational

24.08.2025 20:30:27
Task Category: None
Keywords:

Computer: WIN-VK76ATVTUP4.serverlab

Pucynok 5.22 — [Ipuxnazn nonepemkeHHs B xypHam «Operational» oo
3aCTOCYBAHHS TPYIOBHX TOJIITUK

Jlns Toro, mo0 TOYHO 3HAWTH TOMMJIKH, BAapTO CKOPUCTATUCA (LILTPOM
MOTOYHOI'0 KypHaJly, BUOpABIIW BIAMOBIAHI Kateropii moaii — «lloMmunka» Ta
«Kputnune» (puc. 5.23).
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Filter Current Log X

Filter XML
Logged: Last 30 days
Event level: Critical (] Warning (7] Verbose
Error ) Information
Event logs: |-_;‘;;D—;-‘~,‘,-;H—N;;‘;, vs-GroupPolicy/Operational
Event sources: | =

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

<All Event IDs>

Task category: I

Keywords: | =
User: <All Users>
Computer(s):  pj| Computers>

Clear

OK Cancel

Pucynox 5.23 — CtBopeHHs PuIbTpy 7S MOMIYKY Ta A1arHOCTUKU MOMUJIOK MOJIITUK

SIko B pe3yJibTaTi KypHai OyJe MyCTHi, 11e 03Haydae, U0 MOMUJIOK Hemae. B
IHIIOMY BUMAJKy OyayTh MOKa3aHI TMOMMJIKM Ta iXHI BJIACTHUBOCTI, $KI 1 CIIiJ
JIE€TAJIbHO MPOAHAJI3yBaTH Ta BUIIPABUTH.

Takox 1UIsi AIarHOCTUKHM Ta MEPEBIPKH MOMMWIOK T'PYHOBHUX MOJITUK MOXHA
BUKOHATH NEPEBIPKY MOCIIIOBHOCTI 3aCTOCYBAaHHS MOMTHK. /{151 HbOro nepexoanumo
B «YTpaBIiHHA TPYNOBOIO MOJITUKOIO», TaM MOXEMO BIOKPUTH MoTpioHM OU
(opranizauiiauii migposnun). Jam Bubupaemo Bkiaaky «HacnmigyBaHHS rpynoBHx
NOITHK» (puc. 5.24).

2 Group Policy Management = m] X
& File Action View Window Help )
oo 2@ 0 XEG HE

& Group Policy Management Kafedra_KIB

A g
v A Forest: serverlab Linked Group Policy Objects ~ Group Policy Inheritance  Delegation
v 335 Domains
This list does not include any GPOs linked to sites. For more details, see Help.
v 3 serverlab
». Default Domain
21 Domain Control Precedence GPO Location GPO Status WMI Fitter
v [ Kafedra KIB & 1 New Group Policy Kafedra_KIB Enabled None
=i/ NewGroupll| | =1 2 Default Domain Policy ~ server.lab Enabled None
5/ Group Policy Ot
¥ WMI Filters
4l Starter GPOs
@ Sites

st Group Policy Modeling
v ¥ Group Policy Results
|*=] Administrator on W|

Pucynok 5.24 — Bxuagka «HacnigyBaHHs rpynoBHX HOJITHKY

Tyt 6aunMo MOPSAAOK 3aCTOCYBaHHS MOJITHK: KA 3 HUX Ma€ BUIIUMI MPIOPUTET
1 sIKa MOK€ TIEPEKPHUBATH 1HIIMI. SIKIIO MOJITHKA HE MPAIIOE — MEPEeBIPIEMO, YU HE
MEePEKPUBAETLCA BOHA 1HINOIO, a/DKE 1€ MOXKE OyTH OJIHIEIO 3 TPUYMH TMOMUIIKU
IpyNoBOi MOJITHKH.
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JlabopaTtopHa podora Ne6
HanamryBanasa DNS y Windows Server 2025

Meta po6GoTu: 03HAMOMUTHUCS 3 MIPUHIMIIAMUA POOOTH CIY>KOM JOMEHHUX IMEH
(DNS) y cepenoBumi Windows Server 2025, HaOyTH NpakTUYHUX HABUYOK 31
CTBOPEHHS Ta HANAIITyBaHHS NPSIMOi Ta 3BOpoTHOI 30Hu DNS, nociianutu MexaHizMu
kemyBaHHsT DNS-3anuTiB, a Tako’K BUKOHATH J1aTHOCTUKY Ta YCYHEHHSI MOJIMBHX
MIOMUJIOK Y (DYHKITIOHYBaHHI clIy»)0u [33].

Xinpobotu

3aBnaHHs 1. CTBOpeHHs MPsAMOi Ta 3BOPOTHOIL 30HU DNS

[lepen moyaTkoM BUKOHAaHHS 3aBIaHb JIaHOI MPAKTUYHOI POOOTH 3aIlyCTHUMO
po3ropuyTy BipTyansHy MamunHy Windows Server 2025 B cepenouii Hyper-V, sxa
Oyna cTBOpeHa B pe3yjbTaTli BUKOHAHHSA OJHOIO 13 3aB/laHb MEPLIOi MPaKTUYHOI
poOOTH.

JUiss pobotm 3 DNS Ta cTBOpeHHS mpsiMOi Ta 3BOpOTHOI 30HM DNS
BiikpuBaemo «/lucmeryep DNS», sKMil TONEpEIHbO BCTAHOBIIOEMO YEpe3
«/lomaBanHs posiell Ta KOMIOHEHTIB» — qojaaBaHHs poil «DNS-cepsep». Bikapurrs
pOOUTHCS HACTYITHUM YMHOM: BIAKpPUBaEMO «JlucneTdep cepBepiBy, MEPEXOIUMO 10
IMYHKTY MEHIO «|HCTpyMEHTH» 1 TaM 1ykaemo Ta Buoupaemo «DNSy (puc. 6.1).

* DNS Manager - O X
File Action View Help

&= 2@ d=2 HE § B

% DNS Name Type Status DNSSEC Status
v H WIN-VK76AIVTUP4 _-___I_msdcs.server.lab Active Directory-Integrated Pri.. ~ Running Not Signed

| Forward Lookup Zones —_-Iserverlab
| Reverse Lookup Zones || ©
| Trust Points

Active Directory-Integrated Pri..  Running Not Signed

| Conditional Forwarders

Pucynox 6.1 — Binkputuit «/{ucneruep DNS»

[Ticns uporo crBoproemo mpsimy 30oHy DNS. Jlns mporo y jJepeBi 3iiBa
posroptaemo Ham ceppep DNS. Knaraemo npaporo kHonkor Muiin Ha «IIpsimi 30HM
MOITYKY» — 00upaeMo « CTBOPUTH HOBY 30HY...» (pHc. 6.2).

», DNS Manager - ] p-4

File Action View Help

S & 1 XE B Hr B

-

, DNS Name
v 3 WIN-VKTBATVTUP4

| Forward Logk: =~ Tana-
Reverse Look New Zone..
| Trust Points
Conditional F

:l Forward Lookup Zones
- up Zones

Refresh “orwarders

Help

Pucynok 6.2 — ITouyatok cTBOpeHHs npsAMoi 30HM DNS
Bnacnigok mux aiif 3anmyckaetrbesi «MaiicTep CTBOPEHHsI HOBOi 30HM», Y BiKHI,
10 BIAKpUIIOCs HaTuckaeMo «Jlami» (puc. 6.3).
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New Zone Wizard X

Welcome to the New Zone Wizard

This wizard helps you create a new zone for your DNS server.

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, click Next.

o
&

Next > Cancel

Pucynok 6.3 — «MaiicTep CTBOPEHHS HOBOI 30HW

B nactynHiit Briaii «MaiicTpa CTBOPEHHsI HOBOI 30HW» OOMPAEMO THI 30HU
— «OcHOBHa 30Ha». SIKIIO CEepBEp € YaCTUHOIO JIOMEHY, 3aJUIIAEMO TaJIOUuKy
«306epiratu 30Hy B Active Directory» (a B HalIoMy BHUIAJKY 1€ TaK 1 €) 1 THCHEMO
«Jam» (puc. 6.4).

New Zone Wizard X

Zone Type i*

The DNS server supports various types of zones and storage.

Select the type of zone you want to create:
© Primary zone
Creates a copy of a zone that can be updated directly on this server.

(") Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

(") Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

¥ Store the zone in rectory (avail onl server is a writea lomain
S th in Active Di (available only if DNS i iteable domai
controller)

< Back Next > Cancel

Pucynox 6.4 — Bu6ip tumy 301 DNS

[Ticnst uporo, B 1HIIINA BKIaAIl oOupaeMo o01acTh perunikaiii — «J[ms Beix
cepBepiB DNS y nomeni» 1 Tucuemo «Jlami» (puc. 6.5).
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New Zone Wizard X

Active Directory Zone Replication Scope a
You can select how you want DNS data replicated throughout your network.

Select how you want zone data replicated:

() To all DNS servers running on domain controllers in this forest: server.lab
© To all DNS servers running on domain controllers in this domain: server.lab
(") To all domain controllers in this domain (for Windows 2000 compatibility): server.lab

To all domain controllers specified in the scope of this directory partition:

< Back Next > Cancel

Pucynox 6.5 — Bubip o6nacti perurikaiii 301 DNS

Konu Bubip obnacTi peruikaiii BAKOHaHO, BBOJUMO 1M’Sl 30HU, HANPUKIAJ,
«server_dns_forward zone» 1 HaTuckaemo «/lami» (puc. 6.6).

New Zone Wizard *

Zone Name &’

What is the name of the new zone? ;
|7

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com) or
a portion of the domain name (for example, newzone.microsoft.com). The zone name is not
the name of the DNS server.

Zone name:

server_dns_forward_zone]

< Back | Next > Cancel
Pucynok 6.6 — Haganns imeni npsimiit 3001 DNS
Komu magano im’s1, BuOupaemo croci6 onoBiieHHs 30HM DNS — «Jlo3BoauTn

JUIIE 3aXUINEH] JTUHAMIYHI OHOBJICHHS» — II€ ONTUMAJIbHUN BUOIP 3 TOYKH 30Dy
Oe3mneku Ta PyHKITIOHATBHOCTI 1 HaTUCKaeMO «/lami» (puc. 6.7).
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New Zone Wizard

Dynamic Update

updates.

G
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic I

X

7

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

© Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

":." Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.

This option is a significant security vulnerability because updates can be accepted
from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update

these records manually.

< Back Next > Cancel

Pucynox 6.7 — Bubip cnocody oHOBIIEHHS NpsMOi 30HU DNS

Jam Ha octaHHIA Bkiaaui «MaiicTpa CTBOpPEHHS HOBOI 30HHM» HATHCKAEMO
«I"oToBOY 1 B pe3ynbTaTi 11boro npsima 30Ha DNS cTtBopena (puc. 6.8).

New Zone Wizard

Z
Z

X

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings:

Name: server_dns_forward_zone
Type: Active Directory-Integrated Primary

Lookup type: Forward

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To close this wizard and create the new zone, click Finish.

< Back Finish Cancel

Pucynok 6.8 — 3aBepiieHHs1 CTBOpeHHs npsiMoi 30Hu DNS

[IIo6 cTtBOpUTH 3BOpOTHY 30HY DNS 31ilicHroeMo noaiOH1 aii. Y nepesi 371Ba
posroptaemo Hai ceppep DNS. Kiaimiaemo mpaBoro KHOMKOK MHIIN Ha «3BOPOTHI
30HU MOUIYKY», Naji ooupaeMo «CTBOPUTH HOBY 30HY». Binkpupaerbcs «Maiictep
CTBOPEHHSI HOBOI 30HW», B MEpIliid BKiaaul HaTuckaemo «/ami». ITotim obupaemo
tun 30HU — «OcHOBHA 30Ha» — «/[lami». Jlami oOupaemo perumkaiiio (K y mpsMii
30H1). [Ticis 11bOTO MOYMHAIOTHCS ACSKI BIAMIHHOCTI Bifl ipsiMoi 30Hu DNS, ockinbku
y HACTymHIN BKIanli 3’sBIs€ThCA BUOIp «30Ha 3BOpOTHOTO momtyky IPv4y» a6o
«3oHa 3BopoTHOTO mOmIyKy IPv6». Mu obupaemo IPv4 Ta nHatmckaemo «Jlami»

(puc. 6.9).
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New Zone Wizard

X
Reverse Lookup Zone Name ‘
&

A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses.

© 1Pv4 Reverse Lookup Zone

(") IPv6 Reverse Lookup Zone

Pucynox 6.9 — Bu6ip tuny [P-aapec miist ctBoproBaHoi 3B0poTHOT 30HM DNS

[Ticns mporo, BBOAUMMO 1IeHTU(dIKaTOp Mepexi. Hanpukian, sSKmo Mepexa, B
ki mpairoe cepep — 172.30.243.0 /24, to BBoguMo «172.30.243.» 1 THCHEMO

«Jam» (puc. 6.10).

New Zone Wizard

Reverse Lookup Zone Name i*

A reverse lookup zone translates IP addresses into DNS names.
#

To identify the reverse lookup zone, type the network ID or the name of the zone.
© Network ID:

172 .30 243

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0.10.in-addr.arpa.

() Reverse lookup zone name:
243.30.172.in-addr.arpa

<Back | Next> Cancel

Pucynoxk 6.10 — Haganus inentudikatopa Mepexi st 3B0OpoTHOI 30HU DNS

[Ticns mporo BUOHMpPAEMO THUIT OHOBJICHB. 3aUIIAEMO «JIO3BOJIUTH JIHIIE
3aXMIICH] JUHAMIYHI OHOBJICHHs» (puc. 6.11).

New Zone Wizard X
Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates. >4

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:
© Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(") Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.
This option is a significant security vulnerability because updates can be accepted
“*=  from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update

these records manually.

< Back Next > Cancel

Pucynok 6.11 — BuGip Tumy oHOBII€Hb AJi 3BOpOTHOT 30HU DNS
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B ocranniii Brmamaii tucHeMo «['oToBo» 1 AK Hacmimok 3BopoTHa 30Ha DNS
cTtBopeHa (puc. 6.12).

£ DNS Manager - O X
File Action View Help

e 2 Gz Hm § BC

% DNS l Name Type Status DNSSEC Status

vl WIN-VK76AVTUP4 _-_]243.30.1?2.in—addr.arpa Active Directory-Integrated Pri.. ~ Running Mot Signed
| Forward Lookup Zones
| Reverse Lookup Zones
| Trust Points

| Conditional Forwarders

Pucynok 6.12 — CtBopeHa 3BopoTHa 30Ha DNS

3aBaanHs 2. AHani3 poboTtu kemryBaHHs DNS

Jis ananmizy kenryBanHs DNS Ha cepBepi 3amyckaemo «Jlucneruep DNSy». V
JiBii maHen ooupaeMo Hail cepsep. Posropraemo By3on «Kemr-mam’site DNS». Tyt
0aunMo 3amucy, SIKI CepBep THUMYACOBO 30€pir MICIsS 3BEPHEHHS A0 30BHIIIHIX
pecypciB. Kem 1n03Bojisie 1mIBUIIE BIAMNOBIAATH HA TMOBTOPHI 3allUTH, HE
3BEPTAIOUUCH 110pa3y 10 30BHimHIX DNS-cepBepis.

JUist mepeBipKM KeulyBaHHS Ha cepBepl BiAKpuBaeMo «KomaHmHuil psgok» 1
BUKOHYeMO KoMaHpy: «nslookup google.com». B pesynbrari nporo DNS-cepsep
orpuMae [P-anpecy Bin 30BHImHBbOr0 DNS 1 30epexe ii y kemri. /lani BUKOHYeMO Ty
caMy KOMaHAy 1€ pa3 1 Ternep BIANOBLAb MpUiile 3HAUHO LIBUIIIE, OO cepBep Oepe
naui 3 kemry. [ToBepraemoch y «lucnetuep DNS» — «Kemr-mam’ate DNSy». TyT mae
3’SIBUTHCS JIOMEH google.com Ta #oro mig3anucu. 11lo6 He 3axonutn B «KoMaH1HMIA
psanox» MoxHa B «Jlucneruep DNS» Hatucuyt «/lii» — «3amyctut NSLOOKUP»
(puc. 6.13).

£ DNS Manager — ] X

File Action View Help

L N Configure a DNS Server...
- Di Create Default Application Directory Partitions...
v j New Zone..

Set Aging/Scavenging for All Zones..
Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

Launch nslookup
All Tasks >

Delete
Refresh
Export List...

Properties

Help

Pucynok 6.13 — «3amyctutu NSLOOKUP»
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[Ticas uporo mpoBoaumo oumieHHs keury DNS. [I{o6 ne Bukonatu y DNS-
MEHE/Kepl HaTUCKAaEMO MPaBOI0 KHOMKOIO MUIII Ha cepBep Ta o0upaeMo « OUUCTUTH
kern. [Ticist mporo kem y BikHi «Kem-mam’sste DNS» ounctuthes (puc. 6.14).

=, DNS Manager = (] X
File Action View Help
e 2@ XE OB Bm § 6
& DNS Name
v | o WIN-VK76ATVTLIP4 =~ . e -
1 Fou Configure a DNS Server..
Re Create Default Application Directory Partitions...

Tru
Co

New Zone..

Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

Pucynok 6.14 — «Ouuctutu keun»

Bapro 3a3naunty, 1m0 B koxkHoro 3anucy kemry DNS e mapamerp TTL (Time
To Live) — me wac, mporarom sikoro BiH 30epiraerbcs B kemi. Komum TTL
3aKIHYY€TbCS, 3alMC aBTOMATHUYHO BUJAISETHCS 1 MPU HACTYIIHOMY 3aIlUTI
OHOBIIFOETHCS.

3aBaanns 3. JliarHocTrka Ta ycyHeHHs moMuiiok DNS

st mouatky mepeBipsiemo ctaH ciyx6u DNS. BigkpuBaemo «Jlucneruep
cepBepiBy. [lepexoaumo y posain «Ciyx6m». [lepekonyeMocs, mo ciyxoa «DNSy
Mae CTaH «3amymeHoy. SKio ciyx06a He Mpaloe — 3amycKaemMo ii uepe3 HaTUCHEHHS
Ha «ITyck».

Hacrtynne, mo BapTo BUKOHATH — 1€ MepeBipka pesomtouii iMeH. {11 nporo
BiKpuBaeMo «KoMaHIHUI psiiok», BUKOHyeMO komaHay «nslookup google.comy
Axmo Oaunmo [P-aapecy, TO pesomoris mpairoe. SKIO OTPUMYEMO TOMUIIKY
«Server failed» a6o «Request timed outy», moTpiOHO MepeBIPATH Aaii Ta 3MIHIOBATH
HajamTyBaHHs (puc. 6.15).

o ® Administrator: Windows Powe X + v

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\Administrator> nslookup google.com
Server: UnKnown
Address: ::1

Non—-authoritative answer:

Name: google.com

Addresses: 2a00:1450:U401b:80e::200e
172.217.16.14

Pucynok 6.15 — [Ipuknaj ycninHoro BUKOHaHHs komanau «nslookup google.com»
Jis  glarHOCTHKM — HajamTyBaHb DNS  BHKOHYEMO TakoXX HEpPEBIpKY

KIIEHTCHKUX HanamryBaHb. BinkpuBaemo «lleHTp ympaBimiHHA Mepexamu 1
CHuIBHUM gocTtynom» (puc. 6.16).
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f‘-ﬁ Network and Sharing Center
< v & > Control Panel » Network and Internet > Network and Sharing Center
View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network Access type: Internet
settings Public network Connections: @ Ethernet
Change your networking settings
d:ﬁ. Set up a new connection or network
=
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
&4 Troubleshoot problems
=
Diagnose and repair network problems, or get troubleshaoting information,
See also

Internet Options

Windows Defender Firewall

Pucynok 6.16 — «lleHTp ynpaBiiHHS MEPEKAMH 1 CIIIIBHUM JTOCTYTIOM)

Hatuckaemo nHa «Ethernety Ta y BiKHI, [0 BIAKPUJIOCS 3aXOJUMO Y
«Bnactusocti». Bubupaemo «IIporoxon TCP/IPv4y» Tta HaTuckaemo «BracTUBOCTI».

[Tepexonyemoch, mo y mom «DNS-cepep» Bkazana I[P-aapeca namoro DNS-
cepBepa (puc. 6.17).

Internet Protocol Version 4 (TCP/IPv4) Properties X
(o]

| General

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
Tt  administrator for the appropriate IP settings.

g (Z) Obtain an IP address automatically

E © Use the fallowing TP address:

[ TP address: ‘ 172 . 30 .243.252 ‘
E Subnet mask: | 255.255.240. 0 |
& Default gateway: ‘ 172 .30 .240 . 1 ‘

Obtain DNS server address automatically
Q) Use the fallowing DNS server addresses

Preferred DNS server: ‘ 172 . 30 . 243 . 3257 ‘

Alternate DNS server: ‘127. o .0 .1 ‘

[T validate settings upan exit Advanced...

concl
Pucynox 6.17 — BnactuBocti IPv4 cepBepa Ta 3nauenns napametpiB DNS-cepBepa

Takox 1uIsi J1arHOCTUKU TPOBOAUTHCS TiepeBipka 30H DNS. BigkpuBaemo
«Iucnietuep DNS». IlepernsgaeMo «30HM MNPSIMOTO TEPErsiay» Ta «30HU
3BOPOTHOTO MEPETIISIY».

[Tepekonyemoch, 110: iCHye 30Ha IJIsi JOMEHY (Hampukiana, server.ab). €
3anucu A (XOCT) JJis CepBEPIB 1 KIEHTIB. Y 3BOPOTHIM 30HI cTBOpeHi 3amucu PTR.
SAxio 3anucH BIACYTHI — CTBOPIOEMO iX BpyuHy (Hatuckaemo I[TKM mo Ha3Bi Tuiy
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30Hu Ta BuOMpaemo «HoBwmii By3om (A abo AAAA)», «Hoswuit BkaziBauk (PTR)»)
(puc. 6.18).

., DNS Manager = o X
File Action View Help

o2 DG Bm 3 6

& QNS Name Type Data Timestamp

v & WIN-VK76A1VTUP4 ]_msdcs

v Forward Lookup Zones :I sites
msdcs.server.lab j’tcp

v serverlab T ud
_udp
msdcs
jDomalnDnsZones

_sites
j ForestDnsZones

tcp

_udp [—llsame as parent folder) Start of Authority (SOA) [21], win-vk76alvtup4serv..  static

DomainDnsZoned | I (same as parent folder) Name Server (NS) win-vk76alvtupdserverlab. static

ForestDnsZones [F](same as parent folder) Host (A) 17230243252 24.08.2025 19:00:00
server_dns_forward_z [—lwmrvk76a1vmp4 Host (A) 172.30.243.252 static

Reverse Lookup Zones
Trust Points
Conditional Forwarders

Pucynoxk 6.18 — IlepeBipka 300 DNS

Takox st giarHocTuku poOoT DNS Ta mepeBipku Ha HasBHICTH MOMHJIOK
3aCTOCOBY€EThCS yTuiiTa «nslookupy». Jlnst 11 3acTOCYBaHHS y KOMaHAHOMY PSIKY
BBOJUMO «nslookup» — 3’SBUTbCA KOHCOJb YTWIITH. Jlam mnepeBipsieMo Harll
koHKpeTHUH DNS-cepBep — BBoguMo komMaHy «server <ip address DNS-server>», B
naHoMy Bunaaky «server 172.30.247.252». Ilicias 1boro 3amMTyeMO Oyab-SIKUN
JIOMEH, Hampukiaa, google.com. SIKmo € BiANOBib, TO cepBep Mpairoe. SKIIo
MOMUJIKA, TO TpobJieMa y 30H1 abo MapuipyTi (puc. 6.19).

0 ®' Administrator: Windows Powe X +

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\Administrator> nslookup
Default Server: UnKnown
Address: ::1

> server 172.30.243.252
Default Server: [172.30.243.252]
Address: 172.30.243.252

> google.com
Server: [172.30.243.252]
Address: 172.30.243.252

Non-authoritative answer:

Name : google.com

Addresses: 2a00:1450:401b:80e::200e
216.58.209.14

Pucynok 6.19 — Bukopucranns ytuniti «nslookupy» st niarnoctuku po6otu DNS
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JlabopaTtopna po6ota Ne7
DHCP y Windows Server 2025

Mera po6oTH: O3HAMOMUTHCS 3 TOpUHUUNAMHU (YHKIIOHYBAaHHS CIIyXOU
DHCP y cepenoBumii Windows Server 2025, HaOyTH NpakTHYHUX HABUYOK 3
iHcTananii Ta koHgiryparii DHCP-cepBepa, cTBOpeHHS Ta HajalTyBaHHS /1iara3oHiB
[P-agpec, mepeBipkM aBTOMATHYHOI BHJIayl MEPEKEBUX MapaMmeTpiB KIII€HTaMm, a
TaKOXX aHa3y )KypHaJIiB pOOOTH CIIY>KOU Ta YCYHEHHS TUITOBHX MOMMIIOK [34-37].

Xinpobotu

3aBnanHns 1. Posropranns DHCP-cepBepa

[lepen mouyaTkoM BHUKOHAHHS 3aB/laHb JTAHOT MPAKTUYHOI POOOTH 3aIyCTUMO
po3ropuyTy BipTyansHy MamunHy Windows Server 2025 B cepenouii Hyper-V, sxa
Oyna cTBOpeHa B pe3yibTaTl BUKOHAHHA OJHOTO 13 3aBJaHb MEPIIOi MPAKTHUYHOT
poOOTH.

Hst  posropranas DHCP-cepBepa, moTpiOHO BCTaHOBUTH IS I[HOTO
nokanbHOro cepBepa poiib «DHCP-cepBep». Sk, momaBaTté posi Ta KOMIIOHEHTH
OIpalbOBAHO B MOIMEPEIHIX MPAKTUYHUX poOoTax. ToMy, BiakpuBaeMo «Jlucnerdep
cepBepiBy. Y BEpXHbOMY IpaBoMy MeHI0 ooupaemo «KepyBanus» — «Jlogatu pouni ta
KOMITIOHEHTH». Y Maiictpi aojmaemMo ponb «Pomi cepsepiB» — «Cepep DHCP»
(puc. 7.1).

F=

DESTINATION SERVER

Select server roles e T e
X

I-'= Add Roles and Features Wizard X
Select one or more role

Roles Add features that are required for DHCP Server?

Active Directory 1\ ¢ llowing tool ired t this feature, but do not

S Fiales 7| Active Directon e fo owmg ools are required to manage this feature, but do no
) . have to be installed on the same server.

Active Directon

Active Directon

Active Directon

4 Remote Server Administration Tools
4 Rpole Administration Tools

Device Health / [Tools] DHCP Server Tools
DHCP Servel

+ DNS Server (Ins
Fax Server

I» |M| File and Storagy

Host Guardian |

Hyper-V

Network Policy

Print and Docul

Remote Access

Remote Deskto

Volume Activat| Include management tools {if applicable)

Web Server (IS

Windows Deplc ‘ Add Features ‘ Cancel ‘

Windows Serve

< Previous Next = nsta
Pucynok 7.1 — JlonaBanus posi «Cepsep DHCP»

[Ticns BuOOpy poii, MIATBEPIKYEMO BHUOIp Ta YEKAEMO 3aBEPIICHHS
iHcTaamii. ITicis 3aBepiiieHHs — HATHCKAeEMO «3akpuT» (puc. 7.2).
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s, Add Roles and Features Wizard — O X

DESTINATION SERVER

Installation progress WIN-VKTBATVTUPAserverlab

View installation progress

o Feature installation
I
Installation started on WIN-VK76A1VTUP4.server.lab

DHCP Server
Remote Server Administration Tools
Role Administration Tools

e e
WESUITS

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Pucynoxk 7.2 — Beranosienns poii «Cepsep DHCP»

[Ticas incramsmii y «/lucmeTtdepi cepBepiB» 3’SIBUTHCS TMOBIAOMIICHHS TIPO
HEOOX1THICTh BUKOHATH 1MoYaTKoBY KoHbirypariro DHCP(puc. 7.3).

1, Post-deployment Configuration

- Configuration required for DHCP Server at WIN-
VK76ATVTUP4

Complete DHCP configuration

o Feature installation
|

Configuration required. Installation succeeded on
WIN-VK76ATVTUP4.server.lab.

Add Roles and Features

Task Details

Pucynok 7.3 — IloBimomieHHs po HEOOX1IHICTh BUKOHATH KoHpirypaiiro DHCP
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Hatuckaemo «3aBepuntu xoudirypauiro DHCP», BigkpuBaetrbcsa «Maiictep
HanamtyBanHd DHCP micns BCTaHOBJGHHS», Ha NepLIid BKJIAaALl HATHCKAEMO
«Jlam» (puc. 7.4).

Fﬁ DHCP Post-Install configuration wizard

Description

The following steps will be performed to complete the configuration of the DHCP Server on the
target computer:

Authorization
Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

< Previous Commit
Pucynox 7.4 — Ilepia Bkiianka «Matictpa HanamtyBanHss DHCP micis
BCTAaHOBJICHHS

VY HacTynmHOMy BIKHI MaicTpa MIATBEPIKYEMO BHUKOPUCTAHHSA OOJIIKOBOIO
3amucy aaMiHICTpaTopa IS aBTOpHU3allli. 3aBepllyeMO HalAllITyBaHHS Ta
HaTUCKAEMO «3akputu» (puc. 7.5-7.6).

f&, DHCP Post-Install configuration wizard - m] X

Authorization

Description Specify the credentials to be used to authorize this DHCP server in AD DS.

Authorization

®) Use the following user's credentials

User Name: | SERVER\Administrator

(0 Use alternate credentials

UserName:

(O Skip AD authorization

< Previous Next > ‘ Commit H Cancel |

Pucynok 7.5 — IlinTBepkeHHS! BUKOPUCTaHHS 00JIIKOBOT'O 3aIIUCY aJIMIHICTPAaTOpa
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[ DHCP Post-Install configuration wizard - m} X

summary

The status of the post install configuration steps are indicated below:

Creating SECUMity groUPS wesssssnssnssssssesseees Done

Please restart the DHCP server service on the target computer for the security groups to be
effective.

Authorizing DHCP server s Done

< Previous Next > Cancel
Pucynok 7.6 — 3aBepuieHHs noyatkooro HanamryBanHs DHCP

3aBnanus 2. HamamryBanHs aiana3zony [P-agpec

[Topanpmum etanom HamamryBanHs DHCP-cepBepa € HamamTyBaHHS
nianazony IP-ampec, sAkuil 1eil cepBep BUKOPUCTOBYBAaTUME Ta BHJIAaBATHME
KIIIEHTCHKUM TpUCTposiM. [[1s1 cTBOpeHHsT HOBoro aiana3zony IP-aapec BinkpuBaemo
«DHCP», mo6 1ue BukoHatn «Jlucmeruepi cepBepiB» NEPEXOJUMO 1O
«Iacrpymentu» — « DHCP». Binkpuaerbces BikHo «Menemxkepa DHCPy (puc. 7.7).

% DHCP _ - -

File Action View Help

o= @ = HmE 8
1‘? D_HCP Contents of DHCP Status Actions
B win-vk76atvty = win-vk76aTvtup4serverlab DHCP -
More Actions 14

Pucynok 7.7 — Bikno «Menemxepa DHCP»
VY nepesi 31iBa 0OMpaeMo CBii cepBep, HATHUCKAEMO Ha HBHOTO. Jlam Kiarmaemo

npaBoro KHomkoro wmwuimni Ha «IPv4» Ta BuOupaemo «CtBoputH o001acTh». B
pe3ynbTaTi MUX A1l BiAKpuBaeThes «Marictep ctBopeHHs obnacti» (puc. 7.8).

71



& DHCP
v & win-vk76avty
v B IPv4

3 Server Welcome to the New Scope
il Policie Wizard
B Filters This wizard helps you set up a scope for distributing |P

B IPv6 addresses to computers on your network.

New Scope Wizard

To continue, click Next.

— Next > Cancel

Pucynok 7.8 — BikHo «MaiicTep cTBOpeHHS 00J1acTi»

Ha nepmriit Bknaami manoro «Marictpa...» HaTuckaemo «Jlamy». Ilicis mporo
MOYMHAIOTHCS BJacHE HaJlAITYBaHHS CTBOpIoBaHOro fiana3ony [P-aapec. Criouarky
HaJalToByeMo 1M’ fmiama3oHy (BBoguMo Hampukiang «DHCP-M1y). 3a
HEOOXIJTHOCTI MO’KHAa JOJATH OMMC, 1I€ KOPUCHO, SKIIO IcHye Kimbka DHCP-mymis
JUTSL pI3HUX MEpex 1 mpucTpoiB(puc. 7.9).

MNew Scope Wizard

Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: |DHC':"M1|

Description: |

< Back Next = Cancel

Pucynok 7.9 — Haganus imeni DHCP-nianazony

B nHactymHil BKJIaAll HAJAITOBYEMO HAWMBAXIIMBIII MapaMeTpHU: MOYAaTKOBA
[P-anpeca  (mampukmax: 172.30.243.80); «xinueBa IP-ampeca  (mampukian:
172.30.243.160). Macka miamepexi (Hanmpuknam: 255.255.240.0). Ilicas 3armoBHEHHS
BCIX IOJIiB HaTHCKaeMo «Jlami» (puc. 7.10).
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New Scope Wizard
IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

Configuration settings for DHCP Server

Enter the range of addresses that the scope distributes.

Start IP address: |172. 30 .243 . 80

End IPaddress: | 172. 30 . 243. 160
Configuration settings that propagate to DHCP Client

Length: 2C _1:1

Subnet mask: | 255 .255.240. 0

<Back | Next> | Cancel

Pucynok 7.10 — HanamryBanns [P-nmapamerpis DHCP-gianazony

B Hactrynuiii Bkmanaui, skmo € [P-agpecu, skl HE IOBHHHI BHJIaBaTHCS
KJIIEHTaM, J10JIaeMO iX Yy « BukitoueHHs» Ta 3HOBY TUCcHEeMO «Jlami» (puc. 7.11).

New Scope Wizard

Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the server.

A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start IP address only.

Start IP address: End IP address:

Excluded address range:

I

172.30.243.90 to 172.30.243.99

Remove

Subnet delay in milli second:

=

< Back Next > Cancsl

Pucynok 7.11 — HanamryBanns [P-anpec, sixi 0ynyTh Bukiitoueni 3 DHCP-nianazony

[Ticns boro HajamrToByeMoO dac opeHnu (Hampukiaaa, 30 IHIB) 1 HATHCKAEMO
«ami» (puc. 7.12).
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MNew Scope Wizard

Lease Duration
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is connected
to the same physical network. For mobile networks that consist mainly of portable
computers or dial-up clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.

Limited to:

Days: Hours: Minutes:
o =l = |

E=NE=RIE=

< Back Next > Cancel

Pucynox 7.12 — HanamryBanns gyacy openau ais DHCP-nianazony

Jami, B HacTymHii Bkianmi, BuOupaemo «Tak, HajgamrTyBaTd Il MapaMeTpu
3apa3». tucHeMo «Jlami». Ilotim Bkazyemo nuto3 3a 3amoBuyBaHHAM (IP-ampeca
nopTy MapuipytusaTopa) — Hanpukian: 172.30.240.1 (puc. 7.13).

MNew Scope Wizard

Router (Default Gateway)
You can specify the routers, or default gateways, to be distributed by this scope.

To add an |IP address for a router used by clients, enter the address below.
IP address:
| |

172.30.240.1

= Back MNext = Cancel

Pucynok 7.13 — HanamryBanss nuto3y 3a 3aMoBuyBaHHsAM Juisi DHCP-nianazony

80



[Ticns mporo BuKOHYeMO HamamTyBaHHS DNS-cepBepa mjisi CTBOPHOBaHOTO
DHCP-nianazony, Bkazyemo [P-anpecy namoro DNS (manpuxmnan: 172.30.243.252).
Axmo wanamryBanas DNS, Bxe Oyno BukoHaHo, To [P-ampeca DNS-cepBepa Oyne

3ammrcaHa aBTOMaTUYHO 1 JOJaTKOBOTO BBEICHHS HA IIbOMY €TaIll HE MOTpeOyBaTuMe
(puc. 7.14).

New Scope Wizard

Domain Name and DNS Servers
The Domain Name System (DNS) maps and translates domain names used by dlients
on your network.

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

Parent domain: l

To configure scope clients to use DNS servers on your network, enter the IP addresses for those
servers.

Server name: IP address:

| |
172.30.243.252

e

< Back Next > Cancel

Pucynok 7.14 — HanamrryBanust DNS-cepsepa qist DHCP-n1anazony

3rogom Hatuckaemo «Jlam» B 1iil BKIaAMl 1 y HACTymHIM Takox. [Ipu Bubopi
yacy aktuBaiii DHCP-o0nacti o6upaemo BapianT «Tak, s Xouy akTHUBYBaTH IO
obacTh 3apa3» 1 TucHemo «Jlami» (puc. 7.15).

New Scope Wizard

Activate Scope
Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?
@ Yes, | want to activate this scope now

" No, | will activate this scope later

< Back Next > Cancel

Pucynok 7.15 — Bubip uacy aktusariii DHCP-o6nacrti
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Jam HatuckaeMo «l'OTOBO» 1 3aBEpIIyEMO CTBOPEHHS Ta HaJaAITyBaHHS
DHCP-nianazony (puc. 7.16).

% DHCP - O X
File Action View Help
o sE XEd= BHE
Z DHCP | Contents of DHCP Server Status Description ‘ Actions
v H win-vk76atvty| = 40.0) DHCP-M1 = = 1Pv4 -
v b IPvd : : ‘
2 scope | - 3 Server Options Miste Actichs »
2 o <l Policies
ol Server{| o o ers Scope [172302400] DHCP-M1 &
4l Policies]
# Filters More Actions »
B IPv6

Pucynok 7.16 — CtBopena ta aktuBoBana DHCP-o6mactsb

[lo6 mepeBiputu QynkmionyBanHss DHCP-cepepa 3amyckaeMo iHIITY
BipTyasibHy MammHy y Hyper-V (wanpuxman, xmient 3 Windows 10/11).
HanamroByemo mepexkeBy kapTy miei BM Tak, mo6 BoHa oTpumyBana IP-ampecy
aBTOMATHUYHO.

VY xoMaHgHOMY PSIKY KIieHTChKoi BM BBoAaMMO koMmaHau «ipconfig /renewy
(onoBnenns IP) ta «ipconfig /all» (nmepernsg Bumanoi IP-agpecu). I[lepekonyemocs,
10 KJIIEHT OTPUMAaB aJpecy 3 Jiana3oHy, SKHi MU CTBOPHIIH.

3aBnanns 3. Anami3 jgorie DHCP-cepepa

Amnaniz noriB DHCP-cepBepa nepenbayae BUKOpucTaHHs KypHaiiB Windows
st anamizy gynkuionyBanHss DHCP. [{ns mporo BigkpuBaeMo «Ilepernsgad momiii»
(Event Viewer). ¥V nepesi JiBopyd nepexoaumo: «KypHaiu mporpam Ta ciryx0» —
«Microsofty — «Windows» — «kDHCP-Server» Ta aHanizyeMo >XypHaJH, 1110 TPUCYTHI
115t uboro DHCP-cepgepa (puc. 7.17).

"

File Acion View Help
-

Microsoft- Windows-DHCP Server Events/Operational  Number of events: 7 Actions
Level ate a Source EventID Task Category Microsoft-Windows-DHCP Server Events.. &
@ Information 2 DHCP-Server 73 None
i) Information DHCP-Server 76 None
Diag i DHCP-Server 76 None
Devices-Background DHCP-Server 76 None
DeviceSetupManager DHCP-Server 75 None
DeviceSync DHCP-Server 119 None
DeviceUpdateAgent DHCP-Server 70 _None
DFSN-Server
x Disable Log
Ot 28 Find
5 ndows-DHCP Serve £ el i
B t-Windows-DHCP Serve I
- -0 . [Scope: [[172.30.240.0]DHCP-M1] for IPv4 is Activated by SERVER\Administrats e
[] Microsoft-Windows-DHCP Serve Attach a Task To this Log—

DHCPv-Client View »
Refresh

H tep

Event 73, DHCP-Server -
LogName:  Microsoft-Windows-DHCP Server Events/Operational Event Properties
Source DHCP-Server Logged: 24082025 213225 5] Attach Task To This Event
Event ID: e ) Task Category: None bed Save Selected Events.
Level Information Keywords: o »
User: SERVER\Administrator Computer:  WIN-VK76AIVTUP4serverlab i

3 Refresh

OpCode Info

H rep

Pucynox 7.17 — Anani3 xxypuanis DHCP-cepsepa

AHanizyeMo 3amnucy B XypHail 3a kKogoM noAii. YcmimHa Buaada [P-agpecu —
Event ID 10. BiamoBa depe3 BiacyTHicTh BUThbHUX [P-anpec — Event ID 20. Kondmikr
[P-anpec — Event ID 30. Moxxna npodinbTpyBaTH KypHald IS 3HAXOJDKEHHS
MOMUJIOK JIJIS X MOJAJIBIIIOTO BUIIPABIICHHS.
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Jloru DHCP Takox 30epiratotbcsi y (Qaitmax Ha JUCKY 3a aJIpecoro
«C:\Windows\System32\dhcp». ®aiinu matore Ha3zBu DhcpSrvLog-XXX.log, ne
XXX — 1me neHb THOKHS HAMCaHWM aHIrIiichkoro mMoBoro (Mon, Tue, Wed...).
BinkpuBaemo @aiin 3a momomoroio brnoknora (brmokxnot / Notepad) aGo iHmoro
TEKCTOBOTO pefakropa (puc. 7.18).

Open
¥ == = | dhep Print - [u] X
El - e e Add to favorites (7]
Open with.
h % cut "4 ] open ~ [ select al
5 C th v v
= L wacopypath I SETEEE ly access ~ M| Edit Select none —J
Pinto Quick Copy Paste K & Share Properties Filters
(((((( ] paste shortcut £ nvert selection -
Restore previous versions
Clipboard Open Select Filter
Send to >
<« v > ThisPC > Lo c p > v G | searchdhep o
ut
Name Copy ed Type size
Create shortcut . B )
0 Desktop backup D"“‘IE @ shartcu 17:20 File foldes
elete
4 Downloads [ dhepjfm Rename p1:13 JEM File 16K8
2 Documents [ dhep.mdb p— p1:13 VDB File 1024 KB
[ DhpsrLog-Sun 24082025 21:13 Text Document 3KB
PN pictures
[ DhepvssiLog-sun 24082025 17:24 Text Document 2K8
B Music
[%) js0.chk 240 Recovered File Fra
i3 videos
[ js0 Text Document 1024 KB
System32
[ jsoreso0001rs 0 IRS File 1024 KB
[ jsoresoo002;rs 20 JRS File 1024 KB
> [ ThispC [ jsotmp 0 Text Document 1024 KB
> DVD Drive (D) € [ is000001 240 20 Text Document 1024 KB

Pucynok 7.18 — IIpuknan texcroBoro xxypHainy DHCP-cepBepa Ha qucky

VYV nwmx norax moxkHa 3Haitu 3anucu: DHCPDISCOVER — kiieHT mrykae
cepep, DHCPOFFER — cepsep npononye [P, DHCPREQUEST — kitieHT 3amuTye
IP, DHCPACK - cepBep miarBepmkye Bumasy, DHCPNACK — BigmoBa y Bujaui
aJpecHu.

[Ilogo BumpaBi€HHS MOMUJIOK, TO THIOBI MOMWJIKUA — 1€ SKIIO KJIIEHTH HE
oTpuMytoTh [P-agpecun — mepeBipseMO 4YM € BUIbHI aJpecH y JIama3oHi; SKIIO €
koH(pikTH — nepeBipsiemo Event ID 30 (kOHQIIKT) Ta YTOYHIOEMO, Y HEMA€
ctatnuHux [P B Mexax nianazony; sxkuio DHCP He 3amyckaeTbcsi — mepeBipseMo
cnyx0y y Ciyx0ax (Services.msc).
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JlabopaTtopHa poGoTa Ne§
3axuct Windows Server 2025

Mera poGoTu: o3HalOMHUTHCS 3 MEXaHI3MaMH 3a0e3Me4YeHHs Oe3MmeKu y
Windows Server 2025, Ha0yTu mpakTUYHUX HAaBUYOK 31 CTBOPEHHS Ta HANAIITYBaHHS
npaBuil OpaHaMayepa s BXiJHUX 1 BUXIIHUX 3 €IHAHb, 3MIMCHIOBATH MOHITOPHHT
aKTUBHUX TPABWII 1 MIAKIIOYEHB, a TAKOX MPOBOJIUTH aHAII3 KypHAIIB O€3MeKu s
BHSIBJICHHS Ta 3aro0iraHHs HECaHKI[IOHOBaHUM disM [38].

Xig pobotu

3aBnanHs 1. HamamtyBaHHS BX1JHUX 1 BUXITHUX TTPaBUII

[lepen mouyaTkoM BHUKOHAHHS 3aB/laHb JTAHOT MPAKTUYHOI POOOTH 3aIyCTUMO
po3ropuyTy BipTyansHy MamunHy Windows Server 2025 B cepenouii Hyper-V, sxa
Oyna cTBOpeHa B pe3yibTaTl BUKOHAHHA OJHOTO 13 3aBJaHb MEPIIOi MPAKTHUYHOT
poOOTH.

JIJst 3aXHUCTy cepBepa BUKOPUCTOBYETHCS OpeHaMayep, 10 MPAIoe HO OCHOBI
npaBui BXIAHOTO 1 BUXIIHOTO Tpadiky. ToMy, moTpiOHO 1I MpaBuUiia HAJAIITYBaTH.
Jlist mboro mepexoaumo A0 «Jlucreruepa cepBepiB». Y BEpXHbOMY MEHIO OOHPAEMO
«IlHCcTpymMeHTH» — «MoniTop Opanamayepa Windows B pexuMl MiABUIICHOI
oesnexkn» (puc. 8.1).

# Windows Defender Firewall with Advanced Security &= [u) X
File Action View Help
&= @ BE

P Windows Defender Firewall witt] [ T e P P Actions

B3 Inbound Rules

&3 Outbound Rules

%% Connection Security Rules
%, Monitoring %) Export Policy..
Overview -

Windows Defender Firewall with Advanc.. &

ﬂ Windows Defender Firewall with Advanced Securty provides network securty for Windows computers &) Import Policy.

Restore Default Policy
Domain Profile Diagnose / Repair
@ Windows Defender Firewallis on

® inbound connections that do not match a rule are blocked

@ Outbound connections that do not match a nule are allowed.

View »
G Refresh

[Z] Properties
Private Profile B

@ Windows Defender Firewallis on

© inbound connections that do not match a rule are blocked
€@ Outbound connections that do not match a e are allowed.

Help

Public Profile is Active

@ Windows Defender Firewallis on.

© Inbound connections that do not match a rule are blocked
€ Outbound connections that do not match a rule are allowed.

B} Windows Defender Firewall Properties

Getting Started -

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol securtty (IPsec).

B Connection Security Rules

Pucynok 8.1 — Bikao «Monitopa Opanamayepa Windows B pexxumi miABUIIEHOI
Oe3neKn»

VY BiKkH1 6a4MMO TPH FOJIOBHI KaTEropii: BXiJH1 IpaBuia, 110 BU3HAYAIOTh, IKUI
Tpadik MOXKE 3aXOJUTHU Ha CEepBEp; BUXIAHI MpaBUIIa, IKI BUBHAYAIOTh, AKUH Tpadik
MOX€ BUXOJUTH 13 cepBepa; MpaBwia O€3MeKd MIAKIIOYEHh — JIOJAATKOBO
HajamroByoTh [PSec.

J1J1st CTBOpEHHS HOBOT'O BX1JIHOTO TIpaBuJja y JiBii maHem obupaemo «IIpaBuna
JUTSL BXIJTHUX TIAKITIOYEHBY 1 MICHA IOTO y TpaBiil maHeni HatuckaemMo « CTBOpUTH
npaBuiIo...» (puc. 8.2-8.3).
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File Action View Help

o 2@ =2 HE

@ Windows Defender Firewall witH [ Lt o] Actions

E3 Inbound Rules Name Group Profile ~ Enabled  Actit Inbound Rules &
Outbound Rules
2-!_ Connection Security Rules & Active Directory Domain Controller - Ech.. Active Directory Domain Serv.. All Yes Allo & NewRule..
% Monitoring £ Active Directory Domain Controller - Ech..  Active Directory Domain Serv.. All Yes Allo Y Filter by Profile 5
& Active Directory Domain Controller - LDAP... Active Directory Domain Serv.. All Yes Allo
@ Active Directory Domain Controller - LDAP.. Active Directory Domain Serv... All Yes Allo T Filter by State b
@ Active Directory Domain Controller - LDAP.. Active Directory Domain Serv... Al Yes Allo Y Filter by Group 4
@ Active Directory Domain Controller - NetB.. Active Directory Domain Serv.. All Yes Allo View »
& Active Directory Domain Controller - SAM...  Active Directory Domain Serv... All Yes Allo
@ Active Directory Domain Controller - SAM... Active Directory Domain Serv.. All Yes Allo 1 Refresh
@ Active Directory Domain Controller - Secu.. Active Directory Domain Serv... All Yes Allo = Export List..
@ Active Directory Domain Controller - Secu.. Active Directory Domain Serv... All Yes Allo Help
@ Active Directory Domain Controller - W32..  Active Directory Domain Serv.. Al Yes Allo
@ Active Directory Domain Controller (RPC) Active Directory Domain Serv.. All Yes Allo
@ Active Directory Domain Controller (RPC-E... Active Directory Domain Serv... All Yes Allo
@ Active Directory Web Services (TCP-In) Active Directory Web Services  All Yes Allo
V] AllJoyn Router (TCP-In) AllJoyn Router Domai.. Yes Allo
@ Alljoyn Router (UDP-In) AllJoyn Router Domai.. Yes Allo
BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retri..  All No Allo
BranchCache Hosted Cache Server (HTTP-In) BranchCache - Hosted Cache.. All No Allo
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discover..  All No Allor
@ Cast to Device functionality (Wave-TCP-In) Cast to Device functionality Private,.. Yes Allo
@ Cast to Device functionality (qWave-UDP-.. Cast to Device functionality Private,.. Yes Allo
@ Cast to Device SSDP Discovery (UDP-In) Cast to Device functionality Public Yes Allo
@ Cast to Device streaming server (HTTP-Str..  Cast to Device functionality Private  Yes Allo
€ Cast to Device streaming server (HTTP-Str..  Cast to Device functionality Public Yes Allo
£ Cast to Device streaming server (HTTP-Str..  Cast to Device functionality Domain  Yes Allor
——

Pucynok 8.2 — «IIpaBuna aist BXiZHUX HIKITIOUCHBY

@& New Inbound Rule Wizard X

Rule Type

Select the type of firewall rule to create.

Steps:

@ Rule Type What type of rule would you like to create?

@ Program

@ Action © Program

@ Profile Rule that controls connections for a program.
@ Name ) Port

Rule that controls connections for a TCP or UDP port.
() Predefined:
Active Directory Domain Services

Rule that controls connections for a Windows experience.
() Custom
Custom rule.

< Back Next > Cancel

Pucynok 8.3 — IloyaTok CTBOpEHHSI HOBOI'O BX1JIHOTO IIpaBuia

Y 1mpomy BikHI «MailcTpa CTBOpPEHHS MpaBWJI ISl HOBOTO BXIJHOTO
M1IKJTFOYEHHS» BUOMPAEMO THUII TpaBuUIa.

Jlis mporpaMu — SIKIIO XOYEMO JO03BOJUTH a0o 3a0J0KyBaTH KOHKPETHY
nporpamy.

Jlnis nopty — sikuio Tpeda oomexutu goctyn no TCP/UDP noprax.

Jly1st monepeIHRO BU3HAYEHOTO — JUTsl BOyI0BaHUX cepBiciB Windows.

KopucryBaipke — BiacHe IpaBUJIO KOPUCTYBaya.

B mpomy Bumanky, Hampukian, oOupaemo Tun mnpaBuwia «/mns mopty» Ta
HatuckaeMo «Jlam» (puc. 8.4).
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@ New Inbound Rule Wizard X

Rule Type

Select the type of firewall rule to create.

Steps:
@ Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action () Program
@ Profile Rule that controls connections for a program
@ Name O Port
Rule that controls connections for a TCP or UDP port.
() Predefined:
Active Directory Domain Services

Rule that controls connections for a Windows experience.

() Custom
Custom rule.

Next > Cancel

Pucynox 8.4 — Bubip Tty HOBOTro BX1JIHOTO MpaBuiia

[Ticnst oOpanus Tumy npaBmwia — «Jlist mopty», BkazyeMo npotokon « TCP» Ta
nopt «3389» (RDP) Ta natuckaemo «/lami» (puc. 8.5).

@ New Inbound Rule Wizard X

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

» Rule Type Does this rule apply to TCP or UDP?

@ Protocol and Ports O 1P

@ Action ) uppP

@ Profile

@ Nane Does this rule apply to all local ports or specfic local ports?
) All local ports
© Specific local ports: 3389

Example: 80, 443, 5000-5010

<Back Next > Cancsl

Pucynox 8.5 — Bubip tuimy npoTokoy Ta BKa3iBKa MOPTY JJIs BX1THOTO TMpaBHIIa
B wnactynmHiii BKiaAmi BiKHa BHOMpPAEMO Jif0, SIKa 3aCTOCOBYBATHUMETHCS [0

nopTy, IO MH BKazanu panime: «Jlo3Bonmutu 3’eaHanHs» abo «biokyBatu
3’eqHaHHgY. OOupaemo O10KyBatH (puc. 8.6).
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f New Inbound Rule Wizard

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

What action should be taken when a connection matches the specified conditions?

() Allow the connection
This includes connections that are protected with |IPsec as well as those are not.

Name () Allow the connection if it is secure
: s This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

© Block the connection

< Back Next > Cancel

Pucynox 8.6 — Bubip nii /17151 HOBOro BXiJIHOTO IIpaBuia

[Ticnsa mporo obupaemMo npodub, A5 SIKOro ado SIKUX 3aCTOCOBYBATHUMETHCS
HOBe mpaBuio. Bapiantu: «/lomen», «IlpuBatuuii», «IlyOoniunnit». BuOupaemo nis

BCiX 1 HaTuckaeMmo «Jlami» (puc. 8.7).

f New Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

When does this rule apply?

Domain
Applies when a computer is connected to its comporate domain.

Private
Applies when a computer is connected to a private network location, such as a home
or work place

@ Public
Applies when a computer is connected to a public network location.

< Back Next > Cancel

Pucynox 8.7 — Bubip npodisis Ajis HOBOTO BX1AHOTO MpaBuiia

Ha ocranHiii Bkjaaii BKazyeMo iM’s JJisi CTBOPEHOrO BXIJHOTO MpaBuia,
HalpuKiIaZ, B JaHOMy BuUNaAKy, «biokyBanHs RDP», micis 1uporo THCHEMO

«I"oToBOY 1 BX1THE TIPaBUIIO CTBOpeHE (pHC. 8.8).
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@ New Inbound Rule Wizard X

Name

Specify the name and deseription of this rule.

Steps:
Rule Type

Protacol and Ports

Name
RDP 3389 Blocq

Profile

Name

Description {optional):

<Back Finish Cancel

Pucynok 8.8 — HaganHs iMeHi 17151 HOBOTO BX1/IHOTO MpaBuja

CTBOpeHHsI BUXIJIHOTO TpaBWIa BiOYBAEThCS 3a MOAIOHUM alrOpPUTMOM. Y
JiBiit maHeni obupaemo «lIpaBuna s BUXITHOTO MIAKIIOYEHH». B mpaBiii yacTuHi
BiKHA HaTHCKaeMO «CTBOPUTH TMPaABUJIO...». AHAJIOTIYHO 3aJa€MO MapaMeTpH.
Hampuknaz, 610kyemo noctyn nporpamu Microsoft Edge no Iutepnery. s mnporo
BUOMpaeMo Tul mpaswiia «Jljist mporpamMmy», Aaii BKa3yeMO HUISIX 10 BUKOHYBAHOTO
baiimy Microsoft Edge, a came — «C:\Program Files
(x86)\Microsoft\Edge\Application\msedge.exe» (puc. 8.9).

@ New Outbound Rule Wizard X

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:
Rule Type Does this rule apply to all programs or a specific program?
Program
@ Action O Al
. Pt Rule applies to all connections on the computer that match other nule properties.
il

@ Name
© This program path:

C:\Program Files exel Browse

Example: c:\path'program exe
“%ProgramFiles % \browser\browser.exe

< Back Next > Cancel

Pucynok 8.9 — BkasiBka 1UIsIXy 10 BAKOHYBaHOTO (haidiry JIsl BUX1AHOTO MpaBuiia

[TepeitmoBmu nani y Braaii «i» odoupaemo «binokyBatu 3’eaHanHs». Jami
BUKOHYEMO HalallITyBaHHA mpodiis s BUXigHOro npasuia. Ilicnst mporo gaemo
iM’s1 HOBOMY BuXxigHOMY npaBuity «biokyBanHs MsEdge» Ta HaTuckaeMo «I 0TOBOY.
B pesynbTaTi 1iux a1 BUXigHEe IpaBmiio ctBopeHo (puc. 8.10).
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ﬁ Windows Defender Firewall with Advanced Security

File Action View Help
= 2[ = B

ﬂ Windows Defender Firewall with| JeTF S0 N 3159

&3 Inbound Rules

Outbound Rules

%% Connection Security Rules ) isEdge Block
> B Monitoring @ Active Directory Domain Controller - Ech..  Active Directory Domain Serv.. Al Yes Allo
£ Active Directory Domain Controller - Ech.. Active Directory Domain Serv...  All Yes Allor
@ Active Directory Domain Controller (TCP-O.. Active Directory Domain Serv... Al Yes Allo
£ Active Directory Domain Controller (UDP-..  Active Directory Domain Serv.. All Yes Allo

Pucynok 8.10 — CTBopeHe BUXIHE PABUIIO

Jlist mepeBipka poOoTu npaBuiia Ha kiieHTChbKid BM y Hyper-V mpobyemo
niaKIrouuTucsa 10 cepepa mo RDP (3389). fAkmo npaBmino Ha GJIOKyBaHHS i€, TO
BIJINOBITHO 3’€JIHAHHA HE BCTAHOBUTHCA. 3alyCKaeEMO 3a0JIOKOBaHY MIpOrpamy
(manpuknan Microsoft Edge) 1 mepeBipsiemo, 1110 BOHa HEe Mae BUXOJy B [HTepHeT.
[ToBepraemocs g0 cepBepHoi BM, BiakpuBaeMo KOHCOJb OpaHamayepa 1
MEPEKOHYEMOCH, 1110 MPaBUJIa 3aCTOCYBAIIUCS.

Koxune mpaBuno Openamayepa (sSK BXIJHE, TakK 1 BHUXIJHE) MOXKHa
YBIMKHYTH/BUMKHYTH a00 Buaanutu (puc. 8.11).

MsEdge Block -
# Disable Rule

JE‘ Cut

Sz Copy

A Delete

_| Properties

ﬂ Help
Pucynox 8.11 — MeHto 1iif, 1110 MOHa pOOUTH 3 CTBOPEHUM MPABUIIOM

106 3miHuTH OyAb-siIKe TMPABWIIO CJIiJI HATUCHYTU HAa HBHOTO J[BA Pa3u JIIBOIO
KHOIKOIO MHUII — BIIKPUIOTBCS HOTrO BJIACTUBOCTI 1 Jaii MOXXHA IPOBOJAUTH
penaryBanHs. Hampukian, mo3BoauMo migkiodeHHs 1no RDP ta 3miHumo im’s
npasuia (puc. 8.12).

RDP 3389 Block Properties X

Protocols and Ports Scope Advanced Local Principals Remote Users

General Programs and Services Remote Computers

General
Name:
"> RDP 3389 Allow|

Description:

@ Enabled
Action
<5 © Alow the connection
“ & O Mlow the connection f it is secure

(O Block the connection

Pucynok 8.12 — 3miHa HajamtyBaHb npaBuja
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3aBganHs 2. MoHITOpUHT poboTH OpanaMayepa

Jlnst  moniTOpuHTY poboTM OpeHmMayepa Ta 3’€QHaHb €  BKJIaJKa
«MownitopuHr». BOHa BHKOPHUCTOBYETBHCS [JIsl: TEPETIsAy aKTHUBHUX TpaBui (1
BX1JIHMX, 1 BUXIJHHX), SIKI 3aCTOCOBYIOTbCS Ha cepBepi; BiMoOpakeHHs e(PEeKTHBHUX
OpaBuJ — TOOTO THUX, IO PEATbHO MPAIIOIOTh, HABITH SKIIO € KOHQIIKTH MIXK
KUIbKOMa TIOJNITUKaMH; TIEPEBIPKM AaKTUBHHUX 3’€HAHb Ta 1X BIAMOBIAHOCTI
IpaBWJiaM; IIBHIKOTO aHai3y, 4YH CHpAlIOBAJIO KOHKPETHE TMpaBWwiIo 0e3
HEOOX1THOCTI TIEpEeBIpSITH BPY4YHY BCIO Kojekiito. Llg Bkmanka 3pyuHa s
JIarHOCTHKH, KOJIM € CYMHIBU: MIPaBWJIO CTBOPEHE, aje HEeBiZIOMO, Y BOHO peajbHO
3aCTOCOBYEThCS (puc. 8.13).

L
File Acion View Help
e 2m B
3 ind d Rules 3 Monitoring -
I3 Outbound Rules (%) Windows Defender Frewallis helping to protect your compuler
B Connedtion Security Rules - View >
v B Monitor resh
o Domain Profile 3 Refresh
[ Firevall L | 8 v
1 Security Rul elp
e Connection Security Rul r—— -

f security Associations
Public Profile is Active
Firewall State
& Windows Defender Frewallis on
Q) inbound connections that do not match a nule are blacked

@ Outbound connections that do not maich a rule are allowed

General Settings.

Display a notfication when a program is blocked: o
Bpply local frewsll nes Yes
poly Iocal connection securty nies Yes
Logging Settings

File name v
File mamum size (KB) 0%
Log dropped packets Mo
Log successhul connections ™

— B View active firewall rule

Pucynok 8.13 — Bxnanka « MOHITOpUHI»

JUis mepeBipka KOHKPETHOTO TMpaBWjia, HANPUKIAM, SKIIO MM paHile
CTBOPIOBAJIM MPAaBHJIO JJi1 OJIOKYBaHHsS JIOCTYMy JO IEBHOIO MOPTY, BOHO Mae
3’BUTHUCS y CHUCKY aKTUBHMX NMpaBuil. JlJig 1bOro y BiKHI BKJIaAKH «MOHITOPUHI»
HaTuckaemo «llepernsg akTUBHMX mpaBui OpeHAMayepa» Ta y HOBOMY BiKHI
IIYKaEMO CTBOPEH1 HamMu mpaBuia (puc. 8.14).

o Windows Defender Firewall with Advanced Security - o X
File Adion View Help
s 2m = B
Inbound Rules
: & m" R Name Profile  Adion  Ovemide  Direction  Program  Local Address Firewall -
utbound Rules
B Connection Security Rules @ File Server Remote Management (SMB-In)  All Allow No Inbound System Any View »
v 1, Monitoring @ File Server Remote Management (WMI-In) Al Allow  No inbound  CAWIND.  Any S i
i Refre
& Firevall @ Kerberos Key Distribution Center - PCR (T Al Alow  No Inbound  CAWIND.  Any
$ Connection Security Rul| @ Kerberos Key Distribution Center - PCR (U Al Allow  No Inbound  CAWIND.  Any # Export list
v B Security Associations || @ Kerberos Key Distribution Center (ICP-In) ~ All Allow  No Inbound  CAWIND.  Any H tep
Main Mode @ Kerberos Key Distribution Center (UDP-In) Al Alow  No Inbound  CAWIND. Any

3389, -
Quick Mode © mDNS (UDP-In) Public  Allow No Inbound  CAWIND..  Any BR300 Mow

@ Microsoft Edge (mDNS-In) Al Allow  No Inbound  CAProgra.  Any 2l Properties
© Microsoft Edge (mDNS-In) Al Allow  No Inbound  CAProgra.  Any H vep
@ Microsoft Key Distribution Service (RPC EP.. All Allow  No inbound  CAWIND. Any

© Microsoft Key Distribution Service RPC)  All Alow  No Inbound  CAWIND..  Any

© Microsoft Media Foundation Network So.. Al Allow No Inbound CAWIND. Any

© Microsoft Media Foundation Network So. ~ All Alow  No Inbound  CAWIND.  Any

() MsEdge Block All Block No Outbound  CAProgra..  Any

9

@ Remote Desktop - Shadow (TCP-In) Al Alow  No Inbound  CAWIND.. Any

@ Remote Desktop - User Mode (TCP-in) Al Allow  No Inbound  CAWIND.  Any

@ Remote Desktop - User Mode (UDP-In) Al Allow  No Inbound  CAWIND.  Any

@ RPC (TCP, Incoming) All Alow  No inbound  CAWIND.  Any

@ RPC Endpoint Mapper (TCP. Incoming) Al Alow  No Inbound  CAWIND.  Any

@ WFD ASP Coordination Protocol (UDP-In) Al Alow  No Inbound  CAWIND.  Any

@ Windows Backup (RPO) Al Alow  No Inbound  CAWIND. Any

@ Windows Backup (RPC-EPMAP) Al Allow  No Inbound  CAWIND.  Any

@ Windows Management Inst All Allow No Inbound CAWIND..  Any

© Windows Management Al Alow  No Inbound  CAWIND.  Any

€ Windows Mananement Al Allow  No inhound  CAWIND.  Anv

Pucynox 8.14 — I[lepernsn akTUBHUX MpaBuiI OpeHMayepa
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Jlng mepeBipkH aKTUBHUX 3’€qHAaHb, y po3aull «Mownitopunr» — «IlpaBumna
Oe3reKkn MIIKIIOYEHb) TEperisaacMo, sSKi 3’€IHAaHHA 3apa3 3axuieHl abo
3abnokoBaHi. Lle mo3Bossie 3po3ymiT, uu mpaitoe [Psec abo iHIN HamamITyBaHHS
3axucty (puc. 8.15).

@ Windows Defender Firewall with Advanced Security = [u] X
File Action View Help
e 2@ = B

9 Windows Defender Firewall with Ady T TSER RS AT Actions

&3 1nbound Rules

3 Outbound Rules Name Profile  Endpoint1  Endpoint2  Authenticationmode 1stAuthent | Connection Securit. &
"-—' Connection Security Rules There are no items to show in this view. View 4
~ B Monitering |G Refresh
B Firewall
%& Connection Security Rules = Bxport List..
v & security Associations H nep
| Main Mode
) Quick Mode

Pucynok 8.15 — IIpuknan He HanamToBaHoro [Psec

B 3aranbHoMy, 3aBasiku Bkl «MOHITOPUHI» aMIHICTPAaTOp cepBepa MOXKe
IIBUJKO TIEPEBIPUTH, SKI MpaBWiIa peanbHO [it0Th. lLle 3pydyHo Ui mouryky
KOH(DJIIIKTIB MIXK pi3HUMHU HA0OpaMU TMOJITHK 1 JJI JIaTHOCTUKH MPOOJIEM JIOCTYITY.

3aBaanns 3. AHami3 xkypHaiiB 0e3nexku Windows Server 2025

Jist anamizy ta pobotu 3 kypHaimamu Oe3nexku Windows Server 2025 nHa
cepBepl BiaKpuBaeMo «/lucrieruep cepsepiB». Y MeHI0 «IHCTpyMeHTH», 00upaemMo
«Ilepernsia moaii». Y BiKHI, 0 BIAKPUIIOCS MEPEXOIUMO 10 )KypHaIiB Oe3neku. [
HpOro y JiBiii manenm posropraemo: «KypHamu Windows» — «besnekay. Y
LHEHTPAJIBHOMY BIKHI 0a4yuMO CIHCOK IMOAIH, MOB’A3aHUX 13 O€3MEKOI0 CUCTEMU
(puc. 8.16).

= -} X
Security  Number of events: 4 547 Actions
—_
Keywords Date and Time urce EventID Task Cate Seaurity &
25082025 83030 5379 User Acs Open Saved Log-.
25082025 83030 5379 User Acc ¥ Create Custom View
25082025 83030 5379 UserAca
Import Custom View.
25082025 83030 5379 User Acce
25082025 8:30:30 5379 User Aco Clear Log.
s Logs. 25082025 83030 5379 User Acx ¥ Filter Current Log..
25.082025 830:16 4634 Logoff Properties
25082025 83016 4624 Logon
T & Find
25082025 83016 4672 Speciall | [*=
ke Save Al Events As
Event 5379, Microsoft Windows security auditing. x Attach 8 Task To this Log..
View »
General Details
3 Refresh
[Credential Manager credentials were read. H vep
| |
|Subject: Event 5379, Microsoft Windows security .
| Security ID: SERVER\Administrator =
! Event Properties
LogName:  Security 5] Attach Task To This Event
Source: Microsoft Windows security : Logged: 25082025 83030 Copy 4
Event ID: 5379 Task Category: User Account Management hed Save Selected Events_.
Levet: Information Keywords: Audit Success & Refresh
User: N/A Computer:  WIN-VK76ATVTUP4serverleb B v
P
OpCode: Info

Pucynok 8.16 — Xypnan «be3neka»

Jlnis 3py4HOCTI aHaii3y Ta €(eKTUBHOTO MIAXOAY 10 HOro 3iHCHEHHsI BapTO
BUKOpHUCTATH (UIBTpaIlito moaii. Y mpaBiii maHeal HaTUCKaeMO «DITbTP MOTOYHOTO
KypHaiy». Y nodi «IaentudikaTop moaii» BBOJUMO MOTPIOHUI HOMEp, HAIPUKIIA
«4625», mob6 mobaunTy BCl HEBIAJl COpoOM BXOAYy Ta BUOMpAEMO 4Yac 3a, SKUH
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OaxxaeMo moOauuT i crnpodbu. Ile momomoke MIBUAKO BUSBHUTH MOXJIHMBI aTakd
nig0opy MapoIIro Ta T€ KOJau BOHU Oy 3xaiiicHeHi (puc. 8.17-8.18).

Security Number of events: 4 567

Y Filtered: Log: Security; Source: ; Event ID: 4625Date Range: Last 7 days. Number of events: 4

Keywords Date and Time Source Event ID Task Catego
a Audit Failure 25.08.2025 8:06:14 Microsoft Windows securit... 4625 Logon

ﬁ Audit Failure 24.08.2025 19:25:19 Microsoft Windows securit... 4625 Logon

ﬂ Audit Failure 2408.2025 16:41:28 Microsoft Windows securit... 4625 Logon

£ Audit Failure 24.08.2025 16:41:22 Microsoft Windows securit... 4625 Logon

Pucynok 8.17 — Pesynbratu ¢inpTparii mo koay nomaii «4625»

Filter Current Log X
Filter ML

Logged: Last 7 days v
Eventlevel  (7) Critical (] Warning () Verbose

(] Error [ Information

Event logs: |59cumy >

Event sources: | =

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

4625
Task category: | _
Keywords: | —
Usen <All Users>

Computer(s): Al Computers>

Clear

‘ OK Cancel

Pucynox 8.18 — ®@inpTpartist moii, Jyist MOIIYKY cpod miioopy maposis

[Ilo6 neranbHile HpoaHaﬂiS}/BaTH TEBHY Mo/t O€3MEeKU CIIiJlT CKOPUCTATUCS
MEePEerssioM BIACTUBOCTEH moii. it iboro JBi4i HATHCKAEMO Ha 1'IOTp16Hy MOJIII0 Y
CHI/ICKy 1 michas 1BOro y BiKHI 0aunMMmo naty W dYac mofii, iM’s KOpHCTyBava,
koM 'torep abo I[P-ampecy mxepena. lle mo3Bomsie BU3HAUUTH, XTO 1 3BIIAKU
HaMaragpcsl yBIMTH, SIKIIIO 0OpaTH BJIACTUBOCTI MOAIT 3 kKojioM «4625» (puc. 8.19).
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iii Event Properties - Event 4625, Microsoft Windows security auditing.

General Details

An account failed to log on.

Subject:
Security ID: SYSTEM
Account Name: WIN-VK76A1VTUP4%
Account Domain: SERVER
Logon ID: Ox3E7

| mmmr Tomar an

Log Name:  Security

Source: Microsoft Windows security i Logged: 25.08.2025 8:06:14

Event ID: 4625 Task Category: Logon

Level: Information Keywords: Audit Failure

User: N/A Computer: WIN-VK76A1VTUP4serverlab

OpCode: Info

Copy Close

Pucynoxk 8.19 — BiaactuBocTi nojii 0e3nexku

AHani3 noaii xKypHany Oe3leKd B KOHTEKCTI MOKE BKa3aTH, YU BiIOyBaIHCs
3JIOBMUCHI JIii TIO BIIHOILICHHIO 10 cepBepa. Hanmpukian, saxio 6aunmo 6arato moii
«4625» 3 omuiei IP-agpecu — 11e Moxke CBIIUUTH Tpo aTaky Tumy «Brute forcey.
Axio x 6auuMo vacti nofii «4648y», ciijl MepeBipuTH, Y1 HE BUKOPUCTOBYE XTOCH
CKOMITPOMETOBaH1 00JIIKOBI JIaHI.

Jliist ekcopTy BiipiIBTPOBAHOT YACTHUHU KypHAIY JJisl MI3HIIIOTO aHAi3y y
npaBiii maHeni BuOMpaeMo «30epertu BUOpaHi MOl SiK...», 30epiraeMo y ¢opmari
«.evtx», mod MokHa OyJlo Meperisuartd Mmi3Hime ado HaACWIATA JJIs aHali3y

(puc. 8.20).

] save As X
« > c Search Documents -
_ 17 days. Number of events: 4 Security =
Organize > Newfolder =~ 0 Y .
N ; Source EventID Task Categq) | & OPen Saved Log
an pe
) Home Microsoft Windows securit.. 4625 Logon ¥ Create Custom View.
R callery Noitems match your search. Microsoft Windows securit. 4625 Logon Import Custom View.
: Microsoft Windows securit.. 4625 Logon Clear Log.
Microsoft Windows securit.. 4625 Logon
T Filter Current Log..
@ Desktop Clear Filter
Propert
L Downloads [Z] Properties
& Find..

= Documents

x| ke saveFiltered Log File As..

P9 Pictures Attach a Task To this Log..
T saveFilter to Custom View.
File name: | | View »
Saveas type: Event Files (“evtx) v I G Refresh
H rep
~ Hide Folders save Cancel Event 4625, Microsoft Windows secur.. =
Source: Microsoft Windows security : Logged: 25.082025 806114 [Z Event Properties
Event ID: 4625 Task Category: Logon T Attach Task To This Event..
Level Information Keywords: Audit Failure 5 Copy »
User: N/A Computer  WIN-VK76ATVTUP4serverlab [ save Selected Events.
OpCode: Info

G Refresh

H rep
Pucynox 8.20 — 36epexeHHs1 BUOpaHUX MOAIH 3 )KypHaATY O€3MeKn

Otox, KypHAIH Oe3MeKr € KIIOYOBUM I1HCTPYMEHTOM [IJIi MOHITOPUHTY
MiZ03piNoi aKTUBHOCTI. IX perynsipHuil aHasi3 J03BOJISE BYACHO BHSBMTU CIPOOH
HECaHKIIIOHOBAHOTO JIOCTYITY Ta 3amo0IrTH 3J1aMy Ta BTPaTi JaHUX.
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JlabopaTtopna podora Ne9
Hanamrysanus Bed-cepsepa IIS y Windows Server 2025

Mera poOoTH: 3aKpiIUTH NPAKTHYHI HABUYKM BCTAaHOBJIEHHS Ta 0a30BOTO
HajamrTyBaHHS BeO-cepBepa IIS y cepemoBumi Windows Server 2025, HaBunTHCS
CTBOPIOBATU Ta KOH(ITYpYyBaTH CaiiTH W BIpTyalibHI AUPEKTOPIi, a TAKOXK OMaHyBaTH
METOAM BeAeHHS Ta aHamizy >xypHamB IIS. Buxonanus poOoTu crpsiMoBaHe Ha
dbopMyBaHHS PO3YMIHHS NMPHUHIMIIB (YHKIIOHYBaHHS BeO-cepBepa, HOro OCHOBHHX
KOMIIOHEHTIB Ta MapaMeTpiB, HEOOXITHUX JUIsi PO3rOpPTaHHS 1 MIATPUMKU BeO-
JOAATKIB Y KOpIOpaTUBHUX 1H(GOpMaliiHuX cucTteMax [38-39].

Xin pobotu

3aBnanHs 1. Bctanosnenns IIS ta 6a30B1 HajmamTyBaHHS

[lepen mouyaTkoM BHUKOHAHHS 3aB/laHb JTAHOT MPAKTUYHOI POOOTH 3aIyCTHUMO
po3ropHyTy BipTyanbny Mammnay Windows Server 2025 B cepenosumii Hyper-V, sxa
Oyna cTBOpeHa B pe3yJbTaTli BUKOHAHHS OJHOTO 13 3aBJaHb MEpUIOl MPaKTUYHOT
poboTH.

Jist BecranosnenHs IS y «/lucneruepi cepBepiB» HaTHcKaeMo «KepyBaHHD» —
«Jdomatn pomi Ta KOMIOHEHTW». Y BIKHI «MaiicTpa pogaBaHHA poiel 1
KOMIIOHEHTIB» OOMpaeMO: TUN IHCTAIALIl — [HCTaynAwis poyied Ta KOMIIOHEHTIB,
tucHeMo «Jlami». CepBep — 3ajMIIaeMoO 3a 3aMOBUYBaHHSAM (HAall JIOKaJIbHUM
cepBep). Y chnucKy pojei craBumo mnpamnopeib Ha «Beb-cepBep (IIS)» — moTpiOHii
JUUISL HAcC B I poOOTI poJii, HaTHCKaeMO «JlogaTtu kommoHeHTH» (puc. 9.1).

g

DESTINATION SERVER
WIN-VKT6ATVTUP4server.lab

Select server roles

LV

Add Roles and Features Wizard X

Select one or more roles to install on thé

Roles Add features that are required for Web Server (11S)?

Active Directory Certificate Servi

Server Roles

LYJiS

Active Directory Domain Service
Active Directory Federation Serv
Active Directory Lightweight Din
Active Directory Rights Manager
Device Health Attestation

DHCP Server {Installed)

DNS Server (Installed)

Fax Server

File and Storage Services (2 of 1|
Host Guardian Service

Hyper-V

Network Policy and Access Servi
Print and Document Services
Remote Access

Remote Desktop Services
Volume Activation Services
Windows Deployment Services
Windows Server Update Service!

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 \Web Server (I15)
4 Management Tools
[Tools] 1IS Management Console

Include management tools (if applicable)

‘ Add Features ‘ ‘ Cancel ‘

< Previous Next > nstal

Tanageat

vents

Pucynox 9.1 — JlogaBanus podi «Be6-cepsep (IIS)»

[IponoBxkyemo HaTuckaroum «Jlam» Ha HACTyMHUX BKJIQJKaX, TMOKA HE

3’IBUTHCS BKJIaaka «llinTBepkeHHsS] BCTAaHOBJICHHS KOMIIOHCHTIBY», TaM HATHCKAEMO
«BctanoButmn» (puc. 9.2).
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., Add Roles and Features Wizard — O X

DESTINATIOM SERVER

Confirm installation selections o e sty r—

Refore You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
Web Server Role (IIS) Web Server (S)
e Garias Management Tools
Service
11S Management Console

Web Server

Common HTTP Features
Default Document

Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics

Furrtoon | i

Export configuration settings
Specify an alternate source path

< Previous Next > | Install || Cancel |

Pucynoxk 9.2 — IliaTBepkeHHs BcTaHoBIIeHHA poJii «Beb-cepsep (1IS)»

[Ticas mporo BiOYBAaEeThCS MPOIEC BCTAHOBJICHHS, Y€KAEMO HOTO YCIIIIITHOTO
3aBepiieHHs (puc. 9.3).

. Add Roles and Features Wizard - a X |

. DESTINATION SERVER
Installation progress WIN-VITGATVTUPaserverlab

View installation progress

o Feature installation

Installation succeeded on WIN-VK76A1VTUP4.server.lab.

Web Server (IIS)
Management Tools
11S Management Console
Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
Health and Diagnostics
Custom Logging

You can close this wizard without interrupting running tasks. View task progress or open this
[ page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel |

Pucynok 9.3 — Ycnimne 3aBepiiieHHs BctaHOBIeHHs pouti «Beb-cepsep (I1S)»

[Ticns 3aBepuieHHs iHCTanAMmil BigkpuBaemo «lHCTpymeHTH» — «Jlucmerdep
cyx6 [IS». V niBiit manem 6aunmo Hai cepsep (puc. 9.4).
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@3 Internet Information Services (1IS) Manager = (m] X
€ €3, WIN-VKTGAIVTUPA » W @-

File View Help

‘ Connections Actions
— @) WIN-VK76A1VTUP4 Home
&~ i & ’ Manage Server
W5 Start Page < Restart
: - 6o -G : - E- S
iié E:, WIN-VKTGATVTUPA (SERVER Filter: Go - \si7Show All | Group by: Area 25] > ‘e
;’ Application Pools 115 - ® ® Stop
> (@] Sites = =) i B 5
onﬁ ﬁ o I)JJ (& B% 2 €@ EN View Application Pools
Authentic... Compression  Default Directory  Error Pages Failed Handler HTTP Logging View 5“*? _ =
Document  Browsing Request Tra... Mappings Respon... ° Get New Web Platform
- e Components
B i F [ = [;
" " =
jr" Q:‘H i"* o= s @ty © Hep
MIME Types  Modules Output Request Server Worker
Caching Filtering Certificates ~ Processes
Management ~
f 3 =l
=
Configurat..  Feature Shared
Editor Delegation Configurat...

[ Festres e 2 Coreniew

Ready .

Pucynok 9.4 — Bigkpurtuit «/Iucnetaep cmyx6 [1S»

3a 3amoBuyBaHH:sM [IS Bigpasy 3 BcTaHOBIEHHsM cTBOproe caiit Default Web
Site. [I{o6 #oro BigBiZATH BiIKpHUBaeMO BeO-Opay3ep y BIPTyadbHIM MarmmwHi i
yBonuMo «http://localhost». B pe3ympraTi Mae BIIKpUTHCS CTaHIApTHA CTapTOBA
cropinka IIS («Welcome to IIS») (puc. 9.5).

O @ nsWwindows Server x Sl = o X

&< G @ localhost A ) = 3‘ P

=8 Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa
£3c% Benvenuto &
_‘) 3 b.. Bienvenido Hos geldiniz | o'xan o'ona Welkom
Bem-vindo | )

' Kodog
Vitejte oploate Valkommen [EESISHEIES osars | Udvozoljik

B L e W0

Pucynok 9.5 — Bigkpura ctaproBa cropinka IIS B 6paysepi

[Ilogo 6a3oBMX HamamTyBaHb caity, To y «Jlucmeruepi IIS» wmokHa:
MeperIsTHyTH CIIUCOK caiTiB (BKIaaka «CaiTiy); 3ynmuHUTH ab0 Mepe3anyCTUTH CaluT
(xkomangu «3amyctutn» / «3ynuHuTtH» / «llepesamyctuTi» y mnpaBiii maHeni).
HanamrryBatu nanky, 3 sxoi O6epytbes ¢aitnu caiity («OCHOBHI HajalITyBaHHS)
(puc. 9.6).
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Manage Website 2

< Restart

@ Stop
Browse Website

»

@] Browse *:80 (http)
Advanced Settings...
Configure

Failed Request Tracing...
Limits...

HSTS...
'@ Help

Pucynox 9.6 — Jlii, o MoxHa 3actocyBaTH 10 BeO-caiiTy B «lucnetuepi [IS»

Jlo ocHOBHUX HanamtyBaHb [IS HaleXuTh CTBOPEHHS 1 HaJAIITYBAHHS ITYJIIB
3actocyHkiB. [y nporo HaTuckaeMo «llynmu 3actocynkiB» — I[IKM — «Jlomatu myn
3aCTOCYHKIB...» (puc. 9.7).

@j Internet Information Services (I1S) Manager = {m] X
& 2 WIN-VKTGAIVIUPA » Application Pools w o @-

File View Help
Connections
Q-id |28
€3 Start Page
v -85 WIN-VK76ATVTUP4 (SERVER\,
3 Ap s

v (8] Sit| &

i
“él Application Pools Add Application Pool

This page lets you view and manage the list of application pools on the server, Application pools are associated with worker SetApphatan Fool BEcES

processes, contain one or more applications, and provide isolation among different applications. © Hep

Add Application Pool... Go - (5% Show All | Group by: No Grouping

9‘“’ Refresh " Status  .NETCLRV.. Managed Pipel... Identity Applications
(D DefaultAppPool  Started  vAD Integrated ApplicationPoolld... 1

Ready L=

Pucynok 9.7 — Bubip «Jlonatu mys 3aCTOCyHKIB...»
VY BiKkHI, IO BIAKPHIOCS 3alOBHIOEMO MOJs: Ha3zBa — «StudentPool», Bepcis

cepenopumia .NET CLR — 3amumaemo 0e3 3MiH; PeXKUM KEPOBAHOI'O KOHBEEpA —
«BOynoBanuii» (puc. 9.8).
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Add Application Pool ? X

Name:
StudentPool

.NET CLR wversion:
JNET CLR Version v4.0.30319

Managed pipeline mode:

Integrated

Start application pool immediately

l QK | Cancel

Pucynok 9.8 — JlonaBanHs myJia 3aCTOCYHKIB

B pesynbrari CTBOPIOETBCS HOBHM TMyJd 3aCTOCYHKIB, 3MIHUTH WMOTO
HajamrtyBaHHs MoxHa HaTucHyBImM [TKM mo Ha3Bi myna Ta BuOpaBmm «OCHOBHI
HaJTAITYBaHHS.

Jlo 0a30BHX HajallITyBaHb TaKOX BIAHOCUTHCS HAIAINTYBaHHS 0a30BUX
napameTpiB caity. s mporo tucHemo «Caitti» — obupaemo Default Web Site a6o
IHIIMK cait 3a morpebu Ta BuUOUpaemMo y MeHiO «Jlii» TucHeMo «OCHOBHI
napameTpu...». BHacHioK IbOro BIAKPUBAETHCS BIKHO 3MiH HajalITyBaHb BeO-
caiity (puc. 9.9).

Edit Site ? X

Default Web Site DefaultAppPool Select...

Physical path:

%eSystemDrive%\inetpub\wwwroot

Pass-through authentication

Connect as... Test Settings...

oK Cancel

Pucynok 9.9 — Bikno «3miHeHHsI BeO-callTy»
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[IpoBoaumo 3MiHM: MMyJn 3acTOCYHKIB oOupaemo «StudentPool», ¢izuunuit
nuax ykaxemo «C:\sites\student» ta Tucaemo «OK» (puc. 9.10).

Edit Site ? X

Default Web Site StudentPool Gelect...

Physical path:
Ci\sites\student]

Pass-through authentication

Connect as... Test Settings...

[ ok Cancel

Pucynox 9.10 — [IpoBeeHi 3MiHU HaJaAITYBaHb CAUTY

Takok OCHOBHMMHM HaNAIITYyBaHHSMHM € HAJIAIITYBAHHS IIPUB SI3KM CAUTY:
nopt, [P, xocT-3aronoBok. J{Jis 3MiHU IUX MapaMeTpiB HATUCKAEMO Ha CaMT, 10 SKOrO
CJIiJ1 3aCTOCYBaTu 3MiHM, B MeHIO «/lii» oOupaemo «IIpuB’sg3KH...», y HOBOMY BIKHI,
110 Biakpuiiocs TucHeMo «Jlomatm» (puc. 9.11).

Site Bindings ? X
Type Host Name Port IP Address Binding Informa... Add...
hit 80 ¥
. Edit...
Browse
Close

Pucynok 9.11 — Bikno «IIpuB’sa3ku caity»
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BinkpuBaeThcsi BIKHO HajalliTyBaHb MPHB’SI30K caiiTy. BubOupaemo mpotokosn
«http», IP-ampeca: «172.30.243.252», mopt: 8080, iM’s By37a, HAIPUKIAL,
«student1.localy. ITicns 3MiHK OTpiOHUX HanamTyBanb TuCHEMO «OK» (puc. 9.12).

Add Site Binding ? X
Type: IP address: Port:
http v | [172.30.243.252 + | 8080
Host name:

student1.local

Example: www.contoso.com or marketing.contoso.com

|_ oK | Cancel

Pucynok 9.12 — 3mina npuB’sI3KU calTy

OCHOBHMMH HaNAIITyBAaHHAMHM € 1 pOOOTa 3 JOKYMEHTaMH 3a 3aMOBUYBAHHSIM.
JIs X HamamTyBaHHS HATUCKAEMO Ha Ha3BY MOTPIOHOTO CaiTy, Ta ABIYl TUCHEMO IO
nikrorpami «JloKyMeHTH 3a 3aMOBUYYBaHHSIM», BIJIKDHUBA€ThCSI HOBE BIKHO, [I€
BIJIOOpa)K€H1 Ha3BU JOKYMEHTIB. llopsaok AOKYMEHTIB 3BepXy BHHU3 — O3HAYae
npioputeT (puc. 9.13).

§3 Internet Information Services (IIS) Manager = a] X
« @ » WIN-VK76AIVTUPA » Sites » Default Web Site » w o e-
File View Help

faul
I @ Default Document

€3 Start Page

i) The file isstart.htm’ exists in
v 83 WIN-VKTEATVTUP4 (SERVER\

the current directory. It is
Use this feature to specify the default file(s) to return when a client does not request a specific file. Set default documents in order of recommendedt i you
P

IN-VKTGATVTUPA (SERVER\ |  priority. move this file to the top of
(2 Application Pools the it to impvove
v (8] Sites Name Entry Type performal
€ Default Web Site Default.htm Inherited
Default.asp Inherited et
indexhtm Inherited Add
indexhtml Inherited
jisstart.htm Inherited
© He
[E Features View | % Content View
Configuration: 'Default Web Site' web.config L]

Pucynok 9.13 — BikHo «/[okyMeHTH 32 3aMOBUYBaHHSIM)

JUist 3MIHM TOPSIAKY MNOTPIOHO MIAHATH TMOTPIOHHMM [TOKYMEHT BHILE, HaA
inmamu. [lpuknan: momaemo main.html («is» — «/logaTtu...»), migHIMaeMo Leu
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nokymeHT Buie 3a Default.htm/Default.aspx Ta inmi. fAxmo y kopeHi cailty €

main.html Tta default.aspx, Bimkpuerbcss main.html, 60 BiH BHIIE B CHHCKY
(puc. 9.14).

€ Internet Information Services (IIS) Manager
€ @ » WIN-VK76AIVTUP4 » Sites » Default Web Site » WD @-

File View Help
Connections
e il I8 q Default Document

€3 Start Page
v 93 WIN-VK76A1VTUP4 (SERVER\

( i The file ‘iisstart.htm’ exists in
the current directory. It is
recommended that you

Use this feature to specify the default file(s) to return when a client does not request a specific file. Set default documents in order of
priority.

e move this file to the top of
L2 Application Pools the list to improve
v (@ Sites Name Entry Type performance.
€ Default Web Site [ main.html Local i

Default htm Inherited i
Default.asp Inherited Add.
index.htm Inherited X R
index.html| Inherited
iisstart.htm Inherited

|z Features View ||.Z Content View

Configuration: 'Default Web Site' web.config €z

Pucynok 9.14 — PenaryBanHs nopsAKy JOKYMEHTIB 32 3aMOBUYBAaHHIM

OT0%, MU J€TaNbHO HAJAIITYBaJIM KIt04oBl napametpu IIS: mynu 3acTocyHKIB,
MPUB 3K, IOKYMEHTH 32 3aMOBUYYBaHHSAM. 3 TaKMMHU 0a30BUMH HaJallITyBaHHSMHU
cepBep TOTOBHI 10 MOAAIBIIOTO OB IETAIBHOTO Ta CENU(PIYHOTO HATAIITYBaHHS
Ta PO3MIIICHHS BeO-101aTKIB.

3aBaanns 2. JlonaBaHHs CallTiB Ta BIPTYyalbHUX JUPEKTOPIH

JIJist mojjaBaHHS HOBOT'O CaTy a0o K CTBOPEHHSI HOBOTO CalTy nepeOyBaroyun B
«ducneruepi cmyx06 IIS», y miBii manenm («I[limkirodeHHsS») PO3rOPTAEMO BY30J
Hamoro cepsepa. Kirarmaemo npaBoro kHomkoro muii Ha nammi «Caintm»y — «Jloxatu
BeO-caiiT» (puc. 9.15).

¥ Internet Information Services (1IS) Manager
« S| » WIN-VKTGAIVTUP4 » Sites » G-

File View Help
Connections

@ si
Q-8 J Sites
§5 Start Page = -
« 5 WIN-VKTGATVTUPA (SERVER\ Filter: ~ W Go - (G Show All | Group by: No Grouping
L) Application Pools Name D Status Binding Path
Misc= - 2 3 = - v \
& 7« @  Add Website... )it Web Site 1 Started (ht. :80 (http);studentl.local on 172.3... %SystemDrive%\inetpub\wwwroot
543 Refresh
Switch to Content View
Ready €

Pucynok 9.15 — [louarok nogaBaHHs BeO-caiTy
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VY BiKHI, O[O0 BIIKPWJIOCS BKa3zyeMO Ha3By cailty, Hampukiaa, «StudentSitey,
bBUYHAN TUISIX — O0MpaeMo Tanky, jae 30epiraioTbes (aitiv caiTy, HalpUKIag —
C:\sites\student, mpuB’si3ka — 3anumraemo http, IP-agpeca — 3a 3aMmoBUyBaHHSAM, OPT
— 80. ITicns 3amoBHEHHS UX T0J1iB HaTHCcKaeMo «OK» (puc. 9.16).

Add Website ? X

Site name:

StudentSite StudentPool Select...

Content Directory
Physical path:
C:\sites\student

Pass-through authentication

Connect as... Test Settings...
Binding
Type: IP address: Port:
http v |172.30.243.252 ~| 80
Host name:

Example: www.contoso.com or marketing.contoso.com

Start Website immediately

Pucynox 9.16 — Bikno nonaBanHs BeO-caiTy

[licns 1pOrOo y CHHUCKY CalTiB 3’SIBUBCS HOBHM, CTBOPEHUN HaMU CalT

(puc. 9.17).

QJ'_ Sites

Filter; v Go ~ \gShow All | Group by: No Grouping d

MName ' D Status Binding Path

& Default Web Site 1 Started (ht... *:80 (http);studentl.local on 172.3... %SystemDrive%\inetpub\wwwroot
€ studentSite 2 Started (ht.. 172.30.243.252:80 (http) Ci\sites\StudentSite

Pucynox 9.17 — Cniucok caittis
JIns nomaBaHHS KOHTEHTY HA JOJAHUM CAaWT MMEPEXOJUMO y TMAamKy, SKYy

Bkazasmm g caiity (C:\sites\student). CtBoproemo aitn index.html 3 mpoctum
BMicToM (puc. 9.18).
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Mame N Date modified Type Size

& index 25.08.2025 17:.04 Microsoft Edge HT... 1 KB
| index - Notepad

File Edit Format View Help
<html>
<body>
<hl>le TecToBWMA calT StudentSite{}hlA
<h1l>BiTtaemo Ha caiTti Studentsitel</hi>
</body>
</html>

Pucynok 9.18 — [Ipuxnan cTBopeHHs Ta BMICTY ¢aiiny index.html

ITicns  cTtBopeHHs Ta 30epekeHHs ¢dainy, y Opay3epi  BBOAUMO
«http://localhost», mo0 nepeBipUTH pOOOTY Ta BMICT HOBOTO calTy (puc. 9.19).

0 @ indechtml x  +

(& (DFile  Cfsites/StudentSite/index.html

e TecroBmii caiit StudentSite

Biracmo Ha caiiti StudentSite!

Pucynox 9.19 — Bigo6paskeHHsl 1ogaHOTo caiiTy B Opay3epi

Jnst  nonmaBaHHs  BipTyanbHOT gupekTopii 'y «ucmeruepi cmyx0 IIS»
posropraemo «Caiit» — «StudentSite». [IpaBoro KHONKOIO MHIII HAaTHCKAaEMO Ha
Ha3B1 caiiTy Ta ooupaemo «/lonatu BipryanbHuil kKaTanor» (puc. 9.20).

tﬁ Internet Information Services (IIS) Manager

- o X
- @ » WIN-VKTBAIVTUPA » Sites » StudentSite » 7 @ -
File View Help
Connections. . Actions
q StudentSite Home
< - el - B Explore
63 Start Page ) = Edit Permissions...
w93 WIN-VKTGAIVTUPA (SERVER | " *[¥ S0 - \uishowAll | Groupby: Area - & ==
i . Edit Site
L2 Application Pools s - I
indings.
v (@ Sites ; Ly (T, =l = PE E’ = a2 =
n 0 i i . R i v & $8)
@ Default Web Site D 5:” /] “’/*‘ L 04 | iL(w <= 1 = E ‘\ J’ =t i = =
» @ Stud =1 s ompression  Default Directory ~ ErrorPages  Failed Handler HTTP Logging  MIME Types  Modules Output
2 Explore Document  Browsing Request Tra.. Mappings  Respen... Caching View Virtual Directories
Edit Permissions...
4 % Manage Website A
' Add Application... e g e
Add Virtual Directory... SL Settings
Edit Bindings... N | Siop
Manage Website » Browse Website
o Browse 172.30.243.252:30
§1 Refresh (http)
K Remove Advanced Settings...
Rename Configure
Failed Request Trac
Switch to Content View ; e R
imits
HSTS,
@ Hep

Ready L=

Pucynok 9.20 — Bubip «/logaTu BipTyaabHUM KaTaaor»

BinkpuBaetbcss HOBe BikHO. B momi «IIceBmoHiM» TmuUIIEeMO, HaNpUKIAI:
images. Y mom  «®i3uyHui  1UBSIX» ~ BKa3yeMO — MamnKy, — HaMpUKIAI:
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C:\sites\student\images. Ilicis 3amoBHEHHS HEOOXiMHMX MMONIB HaTUCKaeMO «OK»
(puc. 9.21).

Add Virtual Directory ? X

Site name: StudentSite
Path:

Alias:
images

Example: images

Physical path:
Ci\sites\StudentSite\images

Pass-through authentication

Connect as... Test Settings...

OK Cancel
Pucynok 9.21 — JlonaBanHs BipTyaJbHOTO KaTtajora (IUpeKTopii)

st 3mificHEeHHST TIepeBIpKM POOOTH BIPTYyaJIbHOTO KaTaJIOTy y TAamKy
C:\sites\student\images nogaemo Oyab-sikuii ¢aiin (Hanpukiaa, KapTUHKY test.jpg). ¥V
Opaysepi BBogmmo  «file:///C:/sites/StudentSite/images/test.jpg», B pe3yabTaTi
KOpEKTHO1 poboTu (aitn Mae Binkputucs Hanpsmy depes [IS (puc. 9.22).

]
&« C File C/sites/StudentSite/images/testjpg

L N

BE Q seach E T CL W G e Qo 00

Pucynox 9.22 — I[lepeBipka 10AaHOI BIpTyalbHOI JUPEKTOPIi
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3aBnanns 3.AHani3 xypHauis [IS

s pobotu 3 xypHanamu IIS BinkpuBaemo «Jlucneruep ciayx6 IIS», y miBiit
naHesl BUOMPAEMO HAIl CEpBEp, Y LIEHTPAIbHOMY BIKHI MEPEXOJUMO 0 PO3ILIY
«Benenns xxypHany» (puc. 9.23).

« €3 » WIN-VKZBAIVTUPA »

U"f' Logging
€ Start Page
‘

Use this feature to configure how IIS logs requests on the Web server. Lo Hosesciss
VK7BATVTUPA (SERVER\
cat

Select Fields.

ve¥\inetpub\logs\LogFiles Browse

Log Event Destination

Select the destination where IS will write log events.
© Log file only
ETW event only

Both log file and ETW event

Configuration: ‘localhost’ applicationHost.config

Pucynok 9.23 — Bikno «BeaeHHs xxypHaity»

VY BikHI «Benenns xypHamy» 6aunmo dopmat daitni xypHary (W3C, IIS,
NCSA), MoxJMBICT, BUOOPY MOJMIB JUIsl 3alKCIB y KypHaTi, HUIISAX JO MarnKd 3
daitmamMu, THI KOTyBaHHS.

Jis BigkputTTa KypHaniB IIS, mepexogumMo [0 mNanku 3 XKypHalaMud y
«IIpoBigHuky». VYcepenuni € mignanku Buxgy W3SVCI, W3SVC2 (koxHa

BIJIIOBIJIA€ OKpeMoMy caity). BigkpuBaemo ¢aiin y «bmoknoti» abo Excel nns
3py4HOCTI (puc. 9.24).

> This PC » Local Disk (C:) » inetpub > logs » LogFiles » W3SVC1 v C Search W3svVC1 yel
Name Date modified Type Size
D u_ex250825 25.08.2025 16:42 Text Document 1KB
| u_ex250825.log - Notepad = [m] X

File Edit Format View Help

}#So‘Ftware: Microsoft Internet Information Services 10.@
#Version: 1.0
#Date: 2025-08-25 13:42:17

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Referer) sc-sta

2025-88-25 13:42:17 ::1 GET / - 8@ - ::1 Mozilla/5.@+(Windows+NT+1@.0;+Win64a;+x64)+AppleWebkit/537.36+4(KHTML,+1like+G
2025-88-25 13:42:17 ::1 GET /iisstart.png - 80 - ::1 Mozilla/5.@+(Windows+NT+1@.0;+Win64;+x64)+AppleklebKit/537.36+4(K
2025-98-25 13:42:17 ::1 GET /favicon.ico - 8@ - ::1 Mozilla/5.@+(Windows+NT+1@.0:+Win64:+x64)+ADpleWebKit/537.36+(KH

Pucynox 9.24 — Bigkpurtnii daitn xypuamy 1IS

[lomo cTpyKTypH KypHaly, To y ¢aiai 0aunMo KOJIOHKHU: date — jmara 3anury;
time — yac; c-ip — [P-aapeca kmnienta; cs-method — meton (GET, POST); cs-uri-stem —
NUIIX 10 pecypey (Hanpukiaf, /index.html); sc-status — kox Bignmosial cepsepa (200
— ycnix, 404 — He 3HaieHo, 500 — nomuika cepBepa); sc-bytes — po3mip BiIIOBI/II.

AHanizyroun xKypHas BeO-cepBepa IS, MokeMo 3poOUTH HACTYITHI BUCHOBKH.
Axio 6aunmo 6arato psiakiB 13 KogoM 404, 3HAYUTH KIIEHTH HAMAraroThCS BIIKPUTH
HelcHyIoul cTopiHku. Skmo 3’ sBistorbest koau 500 abo 503 — € nmpobiemu 3 caMum

[IS uyu BeG-momatkoM. SAkmio ayxe Oarato 3amutiB 3 ofHiel [P-agpecu — moxinBa
cupoba DoS-araku.
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VY «ducnetuepi cimyx6 1IS» xypHanu MoxxkHa 3MiHHTH: (popmat KypHay, sKi
MOJIsL 3aIUCYIOThCS, MEpIOA CTBOPEHHS HOBOro (aiimy (monaHs, moTwxkHs). s
3py4YHOCTI aHalli3y MOXHa IMmopTyBaTH >XypHamu y Excel 1 OynmyBatu ¢inbtpu
(HampuKIIaa, TOKa3aTH JIMIIE PAIKH 3 KoaoM 404).
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JlabopaTtopna po6ora Ne7
HanamryBanns Linux y BipTryaJbHOMY cepeaoBHUILi

Merta po0OOTH: ONaHyBaTH MPOIEC BCTAHOBJIEHHS Ta 0A30BOr0 HaAIITyBaHHS
cepBepHOi omepariiiHoi cucteMu Linux y BipTyalbHOMY CepeAoBHII, cHOopMyBaTh
MIPaKTUYHI HaBHYKH POOOTH 3 KOPHUCTyBadaMu, TpPylaMu Ta iX MpaBaMH JOCTYMY, a
TaKO 3aCBOITH MPUHIIUIIKA aBTOMATHU3aIlli a]MIHICTPATUBHUX 3aBJIaHb 32 JOIOMOT OO
Bash-ckpunriB. Bukonanus po6otu crpsiMoOBaHE Ha PO3BUTOK KOMIIETEHTHOCTEH Y
pO3ropTaHHl Ta aaMIHICTpYBaHHI Linux-cucTtem, 10 € OCHOBOK JIJIs MOJaJIbIIOTO
BUBYECHHS CEPBEPHUX TEXHOJOT1H Ta MepexeBoi iHdpacTpykTypu [15-18].

Xin pobotu

3aBaannsl. BcranoBneHnHs Ta 6a30Be HanamrTyBaHHs Linux

B miit poboti mochimKyBaTUMEMO CEpBEpHY ollepaliiiHy cucremy Linux
Server. BcranoBumo many OC Ha BipryanbHy MamuHy Oracle VM VirtualBox. [[s
IILOTO TOMEPEAHBO CIIif 3aBaHTaXuTH [SO-00pa3 Linux Server Ha komm rotep. Komm
Bce TOTOBO, Biakputu cepenoBuiie Oracle VM VirtualBox Ta HatucHytH
«CTBOpHUTHY» 1 TTOYMHAETHCSI CTBOPEHHS HOBOI BipTyanpbHOI MamuHu. Hamatu Ha3By
BM, Bka3zatu nanky 30epiranss ¢ainiB uiei BM, a takox ISO-o0pa3 Linux Server
(puc. 10.1).

-

v

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will
be used throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which may be
used to install the guest operating system.

Hazea: Linux Server b 4

(=

" Folder: E\LinuxServer v

IS0 Image: D C:\Users\Andrii\Downloads\ubuntu-25.04-live-server-amd&4.iso W

Edition:

Tun: Linux

Ubuntu (64-bit) ‘

(] Skip Unattended Installation

Bepcin:

(i) Detected OS type: Ubuntu (64-bit). This OS type can be installed unattendedly. The install will
start after this wizard is closed.

Aoeigka PexumM ekcnepra Hazan Mext CracysatH

Pucynok 10.1 — CtBopenns HoBoi BM Linux Server
[licns  wmpOoro HAa  HACTyNHIA  BKIAAIl  MPOBECTH  HaJAIITyBAaHHS
aJIMIHICTPATOPCHKOIO OOJIIKOBOTO 3aMucy KopucTyBaya. Jlani BUIUTUTU ONEPAaTUBHY

nam’sate st BM (MiniManbHuE 00csT 4096 MDB) Ta KIIBKICTh siiep mpoliecopa
(miniMansHUHN 00car 2 siapa) (puc. 10.2).
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- -
N§ CTBODWTH BIpTYanbHy MallMHY

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.
Enabling EFI is also possible.

Aoeigka

Pucynok 10.2 — Buainenns OII ta saaep npouecopa aiist BM

-

OCHOBHA NaM'ATk: ' 4096 ME
4 MB 16384 ME
Processors: ' i
wn la un
[ Enable EFI (special 0Ses only)
Hazan Next CKacyBaTu

Jlami CTBOpPUTH BIPTyaJIbHMM KOPCTKMM JUCK Ta BKazaThd MHOro po3Mip

(miniMansHUM po3mip 30 I'b) (puc. 10.3).

- —~ -
Ny CTBOpWTM BIPTYanbHY MaLLUHY

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard
disk file or select an existing one. Alternatively you can create a wvirtual machine without a virtual

hard disk.

© Create a Virtual Hard Disk Now

4,00 ME 2,00 TE
C] Pre-allocate Full Size

() Use an Existing Virtual Hard Disk File

MopoxKHIA

() Do Not Add a Virtual Hard Disk

Hazag Mext CKacyeaTH

Josigka

Pucynox 10.3 — CTBOpeHHS BipTyaIbHOTO >KOPCTKOTO JUCKA

Ha nactynHiéi Bmanani HaTUCHYTH «3akiHuuTw». [licis mporo aBTOMatu
3amyckaeTbesi ctBopeHa BM (puc. 10.4).
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Hillkommen! Bienvenue! Helcome! Aofpo nokanosaTe! Welkaom! [ Help ]
Use UP, DOWM and ENTER keys to select your language.

[ Asturianu

[ Bahasa Indonesia
[ICLERE]

[ Deutsch

[ English

[ English (LK)
[ Espafinl

[ Francais

[ Galezo

[ Hrvatski

[ Latviski

[ LietuviSkai
[ Maguar

[ Nederlands

[ Norsk bokmél
[ Dccitan

[ Polski

[ Portugués

[ Suomi

[ Svenska

[ Cestina

[ EAANVLER

[ Benapyckan

[ Pycckui

[ Cpnckwn

[ YkpaiHceka

Qo ey =i EE® Rt ol

Pucynok 10.4 — [lepmmnii 3anmyck BM s BeTanoBeHns OC

3anyckaeTbecsi cranaaptHe BctaHoBieHHsS OC Linux Server. Ha mepuomy
eTami BUOMpaeThcs MoBa — «YKpaiHCbkay Ta HaTtucHyTH «Enter». B HactymHii
BKuani «HanamryBanHs KiaBiaTypu» HaJlalITyBaHHS MIATATHYTHCS aBTOMAaTHUYHO,
BIJIIOBIJTHO JI0 BCTAHOBJICHO1 morepeaHbo MoBU. HatucHytu «BukoHaHo» (puc.
10.5).

HanawTyeaHHA KnasiaTypn
Byak Aacka, BwOepiTe HWiHE poskAaaky knasiaTupy afo HATWCHITL KHOMKY $BwsHa4MTW knaeiaTupyd, wof nporpama crpoBysana
ABTOMATVHHO BW3HAYMTI PO3KNAAKY.

Posknaaka: [ Ukrainian v

BapiaHT: [ Ukrainian ]

[ BuaHaunTy kKnaeiaTypy

[ BukoHaHo ]
[ Hasaa ]

Pucynok 10.5 — HanamryBanns MoBH Ta knaBiatypu juis Linux Server
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B nactynniii Bkimagmi Bubupatu tun iHctananii — «Ubuntu Server» 1 3HOBY
HaTUCHYTH «Enter», mo0 miarBepauTu BUOIip Ta nepeitu gaii (puc. 10.6).

() Ubuntu

Pucynok 10.6 — HanamryBanns tumy iHcTansmii st Linux Server

[ToTiM mpoBecTH MOYATKOBI HaJAIITYBaHHS MEpPEKeBOi KoHpiryparlii, Ha
bOMY €Talll BCe 3aJiMiaeMo 0e3 3MiH Ta HaTUcHYTH «Enter» (puc. 10.7).

[ Help ]

MIHKBATUCA AaHMMA 13 IHWAMM KoMA'nTepama, 1 akwvi,

[ CTBOpMTH NpuB'asky »

Pucynok 10.7 — HanamryBanus mepexxeBoi koHpiryparii ans Linux Server
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B nactynHiil Bkiadii aapecy MpoKCl cepBepa 3alMIIMTH 0e3 3MiH Ta MPOCTO
HaTUCHYTH «Bukonanoy». Jlam «Axapeca a3epkana» 3aJMIIMNTH 33 3aMOBUYBAHHSM 1
nepeiitu nami (puc. 10.8).

Pucynox 10.8 — HanamryBanus «Anpeca n3epkana» s Linux Server

3rogoM, B HajJalITyBaHHSAX CXOBHINA JaHUX oOupatu «BuKOpuCTaTH yBech
JMCK» Ta nepeiTu 1o onili «Bukonanoy» (puc. 10.9).

BOPWTA HETWUNOBE

OMNOHYBAHHA CHOBVWA daHux

@@k @ =R R Rt an

Pucynok 10.9 — HanamryBanns cxoBuia aanux s Linux Server
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[Ticas mporo, Ha Bkianui «Pestome (aitnoBoi cuctemm» Bce 3aMUILINTH Oe3
3MiH 1 HaTuCHYTH «Bukonano» (puc. 10.10).

Fpyna ToMie LWM

BMKOPUCTAHT MPUCTPOT

Pucynox 10.10 — HanamryBanus daitiioBoi cuctemu aiis Linux Server

Jam miATBEepIUMTH MPOBEACHI HAJIAIITYBaHHSA Ta MEPEHTH A0 HACTyIHOL
BKiIankn — «HamamryBanHs npoduis». TyT BKa3aTH JIOTIH Ta Hapoib — ciaig OyTH
O0COOJIMBO YBaXXHUM, aJK€ 3 IHUMH JaHUMU TMOTIM 3A1MCHIOBATUMETHCA BX1A Y
CUCTEMY
(puc. 10.11).

[ Help ]

on a later screen, but a

me :
BkaxiTh 1M'A KopucTyBauE:
BudepiTe naposb:

MiATBEPAXEHHA NAN0AA: MBI

[ BukoHako ]

Pucynox 10.11 — Hanamrrysanns npodins ang Linux Server
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B wnacrynHOoMy BIKHI OOMpaTH YW BCTaHOBIIOBaTH 000J0HKY SSH mms

BIITAJICHOTO JIOCTYIy Ha IhOMYy eTami, 3anmumaeMo «He BcraHoBmoBaTH»
(puc. 10.12).

[ Help ]

HWA BiaganeHyi AOCTYN 40 BAWoro Cepeepa.

AUTHORIZED KEYS

Pucynoxk 10.12 — HanamrryBanus SSH ang Linux Server

Ha nHactymHOMy eTami TOYMHAETHCS BCTAHOBJICHHS CEPBEPHOI OmeparfiitHoi
cuctemu Linux Server (puc. 10.13).

[ Help ]

tmp/tmp4 thScmhasmount

Komu BcranoBienHs 3aBepuieHo (Bropi mumiie «Installation Completey)
HatucHyTH «llepe3aBantaxutu» (puc. 10.14).
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Installation etel [ Help 1

Pucynox 10.14 — 3aBepiienns BctaHoBieHHs Linux Server

BinOynerbcs nepe3aBanTaxkeHHs BM, komu e mporec 371HCHEHO, TO
3’ABUTHCS PAJOK BXOAY B omepauiiiHy cucreMmy. Linux Server 3a 3aMOBUYBaHHSIM €
KOHCOJIbHOIO OIEpaIifiHOI CUCTEMOIO, TOMY BCl [1i B1IOYBalOTbCS B KOMaHAHOMY
paaky. I1lo0 ne 3MIHUTH, MNOTIM BCTAHOBHMMO JOJATKOBY TIpa(iuHy OOOJOHKY
GNOME, m06 3actocyBatu aeckTonHy Bepcito 1iei OC.

[TepeOyBaroumn Ha 1IbOMY €Tari 31HCHIOEMO BXiJ] B CUCTEMY 3a TUM JIOTTHOM 1
napojieM, IO BKa3yBaJW IPH BCTAHOBJIEHHI CUCTEMH B HAJAIUITYBAHHIX MPOQLIO
(puc. 10.15).

sdministrator@admir '

Pucynok 10.15 — Bxin B OC Linux Server
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[Ticns Bxomy mpoBecTn 0a3oBi HamamryBaHHs. [[ns mouatky 1e Oyze
OHOBJICHHS CHCTEMH, 11100 11¢ BUKOHATH, BBeCTH KoMaHy «sudo apt update && sudo
apt full-upgrade —y» Ta micns mei «sudo rebooty» (puc. 10.16).

Pucynok 10.16 — OnoBnenns Linux Server

Jlanmi HamamrTyBaTH JaTy Ta 9ac Ais cepBepa. s mboro BBECTH KOMaHIY
«sudo timedatectl set-timezone Europe/Kyiv» Ta mnepeBiputH MOTIM KOMaHJIOIO
«timedatectl» (puc. 10.17).

Pucynox 10.17 — HanamryBannsa natu ta yacy B Linux Server

[licns mporo BcraHoBUTH Tpadiunuid 1HTEpdeiic mus Linux Server. [Ins
BcTaHoBjIeHHs rpadiudoro iHTepdeiicy (GNOME) BBectu koManny «sudo apt install
-y ubuntu-desktop». Ilicis 11i€i KOMaHAM PO3MOYMHAETHCSA MPOIEC BCTAHOBJICHHS
rpadiunoro inTepdeiicy Ha BM (puc. 10.18).

Pucynok 10.18 — IIpornec BcranoBneHHs rpadiunoro iHtepdeiicy aist Linux Server
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Konu BctanoBnenus rpagiynoro inrepdeiicy mis Linux Server 3aBepiieHo,
BBecTH KomaHmy «sudo systemctl set-default graphical.target» nmms Toro, mo6
CHUCTeMa BiJpa3y MpH 3alyCKy MAaIIMHMU BiJKpUBajacs B rpagiuHOMYy pexXumi Ta
MIPOBECTH TMepe3amyck ceppepa koman1oto «sudo reboot» (puc. 10.19).

temctl set-default graphical.target

=+ 'susrsliby tEmi

udo reboot

Pucynok 10.19 — Komanza a1s1 aBTOMaTHYHOTO BIAKPUTTS rpadigHoro iHTepdercy

[Tics mepe3aBaHTaKEHHS CHCTEMA 3aIyCKAEThCS B TpadivHOMY PEKUMIi, OTKE
HaJaITyBaHHs 3/1icHeH] ycmintHo (puc. 10.20).

<) Ubuntu

Pucynox 10.20 — 3amyck cucremu Linux Server y rpadiuHoMy pexumi poOOTH

3aBaanns 2. KepyBaHHs KopucTyBayamMu Ta MpaBaMu JTOCTYITY

Jist poboTH 3 KOpPUCTyBadyaMH, IpylnmaMu Ta iX IpaBaMU 3aCTOCOBYETHCS
«Tepminam» (anamor komanmHoro psgaka Windows). [ns mouyaTky 3A1MCHIOETHCS
nepeBipka MOTOYHOTO KOpPUCTyBaua KOMaHJ0l0 «whoamiy. Ile mokaxe, mij sIKUM
KOPUCTYBaueM MU 3apa3 mpairoemo. [ 611b110CTI KOMaH 1 HaJlallTyBaHHS OTPi0HI
npaBa CylnepKopucTyBaya (root).

JIJisi CTBOpEHHA HOBOT'O KopucTyBaya BBecTH komaHay «sudo adduser <im’s
KOpucTyBaua>». CucTemMa NONpPOCUTh BBECTH MapoJib IJii HOBOTO KOPUCTyBada Ta
JIesK1 JJOJATKOBI JlaHi (MOKHA MPOMYCTUTH, HaTUCHYBIM Enter) (puc. 10.21).

=5
:-$ sudo adduser student
: Adding user ‘student' ...
: Selecting UID/GID from range 1000 to 59999 ...
: Adding new group “student' (1001) ...
: Adding new user ‘student' (1001) with group ‘student (1001)' ...
: Creating home directory °/home/student' ...
: Copying files from °/etc/skel' ...
New password:
Retype new password:
passwd: napoAb BAanoc 3MiHeHo
3mina iHdopmauiil npo kopucTyBaua student
BeeaiTb HoBe 3HaueHHA abo HaTUcHiTe ENTER AnA TMNOBOro 3HAYeHHA
Im'a nosuicTi []:
Homep kimHaTth []:
Pobounit Tenepon []:
JomawHin TenedoH []:
IHuwe []:
Is the information correct? [Y/n] Y
info: Adding new user ‘student' to supplemental / extra groups ‘users' ...
info: Adding user “student' to group ‘users' ...

B |
Pucynok 10.21 — CTBOpeHHSI HOBOI'O KOpHUCTyBaya

116



[Ticas mporo mepeBipUTH CTBOPEHOTO KOPHCTyBauda MOXKHA KOMaHAow «id
username». L{s komanna nokaxke UID, GID 1 rpymnu, 10 SIKHX HaJ€XUTh KOPUCTYBaY.

CTBOpEHHS HOBOI IpynH BiAOYBa€ThCS MOAIOHO A0 CTBOPEHHS KOPUCTyBaya Ta
3aidcHIOEThCS KoMmaHnoo «sudo groupadd <uasBa rpymu>». [ns monaBaHHs
KOpHCTyBada JI0 TPYNU BHUKOPUCTOBYEThCS KomaHna «sudo usermod -aG <ua3a
rpyni> <iM’s KOpUCTyBaua>». «-a(G» O3Hayae J10JaTh KOPHCTyBaya /0 JOAATKOBOI
Ipyny, HEe BUAAISAIOUH 3 IHIIHUX TPYII.

JUis mepeBipKM WIEHCTBA B TIpyll MHMIIEMO KOMaHIy «groups <IM’d
KopuctyBaua>y (puc. 10.22).

sudo groupadd Students KI

sudo usermod -aG Students KI student

2
3
S
3

:- S groups student
student : student users Students KI

s 1

Pucynox 10.22 — Po6ota 3 rpynamu B Linux Server

Jist  3MiHM  maposisi  KOpHCcTyBada 3actocyeMo «sudo passwd <im's
KopHcTyBaua>». BBecTr HOBHII apoJib /ABiYi.

1100 meperyissHyTH ICTOPII0 BXOAY KOpPHUCTyBaua BUKOPHCTATH KOMaHIy «last
<IM’sl KOpHCTyBada>.

[lepeBipka npas goctyny a0 (paitity — «lIs -1 filenamey». Buia nokasye npasa y
dbopmarti rwx JJid BIIACHUKA, TPYIH Ta 1HIIUX.

3MiHa BlIaCHUKA Ta rpynu (aility 31iicHI0eThbcsl KOMaHI010 «sudo chown <iMm’st
KOpHUCTyBaua>:<Ha3Ba rpynu> filename» (puc. 10.23).

administrator@adminserv: ~

1% touch my file.txt
~5
1S sudo chown student:Students_KI my_file.tx
sudo] password for administrator:
=5
Pucynok 10.23 — 3mina BiacHuka Qaiiny B Linux Server

3MiHa TpaB JOCTYMy 3[IACHIOEThCS KOMaHAOK «chmod» uyucnoBum abo
CUMBOJIIYHUM criocobom. Hampuxnaa, «chmod u=rwx,g=rx,o=r filename» -
cUMBOJIlYHUM cmoci0; «chmod 754 filename» — aHajgoriyHuii mNOMEPiAHROMY
yucnoBui cnocid. O0u1Ba BUKOHYIOTh OJIHY 1 Ty K (DYHKIIiFO.

[TepeBipky 3miH 371iicHIOEMO KOMaH 010 «ls -1 filenamey (puc. 10.24).

touch test.txt

chmod 754 test.txt
chmod u=rwx,g=rwx,o=r test.txt

: 1s -1 test.txt
-rwxrwxr-- 1 administrator administrator 0 cep 22 14:18

$

Pucynox 10.24 — 3mina npaB Jj1s1 KopucTyBadiB o0 ¢ainy B Linux Server
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Jlis  anMiHICTpYBaHHS cCepBepa MOTPIOHO BMITH MEPErSIHYTH CIHCOK
KOPHUCTYBadiB y cuctemi — komanaa «cut -d: -f1 /etc/passwdy», mepernsHyT! rpymnu y
cuctemi «cut -d: -fl /etc/group», 3abmokyBatu KopuctyBada — «sudo usermod -L
username» Ta po30J0KyBaTH KopucTtyBada «sudo usermod -U usernamey, BUIATUTH
kopuctyBada «sudo deluser username» (puc. 10.25).

sudo usermod -L student

sudo usermod -U student

:-5 sudo deluser student
info: Removing crontab ...
info: Removing user ‘student' ...

S

Pucynoxk 10.25 — HanamryBanns kopuctyBaya B Linux Server

3aBnanHs 3. ABTOoMaru3auis 3aBaanb y Linux 3a nonomororo Bash-ckpurnris

VYV cucremax Linux yacTo BHHHMKae noTpeda y peryjisspHOMY BHKOHaHHI
OJHOTUITHUX 3aBJaHb: CTBOPEHHS PE3EPBHHUX KOIMii, OYUIIEHHS JIOTiB, MOHITOPUHT
CTaHy CHUCTEMHU TOILIO. 3aMICTh TOro, 00 BUKOHYBATH iX BPYYHY, aIMIHICTPAaTOpU
3aCTOCOBYIOTh Bash-ckpuntu — TeKCTOBI mporpaMu, siki BUKOHYIOTh MOCIIJIOBHICTb
KOMaH/I.

ABTomaru3alis 3a gomnomoror Bash mae mepeBaru: 3MEHIIEHHS KUIBKOCTI
OJHOTUITHOT TIOBTOPIOBAHOi pPOOOTH; YHUKHEHHS IOMWIOK, 110 BHUHUKAIOTH IpPHU
pyYHOMY BHKOHAHHI; MOJJIMBICTh IOBTOPHOTO BHUKOPHUCTAaHHS CKPHUITIB Ta
1HTErparis 31 CIyk0010 IUIAHYBaHHS «Cron» JUIs 3aIlyCKy 3a PO3KJIaJIOM.

Hampuknan, ctBopumo Bash-ckpunt «backup.shy», sikuit apxiBye BkazaHUi
Karanor y mamnanky ~/backups/. lsis mporo cTBoproeMo miananky komanaow «mkdir
-p backups», nani cTBoproeMO caM CKpuIT — «nano backup.sh» (puc. 10.26).

#!/usr/bin/env bash
# backup.sh - npocTuil CKpUNT pe3epBHOro KOMiwBaHHA
# BukopucTaHHA: ./backup.sh /wnAax/no/kaTtanory

src="%1"

dest="$HOME/backups”

ts=$(date +%Y-%m-%d_%H-%M-%5)

file="backup $(basename "$src") $ts.tar.gz"

if [[ -z "$src™ || | -d "$src” ]]; then
echo "Momunka: noTpibHo BKazaTu icHywuwit katanor."
exit 1

fi

mkdir -p "$dest”
tar -czf "$dest/$file” -C "$src” . || { echo "Momunka npu cTBOpenHi apxiey"; exit 2; }

echo "Bekan cTBopeHo: $dest/$file"

Pucynox 10.26 — Kog Bash-ckpunty nist cTBOpeHHs pe3epBHOI KOIii KaTajgora
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[licass Toro, SK CKpPHUNT CTBOPEHO 3acTOCOBYeEMO KoMaHau «chmod +x
backup dir.sh», «./backup dir.sh /etc» Ta «ls -1h backups».

o0 kparme aBTOMaTU3yBaTU POOOTY IBOI'O CKPHUIITA, MOTPIOHO 3aIUIaHyBaTH
moneHanid Oexam /etc o 07:00. st mboro 3acTOCYEThCS KOMaHAA «crontab —e».
Homatu  psgok  «00 7 * * *  /home/SUSER/backup.sh /etc >>
/home/$USER/backup cron.lo». Ileperis HamamryBaHHs 341HCHIOETHCS KOMaHIO0
«crontab —I».
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JlabopaTtopna po6ora Nell
HanamryBanus mepexeBux ciayx0 y Linux

Meta po0OTH: 3aKpIMUTH TPAKTAYHI HABUYKH HAJAIITYBAHHS MEPEKEBUX
cryx0 y Linux, 30kpema koHdiryparii cratmuaux I[P-aapec, BCTaHOBIEHHS Ta
aaminictpyBaras SSH-cepBepa, a TakoXX OIaHyBaTH IHCTPYMEHTH MOHITOPHHTY
MEpEeXeBOI aKTUBHOCTI. BukoHaHHs poboTu chpsiMoBaHe Ha (opMyBaHHs
KOMIIETEHTHOCTEH 13 3a0e3leueHHs CTaOlIbHOTO MEPEXKEeBOro  IMiIKIIOYEHHS,
BIJIJTAJICHOTO YTMPAaBIIHHSI CEPBEPOM Ta KOHTPOJIO BUKOPUCTAHHS MEPEKEBHUX
pecypciB y cepBepHoMy cepeaoBuii Linux [40-43].

Xin pobotu

3aBnanusa 1. HamamryBanns cratuynoi [P

3amyckaemo Linux Server po3ropHyTHil B pe3yJibTaTi BUKOHAHHS 3aB/IaHb
NoTepeIHbOo1 TabopaTopHoi podoTH. BxonuMo B cucteMy mija CBOIM KOPUCTYBaueM.
BinkpuBaemo «ITapamerpu» (Settings), mami po3ain «Mepexa» (Network). V criucky
iHTepdeiiciB « Wired» (IpoBiJiHE 3’€IHAHHSA) HATUCKAEMO Ha MIKTOrpaMy IIECTEpPHI
(puc. 11.1).

Q Settings = Network = (=) &
B MNetwork .

Wired +
Bluetooth

Connected - 1000 Mb/s (:) {3

[J Displays

VPN +
o) Sound
@ Power

O Multitasking
Proxy

[® Appearance
= Proxy )
& Ubuntu Desktop

i Apps
O Notifications
Q search

& Online Accounts

d b

Sharing
Pucynok 11.1 — Bikno «HanamryBaHHsI MEpexi»

B pe3ynbrari 1pOro BIJIKPUBAETHCS BIKHO HaJAIITyBaHb IiAKIOYESHHS.
[Tepexogumo y Bkianky «IPv4y, y BikHi, 110 Bigkpuiocs (puc. 11.2).
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Cancel Wired m

Details Identity IPv4 IPV6 Security

Link speed 1000 Mbys
Pv4 Address  10.0.2.15
Py6 Address  fe80:a00:27FFfeab:d242
Hardware Address 08:00:27:4B:D2:42
=fault Route 10.0.2.2

192.168.0.1

Connect automatically
Make available to other users

Metered connection: has data limits or can incur charges

Remove Connection Profile...
Pucynok 11.2 — Bikno «HanamtyBaHHs! IpOBITHOTO 3’ € THAHHS MEPEXKi»

Biakpusmm Bxiaaky «IPv4y» y momi «Metom» obupaemo «Manual» (Pyunuit).
V momi «Addresses» momaemo: Address: 192.168.56.10; Netmask: 255.255.255.0;
Gateway: 192.168.56.1. 306epiraeMo HajamTyBaHHS HATUCHYBIIU «Apply»,
BUMHKAEMO/BMUKAEMO 1HTepdeic (abo MpoCcTO BIAKIIOYAEMO 1 MIAKIIOYAEMO
Mepexy) (puc. 11.3).

Cancel Wired Apply

Details Identity IPv4 IPVG Security

IPv4 Method Automatic (DHCP) Link-Local Only
OManual Disable

Shared to other computers
Addresses

192.168.56.10 255.253.255.0 192.168.56.1 i

DNS

Routes

Pucynok 11.3 — HanamryBanHas cTaTHYHO [P-anpecartii 1y1s cepBepa
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[Ticas mporo mepeBipsieMO MIAKIIOYEHHS Ta HajalllTyBaHHS cTatuyHux [P-
anpec. s nporo y Tepminaii BUKOHyeMo «ip addr show», «ping -¢ 4 192.168.56.1»,
«ping -¢c 4 8.8.8.8». Km0 KOMaHIM BHKOHANUCS KOPEKTHO, BIJIIMOBIAHO
HaJlalITyBaHHs cTaTU4HOI I[P 3acTocoBaHo.

3aBnanns 2. BctanoBneHHs Ta HanamtyBaHHs: SSH-cepBepa

Jnsa BctanoBneHHs: SSH-cepBepa B TepMiHail 3aCTOCOBYEMO KOMaHIu «sudo
apt update» Ta micna Hei komaHay «sudo apt install openssh-server —y»
(puc. 11.4-11.5).

;-5 sudo apt install openssh-server -y
HacTtynHi nakyHkm Oynn BCcTaHoBneHl aBToMaTuyHo 1 6inbwe He noTpilbHi:
linux-headers-6.14.0-15 linux-modules-extra-6.14.0-15-generic
linux-headers-6.14.8-15-generic linux-tools-6.14.0-15
linux-modules-6.14.0-15-generic Llinux-tools-6.14.0-15-generic

BukopucTosyiTe 'sudo apt autoremove' wob Buganuth ix.

Installing:

Pucynok 11.4 — BBenenns koman jyisi BctaHoBieHHs SSH-cepBepa

[+1 administrator@adminserv: ~

(Reading database ... 198120 files and directories currently installed.)
to unpack .../openssh-sftp-server_1%3a9.9pl-3ubuntu3.1_amd64.deb ...
openssh-sftp-server (1:9.9pl1-3ubuntu3.1)
previously unselected package openssh-server.
to unpack .../openssh-server_ 1%3a9.9p1-3ubuntu3.1 amdé64.deb ...
openssh-server (1:9.9p1-3ubuntu3.1)
previously unselected package ncurses-term.
to unpack .../ncurses-term 6.5+20250216-2 all.deb ...
ncurses-term (6.5+20250216-2)
previously unselected package ssh-import-id.
to unpack .../ssh-import-id_5.11-@ubuntu3_all.deb ...

ssh-import-id (5.11-Qubuntu3)
Setting up openssh-sftp-server (1:9.9pl1-3ubuntu3.1)
Setting up openssh-server (1:9.9pl1-3ubuntu3.1)

reating config file /etc/ssh/sshd_config with new version

reated symlink '/etc/systemd/system/sockets.target.wants/ssh.socket' -
d/system/ssh.socket"'.

Created symlink '/etc/systemd/system/ssh.service.requires/ssh.socket
d/system/ssh.socket'.

Setting up ssh-import-id (5.11-0ubuntu3)

Setting up ncurses-term (6.5+20250216-2)

Processing triggers for man-db (2.13.0-1)

Pucynok 11.5 — IIpouec BctanoBnenus SSH-cepsepa

[Ticnst BcTaHOBIEHHS TMEpeBipseMo poOoTy ciykou SSH-ceprepa. [ns mporo
BUKOpPUCTOBYEMO KoMaHny «sudo systemctl status ssh» B Tepminani. Takox micis
IbOTO TMEPEBIPIEMO, U «CIIyXae» CepBep MopT 22 KOMaHAow «ss -tlnp | grep 22»
(puc. 11.6).

122



O ssh.service -

: %5 sudo systemctl status ssh
OpenBSD Secure Shell server

Loaded: loaded (/usr/lib/systemd/system/ssh.service; disabled; preset:
Active: inactive (dead)
TriggeredBy: ssh.socket
Docs: man:sshd(8)

LISTEN O
LISTEN O

lnp | grep 22

Pucynok 11.6 — [lepeBipka BcTraHoBiieHHs Ta podoTu SSH-cepBepa

Jlist 3MiHeHHd HanamrtyBanb SSH ciin Biakputu KoH@irypaiiiinui daii, mo
MICTUTBCSA 3a ajpecoro «/etc/ssh/ssh configy. Tam 3HalmoBIIM MOTpiOHE TTOJIE
npoectr 3MmiHuU. [licis 3MmiHM BUKOHYyeMO miepe3amyck SSH-cepBepa komaHAOO
«sudo systemctl restart ssh» (puc. 11.7).

{af Home

0 Recent

b

Starred

Network

(1]

@

Trash

[3 Documents
n

Music

=] Pictures

= Videos

<=

Downloads

(7]

20-systemd-
ssh-
proxy.conf

Open ~ m 20-systemd-ssh-proxy.conf @ = B . -
# SPDX-License-Identifier: LGPL-2.1-or-later
i
# Allow connecting to the local host directly wvia ".host"
Host .host machine/.host

ProxyCommand /usr/lib/systemd/systemd-ssh-proxy unix/run/ssh-
unix-local/socket %p

ProxyUseFdpass ves

CheckHostIP no

Pucynox 11.7 — ®aiin kondirypariii SSH-cepsepa

Jlnst momansiioro mpaBwibHOTO (yHKIioHyBanHs SSH-cepBepa mnpoBoauMo
HaJAIITyBaHHS BIAMOBIIHUX TapameTpiB Opanamayepa. s mporo B TepMiHal
«BBOgMMO KomaHay «sudo ufw allow 22/tcp» Ta HactymHy komaHmy «sudo ufw

enable». Komn
(puc. 11.8).

Pucynok 1

mi aii 3pobineHo, To SSH-cepBep Mae KOPEKTHO TMpalloBaTH

administrator@adminserv: ~

15 sudo ufw allow 22/tcp
[sudo] password for administrator:
Rules updated
Rules updated (v6)

=5
:-$ sudo ufw enable
Firewall is active and enabled on system startup

N |

1.8 — HanamrryBanus Openamayepa ajist poootu SSH-cepsepa
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3aBnanHs 3. MOHITOPHHT MEPEX)EBOI aKTUBHOCTI y Linux

JlJis MOHITOPUHTY MepekeBOi akTUBHOCTI y Linux BimkpuBaemMo «JlogaTkuy,
TaM HIyKaeMo Ipymny noaatkiB «Cuctemay», THCHEMO Ha Hei 1 Tam o0upaeMo «System
Monitor» (Cuctemauii MOHITOpP). Y BikHI «CHCTEMHOTO MOHITOpa» MEPEXOIUMO Y
BKIIanky «Resources» (Pecypen). ¥ posaini «Mepexka» BimoOpaxaroThCsi: MIBUIKICTD
npuiiomy/mepenaui nanux Ha cepBepi (RX/TX) Ta 3aranpHmii oOcsr mepemaHux
nanux (puc. 11.9).

In Resources P Processes File Systems

~ CPU

———

—— 0%

50 secs 40 secs 30 secs 20 secs Osecs

.
I cPut 3.4% I cPu2 4,1% [ crPus 6,6% [ cPu4 5,0%

~ Memory and Swap

1 min 50 secs 40 secs 30 secs 20secs Osecs

Q Memory Swap
1,3GB (37,2%) of 3,6 GB .
Cache 2,0 GB 0 bytes (0,0%) of 3,5 GB
~ Network
1 min S0 secs 40 secs 30 secs 20 secs Osecs
Receiving 0 bytes/s Sending 0 bytes/s
Total Received 13,8 MiB Total Sent  153,6 KiB
Pucynok 11.9 — MOHITOpUHT MEPEKEBOI aKTUBHOCTI Yy BiKHI «CHCTEMHOTO

MOHITOpPa»

Takox y Brnammi «Processes» (IIporecn) mMokHa BiICOPTYBaTH MPOIECH Ta
MOJMBUTHCS, SIKI POTPaMU aKTUBHO BUKOPUCTOBYIOTH MEPEXKY.

MOHITOPUHT MEpPEKEeBOi aKTUBHOCTI MOHA TAKOXK 3/IMCHIOBATH y TEPMIHAJI.
AKTHUBHI 3’€IHaHHS TIEPETIIAIAEMO KOMaH010 «ss —tulpny». JlaHa koMaHza mokasye
aKTHUBHI COKETH, MPOTOKOJH, MOPTH i1 mporecu (puc. 11.10).

administrator@adminserv: ~

S ss -tulpn
State Recv-Q Send-Q Local Address:Port Peer Address:

UNCONN © 0] 0.0.0.0:44219
UNCONN @ 0 0.0.0.0:

UNCONN © 0 10.0.2.15:

s:(("python3",pid=2869,fd=9))

UNCONN © 0 239.255.255.250:
s:(("python3",pid=2869,fd=7))

UNCONN © 0 0.0.0.0:55056
s:(("python3",pid=2869,fd=8))

UNCONN @ €] 127.0.0.54:53

UNCONN © 0 127.0.0.53%Llo:53

UNCONN © 0 ERE

Pucynox 11.10 — MOHITOpUHT aKTUBHUX COKETIB, IPOTOKOJIB, MOPTIB 1 MPOLIECIB
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Jns  mouiTopuHry Tpadiky iHTepdelicy BCTaHOBIIOEMO B TepMiHAIl
iHcTpyMeHT «iftop». Lle BukonyeThcs komanaor «sudo apt install iftop —y». Ilicna
[BOTO 3aITyCKaeMO JaHui 1HCTpyMeHT — «sudo iftop -1 enp0s3». 3amictb «enp0s3»
BUKOPHUCTOBYEThCS Ha3By iHTepdeiicy (puc. 11.11-11.12)

:-S sudo apt install iftop -y
Hactynuli nakyHkw bynn BCTaHoBneHl aBToMaThyHo i 6inbuwe He noTpibHi:
linux-headers-6.14.0-15 linux-modules-extra-6.14.0-15-generic
linux-headers-6.14.8-15-generic linux-tools-6.14.0-15
linux-modules-6.14.0-15-generic linux-tools-6.14.0-15-generic
BukopucTtoByiTe 'sudo apt autoremove' wob Bupanutm ix.

Installing:

Summary:
Upgrading: 0, Installing: 1, Removing: @, Not Upgrading: 18
Download size: 33,5 kB
Space needed: 87,0 kB / 5 297 MB available

Otp:1 http://ua.archive.ubuntu.com/ubuntu plucky/universe amdé4 iftop amdée4 1.4
pre4-9build2 [33,5 kB]
OTpumarHo 33,5 kB 3a 0cB (205 kB/s)

Pucynok 11.11 — BcraHOBIEHHS IHCTPYMEHTY MOHITOPUHTY Tpadiky «iftop»

administrator@adminserv: ~

25,0Kb 37,5Kb 50,0Kb 62,5Kb
] ] ]

0B peak: 0b rates: ob
(0]3] 0b 0b
(0]3] 0b 0b

Pucynok 11.12 — BikHO poOOTH IHCTPYMEHTY MOHITOPUHTY Tpadiky «iftop»
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Jl511 MOHITOPUHTY TpaiKy MO mpolecax BUKOHYEMO BCTAaHOBJICHHS «nethogsy.
Jlnsg uporo Boucyemo komanay «sudo apt install nethogs —y» 1 BcraHoBm0OeEMO JaHMit
iHcTpyMmeHT. Ilicas mporo 3amyckaemo — «sudo nethogs». 1l yTumita mokasye, siki
MPOIIECU CTBOPIOIOTh HaBaHTAXXEHHSI Ha Mepexy (puc. 11.13-11.14).

: S sudo apt install nethogs -y
HacTynHi nakyHkwm 6ynM BCTaHoBneHl aBToMaTuyHo i Binbwe He noTpibui:
linux-headers-6.14.0-15 linux-modules-extra-6.14.0-15-generic
linux-headers-6.14.0-15-generic 1linux-tools-6.14.0-15
linux-modules-6.14.0-15-generic linux-tools-6.14.0-15-generic
BukopuctoByiTe 'sudo apt autoremove' wob sugannuTn ix.

Installing:

Summary:
Upgrading: @, Installing: 1, Removing: 0, Not Upgrading: 18
Download size: 37,0 kB
Space needed: 99,3 kB / 5 297 MB available

OTp:1 http://ua.archive.ubuntu.com/ubuntu plucky/universe amdé4 nethogs amdé4 0.
8.8-1 [37,0 kB]
Otpumano 37,0 kB 3a OcB

Pucynok 11.13 — BcTtanoBneHHs IHCTPYMEHTY MOHITOPUHTY TpadiKy MO MpoIecax
«nethogs»

+1 administrator@adminserv: ~

letHogs version 0.8.8-1

PID USER PROGRAM RECEIVED
unknown TCP 0.000 kB/s

0.000 kB/s

Pucynox 11.14 — BikHO poOOTH 1HCTPYMEHTY MOHITOPUHTY TpadiKy Mo mporecax
«nethogs»

JIisi MOHITOPUHTY CTaTUCTHUKM 1HTEpdeEiciB Ta TOMWIOK B mepenadi
MepexxeBoro Tpadiky 3aCTOCOBYEThCS KoMmaHaa «ip -s link». Jlana komaHja BUBene
CTaTUCTUKY TIO KOXHOMY MepekeBoMy iHTepdelcy (makeTd, MOMHUIKUA TOIIO)
(puc. 11.15).

5 ip -s link
1: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT
group default gqlen 1060
link/loopback brd
RX: bytes packets errors dropped missed mcast
92770 1114 0 0 0 0
TX: bytes packets errors dropped carrier collsns
92770 1114 0 0 0 0
2: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq codel state
de DEFAULT group default gqlen 1000
link/ether brd
RX: bytes packets errors dropped missed mcast
14535503 9793 (] (] (] (]
TX: bytes packets errors dropped carrier collsns
161671 1853 (¢} (¢} (¢} (¢}
altname enx0800274bd242
$

Pucynox 11.15 — MOHITOPUHT CTaTUCTUKH 1HTEPPEICIB, TAKETIB Ta TOMUJIOK B
tepminani Linux Server
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MOHITOPUHT MeEpeXeBOi AaKTHUBHOCTI Yy Linux [103BOJIS€ KOHTPOJIOBATU
BUKOPHCTAHHS MEPEXEBUX PECYpPCiB, BUSBIATH aHOMaJi Ta MOTEHLINHHI 3arpo3u, a
TaKO0XX ONTHUMI3YBaTU MPOAYKTHBHICTh CUCTEMH. BUKOPUCTOBYIOUM 1HCTPYMEHTH SIK
ss, iftop, nethogs ta rpadiuni yrwrita 8 GNOME, anmiHicTpaTop MOXKe OTpUMYyBaTH
neTanpHy 1H(OpMalilo Mpo 3’€nHaHHA, Tpadik Ta aKTUBHI mpouecH. PerymsphHuit
MOHITOPHHT TiABHUIIY€E O€3MeKy Ta CTa0lIbHICTh CEPBEPHOTO CEPEIOBHILIA.
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JlabopaTtopHa poGora Nel2
Beb-cepBep Ta cayxou B Linux

MeTta po60oTH: HA0yTH MPAKTHYHUX HABUYOK BCTAHOBIICHHS Ta HAJIAIITYBaHHS
BeO-cepBepiB Apache 1 Nginx y cepemoBuii Linux, opranizyBatu poboty FTP-
cepBepa 3 ypaxyBaHHSIM O€3MEKOBHUX MapaMeTpiB, a TAKOXK 3aCBOITH METOIU ayJAHUTY
1 3axHUCTy BeO-cepBepiB 3a JOMOMOrow iHCTpyMeHTIB Lynis, Fail2Ban Ta nmap.
BukoHanHss poOoTH crpsMoBaHe Ha (QOpPMYBaHHS KOMIIETEHTHOCTEH y cdepi
aJMIHICTpYBaHHS CEpBEPHUX CIYyKO0 1 3a0e3neueHHs Oe3neku Bed-pecypcis [40-43].

Xinpobotu

3aBnanns 1.Bcranosnenns Apache

3amyckaemo Linux Server po3ropHyTHii B pe3ysbTaTi BHKOHAHHS 3aBJaHb
OJIHI€ET 3 TMorepeHiX JabopatopHux poOit. [lounHaemo BctanoBieHHs Apache. Jlns
IILOTO JJIA TOYATKy OHOBJIIOEMO ITAKETH CHUCTEMHU KoMaHor «sudo apt updatey.
[Ticns bOTO BBOAMMO KOMaHAY IS O€3MMOCEPETHHOTO BCTAHOBIICHHS BeO-cepBep
Apache «sudo apt install apache2 —y» (puc. 12.1-12.2).

: 5 sudo apt update
[sudo] password for administrator:
B kewil:1 http://ua.archive.ubuntu.com/ubuntu plucky InRelease
B kewil:2 http://ua.archive.ubuntu.com/ubuntu plucky-updates InRelease
B kewil:3 http://ua.archive.ubuntu.com/ubuntu plucky-backports InRelease
B kewil:4 http://security.ubuntu.com/ubuntu plucky-security InRelease
18 packages can be upgraded. Run 'apt list --upgradable' to see them.
: 5 sudo apt install apache2 -y
HacTtynHl nakyHkn Bynv BCTaHoBneHl aBToMaThyHo 1 Olnbwe He noTpibHi:
linux-headers-6.14.0-15 linux-modules-extra-6.14.0-15-generic
linux-headers-6.14.0-15-generic 1linux-tools-6.14.0-15
linux-modules-6.14.0-15-generic linux-tools-6.14.0-15-generic
BukopucTtoByiTe 'sudo apt autoremove' wob Buganutm ix.

Installing:

Pucynox 12.1 — BcranoBnenns Apache

Processing triggers . .
Processing triggers for man-db (2.13.0-1
Processing triggers for libc-bin (2.41-6ubuntul.l)
Scanning processes...

Scanning linux images...

Running kernel seems to be up-to-date.

No services need to be restarted.

No containers need to be restarted.

No user sessions are running outdated binaries.

No VM guests are running outdated hypervisor (gemu) binaries on this host.

15
Pucynok 12.2 — 3aBepiiennii npoiiec iHcTansaiii Apache

[Ticnst 3a1ficHEHHST 1HCTANSALIT MEPEBIPSAEMO CTAaTyC CEPBICY KOMaHJI0K0 «sudo
systemctl status apache2» (puc. 12.3).

128



[+1 administrator@adminserv: ~

:~S sudo systemctl status apache2
apache2.service - The Apache HTTP Server
Loaded: loaded (/usr/lib 2. service; ; preset: B
Active: 19:03: ; Imin 21s ago
Invocation: 29fcb81c2471426b9dbc92278260b173
Docs: https://httpd.apache.org/docs/2.4/
Main PID: 10850 (apachez)
Tasks: 55
Memory: 5.3M (peak: 6.3M)
CPU: 54ms
CGroup: /system.slice/apacheZ.service

adminserv systemd[1]: Starting apache2.service - The Apache HTTE
adminserv apachectl[10849]: AHOO558: apache?: Could not reliablg
adminserv systemd[1]: Started apache2.service - The Apache HTTPg

Pucynok 12.3 — IlepeBipka cratycy cepsicy Apache

Hami 3amyckaemo Apache Ta nogaemo y aBrozaBaHTaXeHHs — «sudo systemctl
start apache2» 1 motim «sudo systemctl enable apache2» (puc. 12.4).

S sudo systemctl start apache2

$

:-$ sudo systemctl enable apache2
Synchronizing state of apache2.service with SysV service script with /fusr/lib/syst
emd/systemd-sysv-install.
Executing: /fusr/lib/systemd/systemd-sysv-install enable apache2

:~$
Pucynok 12.4 — 3amyck Ta 10/1aBaHHsI B aBTO3aBaHTaXXEHHS cepBicy Apache

oxo nHanamryBaHHs Apache, To oro ocHOBHUHM KOH(DIrypamiHuil Qain
3HaXOJIUTHCS 3a NUISIXOM «/etc/apache2/apache2.conf» (puc. 12.5).

(it Home

O Recent . . . . .

* Starred Open -~ m apache2.conf ® = B o x
& Network 20-systemd-ssh-proxy.conf apache2.conf =
i Trash

?i This is the main Apache server configuration file. It contains the
# configuration directives that give the server its instructions.

# See http://httpd.apache.org/docs/2.4/ for detailed information

J1 Music about

3 Documents

(&7 Pictures i crves OO TR SNC B R SRS R MRS
Debian specific

= videos hints.

¢ Downloads

#

#

#

# Summary of how the Apache 2 configuration works in Debian:

# The Apache 2 web server configuration in Debian is quite different
to

# upstream's suagested wav to confiaure the web server. This 1is

Pucynok 12.5 — Kondirypamiiinuii ¢aiin ceppicy Apache
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st nomaBanHs HOBoro caity (VirtualHost) cTBoproemMo mamky juisi cawrty,
BUKOPHUCTOBYIOYHM KoMaHu: «sudo mkdir -p /var/www/mywebsite» Ta «sudo chown -
R SUSER:SUSER /var/'www/mywebsite» (puc. 12.6).

administrator@adminserv: ~

:-$ sudo mkdir -p /var/www/mywebsite

[sudo] password for administrator:
:-$ sudo chown -R SUSER:SUSER /var/www/mywebsite
:~%
:-$ sudo nano fetc/apache2/sites-available/mywebsite.conf
Pucynok 12.6 — JlogaBaHHS HOBOTO CaliTy 3 BUKOPHUCTAHHAM cepBicy Apache

[Ticist poro cTBOproeMo (haitst KoHpIrypari 1js caiTy — komaHia «sudo nano
/etc/apache2/sites-available/mywebsite.conf». 3anucyemo koHdirypaiiito y BiKHi, 110
BIIKPHIIOCS.

Jlani akTUBYEMO CaMT Ta Mepe3aBaHTaKyeMO CEpBEP, BUKOPUCTABIIIA KOMaHIU
«sudo a2ensite mywebsite.cont», «sudo systemctl reload apache2» (puc. 12.7).

sudo systemctl reload apache2

Pucynok 12.7 — Ilepe3aBanTaxeHHs ceppepa Apache

[Momo Nginx, TOo amroputm Oyne moaioHuMm a0 Apache. Jlnga mouatky
BCTaHOBIIOEMO Nginx koMaH0t0 «sudo apt install nginx —y» (puc. 12.8).

administrator@adminserv: ~

:-$ sudo apt inmstall nginx -y

[sudo] password for administrator:

HacTtynHi nakyHku bynm BcTaHoBneHli asToMaTuuHo 1 6inbwe He noTpibHi:
linux-headers-6.14.0-15 linux-modules-extra-6.14.0-15-generic
linux-headers-6.14.0-15-generic 1linux-tools-6.14.0-15
linux-modules-6.14.0-15-generic linux-tools-6.14.0-15-generic

BukopuctoByiTe 'sudo apt autoremove' wob smpganutm ix.

Installing:

Installing dependencies:

MponoHoBaHlL NakyHKW:
fcgiwrap nginx-doc

Summary :
Upgrading: @, Installing: 2, Removing: @, Not Upgrading: 18
Download size: 743 kB
Space needed: 2 108 kB / 5 277 MB available

Pucynok 12.8 — BcranoBnenns Nginx

[Ticnist BcTaHOBIIEHHS TIepeBipsieMo cTatyc — «sudo systemctl status nginx».
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Jlanmi 3amyckaeMoO Ta J0AAaEMO Yy aBTO3aBAHTAXKEHHSA KoMaHAaMu «sudo
systemctl start nginx» Ta «sudo systemctl enable nginx» (puc. 12.9).

S sudo systemctl start nginx
5
S sudo systemctl enable nginx
Synchronizing state of nginx.service with SysV service script with fusr/lib/syst

emd/systemd-sysv-install.
Executing: /usr/lib/systemd/systemd-sysv-install enable nginx

5
Pucynoxk 12.9 — 3anyck Ta 1oAgaBaHHs y aBTO3aBaHTa)XxeHHs Nginx

lono HamamTyBaHb, TO OCHOBHMM KOH(irypamiiHuii ¢aiin 3HaXOAUTHCA 3a
MapuIpyToM «/etc/nginx/nginx.conth» y ¢ainosiii cuctemi.

Jl7is1 CTBOpEHHS HOBOTO CalTy B cepBici NginX, 3aCTOCOBYeEMO Habip KOMaH:
«sudo mkdir -p /var/www/nginxsite», «sudo chown -R S$USER:$USER
/var/www/nginxsite» Ta «sudo nano /etc/nginx/sites-available/nginxsite» 1 micis
LbOTO y BIKHI, IO BIAKPHJIOCS IPOMUCYEMO KOH(ITYpaLlIO CANTy.

Komu wne 3po0ieHo, akTUBYEMO CalT Ta TEpeBIpseEMO KOHQITYpallro
koMangamu «sudo In -s /etc/nginx/sites-available/nginxsite /etc/nginx/sites-enabled/»,
«sudo nginx —t» Ta «sudo systemctl reload nginx» (puc. 12.10).

administrator@adminserv: ~ Q - O

:-% sudo ln -s fetc/nginx/sites-available/nginxsite [fetc/

ginx/sites-enabled
sudo] password for administrator:
;% sudo nginx -t
’025/08/22 20:10:32 [emerg] 15326#15326: open() "/etc/nginx/sites-enabled/nginxs

Pucynok 12.10 — AxtuBariis Ta nepeBipka cailty B Nginx

3aBnanHs 2. CTBopeHHs Ta HanamTyBaHHs FTP-cepsepa
Ha Linux Server naiuactime BuxopuctoByioTh vsftpd (Very Secure FTP

Daemon) FTP-cepep. Tomy BcranoBmoemo vsftpd xomanmoro «sudo apt install
vsftpd —y» (puc. 12.11).

:-5 sudo apt install vsftpd -y
HactynHi nakyHkn 6ynm BCcTaHoBneHi aBToMaTuyHo 1 Hinbuwe He noTpibui:
linux-headers-6.14.0-15 linux-modules-extra-6.14.0-15-generic
linux-headers-6.14.0-15-generic linux-tools-6.14.0-15
linux-modules-6.14.0-15-generic linux-tools-6.14.0-15-generic
BukopuctoByiTe 'sudo apt autoremove' wob BuaannTu ix.

Installing:

Summary:
Upgrading: @, Installing: 1, Removing: @, Not Upgrading: 18
Download size: 131 kB
Space needed: 333 kB / 5 276 MB available

Otp:1 http://ua.archive.ubuntu.com/ubuntu plucky/main amd64 vsftpd amdé4 3.0.5-0
.1 [131 kB]

Otpumaro 131 kB 3a 0cB (507 kB/s)

MepeAHaNaWTyBaHHA MaKyHKiB...

Pucynoxk 12.11 — Bcranosnennst FTP-cepsepa
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[Ticnsa o0, TIEpeBipsieMo ctaryc cepBicy — «sudo systemctl status vsftpdy.
Komm 1ne BukoHano, TO 3amyckaemo ueui FTP-cepsep Tta pmomaemo vy
aBTO3aBaHTakeHHA. /[ poro icHyioTh komanau «sudo systemctl start vsftpd» Ta
«sudo systemctl enable vsftpd» (puc. 12.12-12.13).

:-$ sudo systemctl status vsftpd

vsftpd.service - vsftpd FTP server

Loaded: loaded (/usr/lib/systemd/system/vsftpd.service; ; preset: H

Active: since Fri 2025-08-22 20:28:34 EEST; 1min 25s ago
Invocation: elc78e04c0d247279a81a3747e147143

Process: 15802 ExecStartPre=/bin/mkdir -p /var/run/vsftpd/empty (code:exitei

Main PID: 15803 (vsftpd)
Tasks: 1
Memory: 844K (peak: 1.6M)
CPU: 14ms
CGroup: /system.slice/vsftpd.service

:34 adminserv systemd[1]: Starting vsftpd.service - vsftpd FTP servg
:34 adminserv systemd[1]: Started vsftpd.service - vsftpd FTP servej

Pucynox 12.12 — IlepeBipka cratycy BctanoBieHo FTP-cepsepa

:-$ sudo systemctl start vsftpd
=5

;-4 sudo systemctl enable vsftpd
Synchronizing state of vsftpd.service with SysV service script with /fusr/lib/sys
temd/systemd-sysv-install.
Executing: /usr/lib/systemd/systemd-sysv-install enable vsftpd
~3
Pucynok 12.13 — 3anyck FTP-cepBepa

Konm  BcTaHOBIIEHHS ~ 3aBEpIIEHO  MEPEXOAMMO 1O  HaJlalTyBaHHS.
Koupirypauiithuit ¢aiin mictuthes 3a aapecoro «/etc/vsftpd.cont». Binkpusaemo nei
daitn mna pemaryBanHss — kKoMmanaa «sudo nano /etc/vsftpd.conf». Bimkpusmm,
3MIHIOEMO OCHOBHI MapaMeTpH BIANOBIIHO N0 nmoTped. Hanpukian, nis toro, mo0
JO3BOJIUTH  JIOKATbHUM  KOPHCTyBayaM  MIAKIIOYATHUCS  CIiI  3amlucaru
«local enable=YES», 1100 JI03BOJIUTHA 3aBaHTAKEHHS (haitni —
«write_enable=YES», mo0 BKIIOUYUTH OOMEXKEHHS KOpPUCTyBaya Yy JOMAIIHIN
nupekTopii — «chroot local user=YES». [Togi6HO 3MiHIOEMO 1 1HII TTapamMeTpH, 3a
noTtpebu. Ilicas 3MiH mepe3aBaHTaxyeMo cepBep KomaHaow «sudo systemctl restart
vsftpd» (puc. 12.14).
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administrator@adminserv: ~

GNU nano 8.3 Jetc/vsftpd.conf *

isten_1ipv6=YES

nonymous_enable=NO

ocal_enable=YES

write_enable=YES

¢ Help B lirite Out @) Where Is @Y Cut Ml Execute Me | ocation
WY Read File @Y Replace Wl Paste 8 Justify Wl Go To Line

Pucynox 12.14 — 3mina xoHdiryparuiiinoro aitny nis nanamrysannas FTP-cepsepa

Sxmo noTpiOHO BUKOHATHM CTBOpPEHHS KopuctyBauiB st FTP, To 1e
BUKOHYETHCS 32 HACTYNMHUM airoputMoM. CTBOPIOEMO HOBOTO KOPHUCTYyBaua
koMaH010 «sudo adduser ftpuser». IIpucBoroemMo maposib Ta CTBOPIOEMO JTOMAITHIO
nupekTopito «/home/ftpuser». Ha nactynHomy erari no3Boisiemo aoctyn ao FTP —
KOpUCTYBau Oy/ne aBTOMAaTUYHO BHUKOPUCTOBYBATH CBIM JOMAIIHIA KaTajor
(puc. 12.15).

administrator@adminserv: ~

:-$ sudo adduser ftpuser
: Adding user “ftpuser'
: Selecting UID/GID from range 1000 to 59999 ...
: Adding new group “ftpuser' (1001)
: Adding new user ‘ftpuser' (1001) with group “ftpuser (1001)'
: Creating home directory °/home/ftpuser'
: Copying files from " /etc/skel'
New password:
Retype new password:
passwd: napoib BAano 3MiHeHo
3MiHa i1Hdopmauyii npo kopucTyBauda ftpuser
BeeaiTb HoBe 3HayeHHs abo HaTucHiTb ENTER anA TWMNOBOro 3HayeHHA
Im'Aa noBHicTtw []: Student Petro
Homep kimHath []: 41
Pobounii Tenepon []: 0667852398
JomawHii TenedoH []:
IHwe []:
Is the information correct? [Y/n] Y
info: Adding new user ‘ftpuser' to supplemental / extra groups °
info: Adding user ‘ftpuser' to group ‘users'

2~S
Pucynok 12.15 — CtBopeHHs1 HOBOro kopucTtyBaua st FTP-cepsepa
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Hna migkmouenHss 1o FTP-cepsepa uepe3 koMangHuii psimok  Linux
3actocoByemo koMauay «ftp <IP-cepBepy>». Bka3yemo norin Ta maposs.

Jna miakmouenHs udepe3 rpadiuni FTP-kmientu 3acrocoByrots FileZilla ta
WinSCP. B nipomy Bumanky mia’€qHaHHS TPOBOAUTECS depes IP-cepBepa, mpoToKo
FTP, nopt — «21» Ta noriH 1 mapoJib.

Jnsa wamamrtyBanb Oesneku BukopuctoByemo FTPS s mmdpyBanss
3’€IHaHHA, U1 IbOro B KoH(pirypamiiiHomy daitm «/etc/vsftpd.conf» momaru
(puc. 12.16):

ssl_enable=YES

allow _anon_ssl=NO

force local data ssI=YES

force local logins ssI=YES

rsa_cert_file=/etc/ssl/private/vsftpd.pem

rsa_private key file=/etc/ssl/private/vsftpd.key

[+ administrator@adminserv: ~

GNU nano 8.3 /etc/vsftpd.conf *

secure_chroot_dir=/var/run/vsftpd/empty

pam_service name=vsftpd

rsa_cert _file=/etc/ssl/private/vsftpd.pem
rsa_private key file=/etc/ssl/private/vsftpd.key
ssl_enable=YES

allow_anon_ss1=NO

force local data ss1=YES

force local logins_ss1=YES

WY Help WY Write Out @ Where Is @d Cut Wl Execute @@ Location
W Exit Wi Read File g} Replace @l Paste W Justify @l Go To Line

Pucynox 12.16 — 3mina koH}IrypauiiHoro (aiisty ajs HajgalTyBaHb Oe3NeKu

30epiraeMo 3MiHU Ta MICHS I[LOTO CTBOpIOEMO cepTudikar SSL komaHI0I0
«sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout
/etc/ssl/private/vsftpd.key -out /etc/ssl/private/vsttpd.pem». Jlami mepe3zaBanTaxkyemo

FTP-cepsep micms 3MmMiH komaHaow  «sudo  systemctl restart  vsftpd»
(puc. 12.17-12.18).
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:-$ sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048
-keyout /etc/ssl/private/vsftpd.key -out [fetc/ssl/private/vsftpd.pem
o o S B 10 b T S I o B T B B B o T B

Email Address []:vovao@gmail.com

=
S sudo systemctl restart vsftpd

S

Pucynok 12.18 — Ilepe3aBantaxxennst FTP-cepBepa miciis HajnamryBaHHs

3aBaanns 3. AHani3 Oe3neku BeO-cepBepa y Linux
Jist aynuty Oe3neku BeO-cepBepa BCTAHOBIIOEMO IHCTPYMEHT Lynis st
nepeBipku cucteMu KoMmanioto «sudo apt install lynis —y» (puc. 12.19).

5 sudo apt install lynis -y
[sudo] password for administrator:
HacTtynHi nakyHku Bynu BCTaHoeneHl aBToMmaTuyHo 1 Bbinbuwe He noTpibHi:
linux-headers-6.14.0-15 linux-modules-extra-6.14.0-15-generic
linux-headers-6.14.0-15-generic 1linux-tools-6.14.0-15

linux-modules-6.14.0-15-generic 1linux-tools-6.14.0-15-generic
BukopuctoByiTe 'sudo apt autoremove' wob BuganuTn ix.

Installing:

Pucynox 12.19 — BcranoBnenHs iHCTpyMeHTY «Lynis»

[Ticnst BcTaHOBJIEHHS 3amyckaemMo 0a3oBuid ayauT — «sudo lynis audit systemp.
[lepeBipsitoThest paBa GailiiiB, HAAMTYBaHHS CEpBEPa, BIAKPUTI MOPTH Ta MOKJIIUBI
BpaznuBOCTI. Jlajl BHBYAEMO 1 aHANI3ZYeEMO pe3yJbTaTH, IIYKAEMO MOMUWIKU 3
kateropii « Warning» abo «Suggestion» (puc. 12.20).
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1§ sudo lynis audit system

[ Lynis 3.1.4 ]

R T T
Lynis comes with ABSOLUTELY NO WARRANTY. This is free software, and you are
welcome to redistribute it under the terms of the GNU General Public License.
See the LICENSE file for details about using this software.

2007-2024, CISOfy - https://cisofy.com/lynis/
Enterprise support available (compliance, plugins, interface and tools)
B R R R R R R R R i R R R R R

- Detecting 0S... [ 1
- Checking profiles... [ 1
- Detecting language and localization [ uk ]
no language file found for 'uk' (tried: /[usr/share/lynis/db/languages/uk)

Pucynox 12.20 — IIpoBenenHs ayauty iHCcTpyMeHTOM «Lynisy»

JUist  3axuMcTy BiJ HECAHKIIOHOBAHOTO JOCTymy. BcraHoBmoemMo Ta
HanamToByemo «Fail2Ban» mnst 3axucty Bin brute-force atak. 1106 1e BUKOHATH
3acTocoByemo komaHay «sudo apt install fail2ban —y», nani «sudo systemctl enable
fail2ban» 1 «sudo systemctl start fail2ban» (puc. 12.21).

S sudo apt install fail2ban -y
Hactynui nakyHkum 6ynm BcTaHoBneHl aBTomaTuyHo i 6inbwe He noTpibHi:
linux-headers-6.14.0-15 linux-modules-extra-6.14.0-15-generic
linux-headers-6.14.0-15-generic 1linux-tools-6.14.0-15
linux-modules-6.14.0-15-generic 1linux-tools-6.14.0-15-generic
BukopucTtoByite 'sudo apt autoremove' wob BuganuTmn ix.

Installing:

Installing dependencies:

MponoHoBaHl NakyHKWK:
mailx monit sqglite3 python-pyinotify-doc

Summary :
Upgrading: @, Installing: 4, Removing: 0, Not Upgrading: 18
Download size: 508 kB
Space needed: 2 623 kB / 5 261 MB available

Pucynox 12.21 — Beranosnenns «Fail2Bany

[ToTiMm cTBOprOEMO JIOKadbHI TIpaBWia IJIs 3aXUCTy BeO-cepBepa dyepe3
TepMmiHai koMaHao «sudo nano /etc/fail2ban/jail.localy (puc. 12.22-12.23).
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1§ sudo systemctl enable fail2ban
Synchronizing state of fail2ban.service with SysV service script with Jusr/lib/systemd/syste
md-sysv-install.
Executing: fusr/lib/systemd/systemd-sysv-install enable fail2ban

1§ sudo systemctl start fail2ban
:~S

1§ sudo nano /etc/fail2ban/jail.local

Pucynok 12.22 — 3anyck «Fail2Ban» Ta cTBOpeHHS TOKaIbHUX MPaBUI

administrator@adminserv: ~

Jetc/fail2ban/jail.local

Enable = true
http, https
= Jvar/log/apache2/error.log

Pucynok 12.23 — 3anuc nokaabHUX MPaBUI

JUist TecTyBaHHSI Bpa3JIMBOCTEH BUKOPHCTOBYEMO «nmap» JJIsl BHSBICHHS
BIJIKDUTHUX TMOPTIB Ta CEPBICIB — 3aCTOCOBYEMO KOMaHy «sudo nmap -sV -p 1-1000
<IP-cepBepy>». llepen nmum «nmap» MmoTpiOHO BCTAaHOBUTH KoMmaHaow «sudo apt
install nmap —y» (puc. 12.24).

=%

1% sudo nmap -sV -p 1-1000 192.168.56.1
Starting Nmap 7.95 ( https://nmap.org ) at 2025-08-22 21:30 EEST
Nmap scan report for 192.168.56.1
Host is up (0.0024s latency).
Not shown: 997 filtered tcp ports (no-response)
PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 13.72 seconds

Pucynok 12.24 — TecTyBaHHS Bpa3JIMBOCTEMN 3 BAKOPUCTAHHSIM «nmap
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