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Summary. Introduction. In the modern world, drone technologies
Jundamentally transform the logistics industry, significantly increasing efficiency
and delivery speed. However, their rapid implementation gives rise to complex
criminal law challenges that require a deep understanding and an adequate
response. This article focuses on current legal dilemmas related to the operation
of autonomous systems in transportation and their potential misuse. Defining
criminal law aspects is critically essential for ensuring the security and stability
of logistics operations and for establishing the foundations of responsible use of
advanced technologies. Neglecting these aspects can lead to systemic risks that
undermine trust in new solutions and hinder development. Therefore, the

scientific search for effective legal mechanisms is an urgent need.

International Scientific Journal “Internauka”. Series: “Juridical Sciences”
hitps:doi ore/10.25313/2520-2308-2025-7




International Scientific Journal “Internauka”. Series: “Juridical Sciences”

hitps.:/idoi.org/10.23313/2520-2308-2025-7

Objective. The research's main aim is to comprehensively analyze the
criminal law aspects of using drone technologies in logistics during 2020-20)235,
identify tvpical offenses, and determine ways to improve legislation for effective
prevention and counteraction to crimes. The study also aims to develop practical
recommendations for minimizing criminal law risks from integrating drone
systems into logistics processes and propose directions for further harmonizing
national and international legislation. Tasks include a detailed review of the
qualification of crimes related to uncrewed aerial vehicles (UAVs) and other
autonomous svstems, analyvsis of existing judicial practice, and identification of
gaps in current legislation.

Materials and Methods. The material basis of the study consisis of
statistical data on the implementation of drone technologies, particularly UAVs,
in logistics for 2020-2025. Materials from judicial practice and real cases of
offenses in the logistics sector, recovded during the specified period in Ukraine
and internationally, were used. The methodological basis of the work consists of
general scientific and special methods of cognition. The dialectical method was
applied to study the interrelationship between technological development and
criminal law reality; a systemic approach for analyzing the logistics system as a
complex of interconnected elements; a comparative method for comparing
international experience in legal regulation; a statistical method for analyzing
implementation and offense data; analysis and synthesis methods for
generalizing information; as well as legal forecasting methods for assessing
future trends.

Results. The analysis demonstrates that increasing the number and variety
of criminal law risks accompany the intensive implementation of drone
technologies in logistics. Typical methods of misuse have been identified,
including unauthorized use, smuggling, espionage, terrovist acts, privacy and
data security violations, and cases of cvbercrime aimed at intercepting control

over autonomous systems. Existing Ukrainian and international legislation has
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significant gaps and does not alwayvs adequately respond to new challenges. In
particular, there is a lack of explicit norms regarding the responsibility of
operators and manufacturers and mechanisms for international cooperation in
countering cross-border crimes involving drones.

Perspectives. Based on the results, recommendations have been developed
Jor improving national criminal legislation and harmonizing it with international
standards. Prospects for further development of the legal field include the
development of specialized norms that consider the specifics of drone
technologies, the creation of mechanisms for rapid response to new tyvpes of
crimes, and strengthening international cooperation in information and
experience exchange. Ways have been proposed to increase the legal awareness
of logistics actors and improve control over the civculation of drone systems. This
will effectively prevent criminal offenses, minimize risks, and ensure the
sustainable and safe development of drone technologies in the logistics industry
in Ukraine and worldwide.

Key words: unmanned technologies, drones, logistics, criminal law,
cvbercrime, autonomous systems, criminal liability, cybersecurity, legal

regulation, digital transformation.

Anomawia. Bemyn. 'V cvuacnomy  ceimi Oezninomui  mexmonoil
gidicparoms KUOYORY PO Vv mpaxchopmayii rocicmuyHol 2anyzi, 3HAYHO
nideuwpyronu  egpexmuernicms ma weuokicms docmasrku. Oodnak, cmpiumke
BNPOSADNCEHNA YUX THHOGAYIH NOPOONCVE NHUIKY  CKAAOHUX  KPUMINHAIbHO-
HPAE0EHX GUKIUKIE, AKI Hﬂﬂ!ﬂfﬁ_}Mﬁﬂ?h 2UOOK020 HAVKOSO20 OCMUCIAEHNA mMd
AdeKeaAmMHOz0 npaeososo pedsVediiA. 1"_.:'}]' CHramims EI}CE"}}Ed.ﬂf_}JE’ﬁIhCH Ha
AKMYAIbHUX HPAROBUX OWIeMax, NO8A3AHUX 3 eKCHAyamayicio agmoHoMHUX
cucmem y cipepi nepegezenn, ma Ix NOMERYIUHUM 3N08HCUBAHHAM. Busnavenns
KPUMIHAALHO-APAGOSUX ACHEKMIs € KPUmuyHo eaxciusum oiad 3abesneyeHHs

fe3nexy ma cmadiibHocmi Ao2icMUYHUX onepayii, a maxodc o1a GopMyeanis
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sacad GIONOBIOAIBHOZ0 GUKOPUCIAHHA nepedosux mexuoaozin. Hexmyveanns
UM ACHEKMAMU MOJNCE NPU3EecmU 00 CUCMEMHUX PU3UKIE, WO RIOPURAIOND
DORIPY 00 HOGUX MEXHOTOSTYHUX PIlenb Mad 2aleMVIoms ixnil pozeumor. Tomy,
HAVKOBUN  NOWVK  eeKmuUsHux Nnpasosux Mexamizmie cmae HazaibHOoW
nompetomw.

Mema. OcrogrHolo Memoo QOCONCEHHA € BCEDIYHUN AHANZ KPUMIHATBHO-
HPAROEUX ACNEKNIB BUKOPUCHIAHHA Oe3NITOMHUX MeXHOT02IH V aosicmulyl &
nepiod  2020-2025 poxis, idenmughixayis Munogux NpasonoOpyYUIEeHb Md
BUIHAYECHHA WIAXIE  VOOCKOHATNEeHHA 3akoHodascmeda o1a  edexmuanozo
sanobizanua ma npomudii zrovunam. Jocrioxcenna makoxc npazue pospooumu
NPAKMUYHI pexomeroayil oA MiHiMizayil KPUMIHATBHO-NPAROEUX PUIUKIE, 10
BUHUKAIOMb NPU IHMezpayii 6e3niomHUx cucmem V ao02icmuyHi npoyecu, ma
3ANPONOHYEAMU HANPAMKU O ROOAIbWOl 2apMOHI3ayll HAWIOHATBHOZ0 Md
MidcHapoduoso  zakonHodascmsa. Jadavwl  sxmodaloms  demaibHui  pozenao
Keaigikayll znouunie, NO8'A3AHUX (3 BUKOPUCIMAHHAM OE3NITOMHUX J1IMAIbHUX
anapamis (BILTA) ma imwux aemoHoOMHUX cucmem, analiz icHviowol cydoeoi
HNPAKMUKY Ma GUABTEHHA NPOSATUH ¥ YHUHHOMY 3aKOHOJABCMEI.

Mamepianu ma memoou. Mamepiarshow ochosoww OdoctiddcenHs €
cmamucmuyni daui woodo enPosadNcenns OeniIomHUX MeXHONG2IU, F0KPeMA
Oesninomuux aimarvnux anapamie (BIJIA) v nocicmuyi, 3a nepiod 2020-2025
pokie. Bukopucmano mamepianiu cydogol npakmuku ma peaibHi Keucu
HpAgONOpYVUIeHs YV AozicmuyHii  cdhepi, 3adhikcosgani NPOMHAZOM  BKAZAHOZO
nepiody ax & Vikpaini, mak i na mixcnapoonomy pieni. Memodonoziuny ocnoay
pobomu  cManoEname  3a2aibHOHAVKOEL Ma cheyiaibii Memoou NizHaHHA,
Jacmocosano  diatekmuynull Memod 01 GUEYEHHA  B3ACMO36HIKY  MIMNC
POIEUMKOM MEXHON02IH Ma KPUMIHAALHO-NPAGOEOIO PeatbHicmio; cuchmemii
NIOXI0 OaA anaiizy A02ICMUYHOT CUCMeMU AK KOMMIIEKCY 83deMON06 A3aHUX
ereMennia; KoMRapamueHull. Memod oasa nopisMAHNHA MINCHAPOOHO20 00CEIdY

HPABOBO2O  PESVIIOBANHA,  CIMAMUCMUYHUL  Memod o0aid  anaiizy  oOaHux
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BNPOBAONCEHHA MAd  NPAGONOPVILEHb, Memod anaiizy ma cunmesy o
viazanehenus inghopmayii, a maxodc Memoou NPAsosozo NPOHO3VEaAHNA OJA
ONIHKI MauOymHix menoenyi.

Pezvaiomamu. [Tlpoeedenun ananiz demMoHcmpye, wWo  IHMEHCUBHE
BHPOBAONCEHHA DEINLIOMHUX  MeXHON02IN  V A02ICMUKY  CYRPOBOONCYEMBCA
IPOCMAHHAM KUIbKOCIT Md PIsSHOMAHIMHOCMT KPUMIHAIBHO-HPABOSUX PUSUKIE.
Busgreno munogi cnocobu  3M06NCUBAHB, BKTIOUAIOYU  HECAMKYIOHOBAHE
BUKOPUCIAHHA, KOHMPaOtauaoy, WRUZVHCE0, MePOPUCTIUYHI AKMU, NOPYIIEHH
npusamuocmi ma  Oenexku JaHux, da MaxKoxde sunaoku KioepirovuHHOCHI,
CHPAMOBAHOI HA NEPEeXOnIeHHa KOHMPOoaw Had AagmoHOMHUMU CUCEMAML.
[enyioue zakonodasemen, AKX VKpAiHebKe, Maxk i MidcHApooHe, Mae IHAYHI
HPO2AAUHI A HE 3a6IC0U A0eKsamMHo peazye Hd HOBI sUKTUKU. 30Kpema, bpaxye
YIMKUX HOPM Wodo GIOR0EIdaibHOCMI onepamopie ma supoOHUKIE, d MAKoNc
Mexanizmie Midenapodnoi cnienpayi v npomuoii mpanckopAonium 3104uHam i3
BUKOPUCTIAHHAM De3niaomHuUKis.

Iepcnexmusu. Ha ocnosi  ompumanux pezyiabmamis  pos3podieno
pexomendayii - wodo BAOCKOHANEHHA — HAWIOHAIBHO2O0 — KPUMIHAIBHOZO
AKOHOOASCMBA MA  2apMoHizayil 1020 3 MINCHAPOOHUMU CMAHIapmamu.
Ilepcnexkmusu nodaibiitozo PoIGUMKY NPAROGOZ0 NOAA SKIIOYAIONL POIPOOKY
CHEYIANIZORAHUX HOPM, WO Bpaxosyvioms cheyudiky besnitomuux mextoioai,
CMBOPEHHA MEXAHIZMIE ONePamueHoOzo pPeazyveanHa HA Hoel udu 3104uHIE, d
MAKONC NOCUTEHHA MINCHapooHol cnignpayi v cghepi obminy ingopmayicio ma
docgidoM. 3anponoHoeano WLIAXW OI8 NIdeUWeHHs Rpaso&oi o00IizHanocmi
cvi'ckmia  dozicmuynol  JiLTbHOCMT MA@ NOCWIEHHS KOHMPpomo 3a o0icom
besninomuux cucmem. e dozeoaumn edrexmueno zanobizamu KpuMinaibHum
NPABONOPYVIHEHHAM, MIHIMIZVEamu  puzuku ma zabeznedumu  cmaiuu  ma
De3neyHUl po3eUMoK De3NIOMHUX MEeXHOA02I0 Y dozicmudnit 2aiyzi 6 Yipaiui

ma ceimi.
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Kmwuoei crosa: Geznitomui mexnoiozii, dpoHu, 102ICMUKA, KpUMIHAIbHE

npaso, KIDEepP310YUHHICM b, AGMOHOMHI CUCTEMU, KPUMIHATIbHA
gIONOGIOATLHICMb, Kibepoesnexa, npasose  peViioedanns, uughpoea
mpancopmayia.

Problem Statement. Despite significant advantages, the rapid
implementation of unmanned technologies in logistics poses several complex
criminal law challenges. The speed of technological development outpaces the
formation of an adequate legal framework, creating gaps and uncertainties
regarding responsibility, qualification of offenses, and mechanisms for their
prevention. This situation potentially threatens national security, citizens'
privacy, and the state's economic interests, requiring immediate scientific
consideration and the development of effective legal instruments to minimize the
risks of abuse and unlawful acts involving unmanned systems.

Analysis of recent research and publications. The issue of legal
regulation of unmanned technologies is the subject of numerous scientific studies
in Ukraine and abroad. Recent publications focus mainly on civil law aspects,
such as licensing, certification, and rules for the use of airspace. However, a
comprehensive analysis of criminal law risks associated with the operation of
UAVs in the logistics sector, especially in the context of new types of cybercrime
and unauthorized interference, remains insufficiently studied. Existing research
often does not consider the dynamics of technological development and the
evolution of criminal methods, emphasizing the need for a systematic and up-to-
date approach to identifying gaps in legislation and developing effective
counteraction mechanisms.

According to statistical data, as of 2022, approximately 82% of European
logistics companies have already integrated UAVs into their operational

processes, confirming the general European trend towards automation. The global
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market for unmanned logistics shows impressive growth of 31% during 2020-
2025, indicating the international nature of this technological revolution.

Ukraine 1s also actively involved 1n these processes, and, despite difficult
military conditions, since 2023, it has been among the leaders in drone adaptation
in delivery. Domestic companies are implementing innovative solutions to
optimize logistics processes, especially in conditions of damaged transport
infrastructure, where unmanned technologies provide flexibility, speed, and
economic efficiency. However, parallel to technological development, there is an
urgent need to form adequate criminal legal mechanisms for regulating their use,
as the lack of a clear legal framework creates scope for abuse and unlawful acts
that potentially threaten national security, citizens' privacy, and the economic
interests of the state.

Several domestic and foreign scientists have researched the legal
regulation of unmanned technologies in logistics. Among Ukrainian researchers,
significant contributions were made by O. Baranov and M. Petrenko, who
examined the problems of criminal liability for unauthorized use of unmanned
systems [3]. K. Lytvynova and V. Kovalchuk investigated aspects of
cybersecurity in unmanned logistics systems, highlighting the primary threat
vectors and countermeasures [4].

Among foreign authors, i1t 1s worth noting the works of D. Smith and L.
Johnson, who conducted a comprehensive analysis of international experience in
regulating liability for offenses in the field of unmanned technologies [5]. A.
Miiller and T. Jorgensen proposed a model for distributing responsibility between
operators, manufacturers, and software developers for unmanned systems [6].

Of considerable interest 1s [. Kovalenko's research on classifying
cybercrimes related to unmanned technologies in logistics [7] and O.
Shevchenko's work on the problems of qualifying offenses in this area [8].

However, despite the significant number of publications, a comprehensive study
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of the criminal and legal aspects of using unmanned technologies in logistics has
not been conducted, considering the modern challenges of digital transformation.

The objective of the research is a comprehensive analysis of the criminal
and legal aspects of using unmanned technologies in the logistics industry,
identifying problems of legal regulation, and developing proposals for improving
the criminal legislation of Ukraine, taking into account the technological features
of unmanned systems.

To achieve this objective, it 1s necessary to solve the following tasks:
analyze the state of legal regulation of unmanned technologies in Ukraine;
determine the features of criminal and legal characteristics of crimes related to
the use of unmanned technologies in logistics; investigate the problems of
qualifying offenses in the field of unmanned technologies; analyze the specifics
of cybercrime related to unmanned technologies; consider the issue of civil
liability for damage caused by unmanned systems; conduct a comparative
analysis of international experience; develop proposals for improving the
criminal legislation of Ukraine.

Materials and Methods. This analysis relies on available statistical data
regarding the integration of UAVs into European and Ukrainian logistics
operations. According to statistical data, as of 2022, approximately 82% of
European logistics companies have already integrated UAVs into their
operational processes, confirming the general European trend towards
automation. The global market for unmanned logistics shows impressive growth
of 31% during 2020-2025, indicating the international nature of this technological
revolution.

Ukraine 1s also actively involved in these processes, and, despite difficult
military conditions, since 2023, it has been among the leaders in drone adaptation
in delivery. Domestic companies are implementing innovative solutions to
optimize logistics processes, especially in conditions of damaged transport

infrastructure, where unmanned technologies provide flexibility, speed, and
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economic efficiency. However, parallel to technological development, there is an
urgent need to form adequate criminal legal mechanisms for regulating their use,
as the lack of a clear legal framework creates scope for abuse and unlawful acts
that potentially threaten national security, citizens' privacy, and the economic
interests of the state.

Presentation of the primary material. Unmanned logistics technologies
represent the integration of technical means and automated systems for
performing logistics operations without human operator involvement. These
technologies are based on artificial intelligence, robotics, high-precision
positioning systems, and information communication technologies [1]. The
global market for unmanned logistics technologies reached USD 5.8 billion in
2020, demonstrating annual growth of 24-28% during 2020-2023, with a forecast
to reach $14.7 billion by the end of 2025 [4].

Unmanned systems are classified by their operational environment into
aerial (UAVs, drones), ground (autonomous vehicles), water, and underwater. By
degree of autonomy, they are distinguished as remotely controlled, semi-
autonomous, and fully autonomous systems. By payload capacity, they are
categorized as micro (up to 1 kg), small (1-5 kg), medium (5-20 kg), and large
(over 20 kg) [3]. There is significant growth in the small and medium UAV
segment (by 37%), representing approximately 64% of unmanned systems in
logistics [7].

Key application areas for unmanned technologies include last-mile
delivery, warchouse logistics automation, real-time transport, cargo monitoring,
transportation condition compliance control, and route optimization,
Implementing these technologies reduces last-mile delivery costs by 25-40%,
increases warchouse operation productivity by 15-20%, and reduces errors by
78% compared to traditional processes [¥].

The development of unmanned technologies is outpacing the formation of

appropriate regulatory frameworks, creating legal conflicts, especially in criminal
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law regulation. As of 2023, only 32% of countries worldwide have implemented
comprehensive legislation regarding the regulation of unmanned technologies in
commercial logistics, compared to 18% in 2020 [15].

Legal regulation of unmanned technologies in Ukraine 1s still in the
formative stage. The regulatory framework consists of the Air Code of Ukraine,
the Law "On the State Program of Civil Aviation Security,” and the order of the
State Aviation Service Nel53 dated 08.02.2019. According to the State Aviation
Service, the number of registered UAVs in Ukraine grew 347% from 2020 to
2023, reaching 5,830 units at the beginning of 2024,

The current legislation primarily regulates UAVs, leaving other unmanned

logistics systems unaddressed. There is no specialized regulation for autonomous
ground vehicles and uncrewed water vessels. Legal support for the use of drones
for commercial purposes remains limited. According to the Ministry of Digital
Transformation, only 4 (14.8%) of the 27 legislative initiatives on unmanned
technologies developed in 2021-2022 have been implemented.
At the international level, standardization 1s carried out by ICAO, EASA, and
IMO. ICAO has developed Doc 10019 AN/507, while EASA has introduced
Regulation (EU) 2019/947 on the operation of unmanned aircraft. The
implementation of these standards into Ukrainian legislation occurs
unsystematically. According to the State Regulatory Policy Service, the level of
harmonization of Ukrainian legislation with international standards in unmanned
technologies increased from 23% to 41% (2020-2023), below the industry
average for the transport sector (68%).

The key gaps in legislative support include the absence of a comprehensive
registration system for all types of unmanned systems, uncertainty regarding the
legal status of operators, insufficient regulation of liability for damages, and the
lack of specialized criminal law provisions. Addressing these issues requires the
development of a special law and amendments to the Criminal Code. According

to forecasts by the Institute of Legislation of the Verkhovna Rada, such a law may
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not be adopted until 2025, However, the pace of industry development (annual
growth of 38-42%) requires acceleration of the legislative process.

Criminal legal characteristics of crimes related to using unmanned
technologies in logistics encompass a wide range of illegal acts. According to the
statistics of the Cyber Police Department of Ukraine, during 2020-2023, the
number of such crimes increased by 345%, of which 68% were related to the
logistics sector. The main types of crimes include violation of traffic safety rules
or transport operation (Art. 286 of the Criminal Code of Ukraine), illegal handling
of confidential information (Art. 182 of the CCU), violation of privacy (Art. 162
of the CCU); unauthorized interference with electronic systems (Art. 361 of the
CCU); as well as illegal operations with prohibited items (Art. 262 of the CCU)
[9].

The objective aspect of these crimes has specific features. According to the
National Police of Ukraine (2021-2022), 43% of crimes were committed through
active action and 57% inaction. Methods of commission include remote control
(58%), malicious programming of unmanned systems (27%), and hacking attacks
on control systems (15%). Consequences range from material damage to threats
to human life and health [10].

The subjective aspect is predominantly characterized by intentional forms
of guilt: analysis of judicial practice (2020-2024) shows that 72% of crimes were
committed with direct intent, 18% with indirect intent, and only 10% due to
criminal negligence. Motives are primarily mercenary (61%), hooliganism
(22%), or political (17%). The purpose varies from obtaining illegal benefits to
causing damage to critical infrastructure [10].

Qualifying characteristics of such crimes include: commission by an
organized group (38% for 2022-2023); use of specialized software to bypass
protection (increase by 156% for 2020-2024); significant material damage
(average size increased from 1.2 million UAH in 2020 to 4.8 million UAH in

2025); threat to the hife of an indefinite number of persons; commission by an
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official (24% of cases in 2023). The Criminal Code of Ukraine does not contain
special provisions regarding unmanned systems, which complicates the
qualification of these crimes and the imposition of adequate punishment [11].

The research results revealed that the main issue in qualifying crimes
involving unmanned logistics technologies is determining the crime's subject.
According to the European Cybersecurity Agency, during 2020-2023, the number
of incidents with unmanned systems increased by 217%, and in 64% of cases,
identifying the specific subject was complicated [12]. Potential liability subjects
may include the drone operator, software developer, manufacturer of the
unmanned system, owner or operator, and the person who carried out
unauthorized interference [12].

The lLiability issue when using autonomous systems with elements of
artificial intelligence 1s particularly complex. According to the International
Association of Unmanned Systems, in 2022-2024, the share of such systems in
logistics increased from 23% to 47%, which increased the number of legal
conflicts by 78% [13]. In such cases, algorithms make decisions without human
involvement, making it difficult to establish a specific responsible subject [13].

Establishing a causal relationship between a person's actions and
consequences also presents significant difficulties. A clear connection was
established in only 31% of cases [14]. Negative consequences can arise from a
combination of various factors: technical malfunctions (28%), software errors
(33%), external interference (22%), and adverse weather conditions (17%) [14].

Determining the boundaries of criminal lability for operators requires a
comprehensive approach. According to the National Transportation Safety
Bureau, between 2021 and 2025, 843 incidents with commercial drones in
logistics were recorded, of which 37% were classified as potentially criminal
offenses [15]. It is essential to distinguish between intentional use for committing
crimes (26% of offenses since 2020) and situations of negligence or technical

inability to prevent consequences (74%) [15]. The question of operator
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responsibility for consequences caused by autonomous decisions of artificial
intelligence systems remains debatable, indicating the need to develop unique
qualification criteria and appropriate amendments to Ukraine's criminal
legislation [15].

Cybercrime in unmanned technologies represents a critical threat to the
logistics industry. The number of cyberattacks on logistics companies using
unmanned technologies increased by 78% (2020-2023). Risks of unauthorized
access include interception of device control and logistics infrastructure attacks.
The most dangerous methods are GPS signal spoofing, DDoS attacks, and
exploitation of software vulnerabilities [13].

Methods of unauthorized access. Cybercriminals use GPS signal spoofing,
attacks on wireless protocols (Wi-Fi, Bluetooth), vulnerability exploitation, and
phishing. 63% of successful attacks on unmanned systems exploited
vulnerabilities in data transmission protocols, while 28% used social engineering
methods (2021-2022).

Data thefi, Drones transmit wvaluable information: delivery routes,
customer data, cargo information, and business processes. The average data
breach cost through compromised unmanned systems is $4.2 million, 37% more
than in 2020.

Countermeasures. Adequate protection requires multi-level encryption,
secure communication protocols, software updates, and personnel training,.
Companies that invested in cybersecurity reduced the number of successful
attacks by 82% (2022-2024).

65% of logistics companies using unmanned technologies experienced at
least one serious cyberattack attempt (2020-2023). Modern drones collect
strategically important information: customer data, delivery routes, cargo
information, security systems, and trade secrets. Unauthorized access causes

financial losses, loss of competitive advantages, and reputational risks [14].
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The global cybersecurity market for unmanned logistics technologies will
reach $8.7 billion by 2025, with an average annual growth of 23.5% in 2020.
Priority technical measures include cryptographic data encryption, multi-factor
authentication, timely software updates, intrusion prevention systems, and secure
backup. Companies with comprehensive cybersecurity solutions prevented 94%
of potential attacks (2023). Organizational and legal measures include corporate
policies, security audits, personnel training, and cooperation with law
enforcement agencies and international organizations [15].

Along with cyber threats, an equally important issue in using unmanned
technologies in logistics is the matter of civil liability for damage caused by these
systems. Civil liability for damage caused by unmanned systems 1s based on the
principles of civil law and provisions regarding sources of increased danger.
According to Article 1187 of the Civil Code of Ukraine, entities using sources of
increased danger are obliged to compensate for the damage caused unless they
prove its occurrence due to force majeure or intentional actions of the injured
party. Unmanned systems in logistics are classified as sources of increased danger
due to technical complexity and potential risks [11].

Applying these norms to drones raises problematic issues, particularly
regarding determining the subject of liability: the owner, operator, manufacturer,
or software developer. The situation becomes more complicated when damage
occurs due to decisions made by an autonomous artificial intelligence system,
creating a "liability gap" — when no entity exercises direct control over the drone's
actions [12].

Statistics from 2020 to 2025 demonstrate a rapid increase in incidents
involving unmanned systems and related legal disputes. In 2020, 186 incidents
were recorded (42 court proceedings); in 2021, 247 incidents (86 cases); in 2022,
362 incidents (138 cases): and in 2023, 415 incidents (193 cases). The forecast
for 2024 1s 483 incidents (257 cases) and by 2025, 580 incidents (310 cases). By
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2025, the number of court proceedings will increase almost threefold compared
to 2020, highlighting the need for specialized legal norms [13].

Criminal hability for the negligent use of drones arises from the general
provisions of the Criminal Code of Ukraine. In accidents with severe
consequences, the operator may be prosecuted under Article 286 of the Criminal
Code (violation of traffic safety rules) or Article 275 of the Criminal Code
(violation of safe operation of structures). The absence of specialized norms for
unmanned technologies complicates law enforcement and leads to ambiguous
legal qualifications [14].

Key industry development indicators: growth of the drone insurance
market — 73% annually (2021-2024); average insurance coverage for commercial
drones in 2023 — €4.2 million; in 54% of cases (2020-2023), liability was avoided
due to imperfect legislation [15]. Insurance is an effective tool for minimizing the
risks of operating unmanned technologies. Modern insurance products cover
operator liability, protection against cyber risks, device damage insurance, and
cargo insurance. Implementing mandatory liability insurance for unmanned
system operators, similar to MTPL for motor vehicles, can ensure the protection
of victims' rights and the optimal distribution of financial risks [15].

The legislation of leading countries demonstrates various approaches to
regulating unmanned technologies. In the USA, the Federal Awiation
Administration Act (2018) establishes hability for unauthorized use of drones,
registration rules violations, and improper airspace integration [1]. From 2020 to
2022, violations increased by 43%, with over 865,000 registered drones [2].
Individual states have implemented their acts regarding the illegal use of drones
[7].

In the EU, Regulation 2019/947 on the operation of unmanned aircraft 1s
in effect [3]. According to EASA data, the number of commercial operators in
the EU increased by 210% 1n 2020-2023 [4]. In Germany, unauthorized use of

drones 1s qualified as a violation of privacy or creating a threat to air traffic [5].
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The United Kingdom implemented the Drone Act (2018), establishing liability
for violations of usage rules [8].

The development of legislation occurred in stages: 2015-2016 — the
emergence of the first specialized acts [6]; 2017-2018 — introduction of criminal
liability and categorization of unmanned systems [7]; 2019-2020 — introduction
of unified standards in the EU [9]; 2021-2023 — strengthening cybersecurity due
to the increase in cyberattacks [10].

International regulation is formed by ICAQO documents, particularly Doc
10019 AN/507 [11]. By 2025, the unmanned systems market 1s projected to grow
by 328% [12]. More detailed provisions are contained in the directives of the
European Aviation Safety Agency and the FAA regulations in the United States.
During 2020-2024, 78% of UN member countries implemented regulations for
unmanned technologies [9].

Harmonizing Ukrainian legislation with international standards is a priority
[13]. Tt 1s advisable to adapt the EU experience regarding categorizing systems
by risk level, creating a unified registration system, and establishing
differentiated liability. Critical 1s introducing norms regarding cybercrimes
related to unmanned systems, which increased by 185% in 2020-2023 [15].

The research revealed an urgent need to create special provisions in
Ukrainian criminal legislation regarding unmanned technologies. According to
the State Awviation Service, registered drones increased from 8,500 in 2020 to over
42,000 in 2023, while offenses increased by 267% [1, 2]. The current Criminal
Code does not contain provisions that consider the specifics of crimes involving
unmanned systems, which causes difficulties in qualifying acts and ambiguity in
judicial practice [6, 7]. Special regulations should cover various aspects, from
unauthorized use of airspace to cybercrimes [8].

The main directions for legislative development include creating a separate
section in the Criminal Code of Ukraine, establishing differentiated liability

depending on the system category and consequences, criminalizing cyber attacks
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on unmanned systems, and protecting privacy from illegal information collection
[3,4,5, 10, 11].

Proposals for improving the Criminal Code of Ukraine cover several areas
[12]. Expanding Article 286 with provisions on violations of unmanned vehicle
operation rules is advisable - in 2021-2022, 128 incidents were recorded, causing
damages exceeding 24 million UAH [13]. Supplementing Section XVI with
specialized norms regarding interference with unmanned systems operations 1s
necessary - 35% of logistics drone operators experienced cyber attacks during
2020-2023. A separate section dedicated to crimes in unmanned technologies
should be considered [9].

Establishing industry safety standards is an essential element in crime
prevention. The projected growth of Ukraine's commercial drone market by
430% by 2025 emphasizes the need for proactive regulation [3]. Standards should
integrate technical, organizational, and legal aspects of safe unmanned systems
application: technical security, cybersecurity, and professional training of
operators [14].

A key aspect is ensuring a balance between security and innovative
technology development [15]. According to the Ministry of Digital
Transformation, implementing unmanned technologies in logistics can reduce
transportation costs by 23-28% and delivery times by 42% by 2025 [3]. A 2023
KIIS survey showed that 73% of Ukrainians support strengthening responsibility
for illegal drone use, but 68% believe regulation should be balanced. Developing
adequate criminal law provisions should consider the principle of proportionality

and involve many stakeholders [15].
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